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Abstract A masquerader is someone who impersonates
another user and operates a computer system with privileged
access. Computer security problems caused by masqueraders
are serious. Although anomaly detection is considered to be
the best way to detect masqueraders, due to the low probabil-
ity of detection and high error rate, this method is still in the
research phase. Thus far, a number of methods, such as the
Support Vector Machine (SVM), the Hidden Markov Model
(HMM), and the Naïve Bayes (N. Bayes) classifier technique,
have been investigated in order to further improve accuracy
of detection. In the present paper, a method of integrating
Data Mining and Natural Language Processing, namely, the
N -Gram_Square root Term Frequency-Inverse Document
Frequency (N -Gram_STF-IDF), is proposed. Using the pro-
posed method, sequences to be detected are segmented via
N -Gram characteristics, and non-normal users are then
detected using a STF-IDF classifier. We perform an exper-
iment using Schonlau and Greenberg data sets and the pro-
posed method and compare the obtained results with results
obtained using various other methods.

1 Introduction

Computer security breaches caused by users with unautho-
rized privileges are serious [1]. In particular, a masquer-
ader, who impersonates another user and operates a computer
system with privileged access, is a serious and dangerous
intruder [2]. Such a person may be an outsider who has stolen
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the password of another user or has hacked into the system.
The term masquerader can also refer to insiders who hack
into a system and abuse their privileges. Once the firewall
and the authentication level [3] are compromised, computer
security becomes a serious problem. Hence, as a second-
ary line of defense, namely, online Intrusion Detection Sys-
tems (IDS) [4,5], which monitor user behavior, have become
necessary.

Intrusion detection systems can be classified as detect-
ing either misuses or anomalies. Misuse detection is based
on attack signatures acquired from previous known attacks.
Therefore, this type of system cannot detect unknown or new
attacks. Anomaly detection is based on the assumption that
a significant deviation from past normal behaviors may indi-
cate a possible intrusion. Accordingly, anomaly detection
can defend against novel attacks. Since the behavior of a
masquerader is supposedly different from that of a real user,
anomaly detection has been viewed as a promising method
by which to detect masqueraders [6]. However, since anom-
aly detection suffers from a high false alarm rate, this method
is still in the research stage.

In the present study, we focus on host-based IDS, in which
masquerade detection is performed by analyzing user behav-
ior when commands are typed in a UNIX environment. Shell
commands from a user’s account are collected using UNIX’s
acct auditing mechanism. The profile of each user is con-
structed from a historically normal command sequence. Sub-
sequently, the normality of an observed command sequence
unit can be evaluated by comparing it with the profile of the
current user.

Based on differences in working themes, input habits, and
the degree of familiarity with the computer system, each
user exhibits particular characteristics in issuing a command
sequence. These differences among users make masquer-
ade detection possible. Generally speaking, masquerade

123



134 D. Geng et al.

detection distinguishes intruders by comparing the current
behaviors of users with their historic behavior characteris-
tics, so the characteristics that express user behavior must be
extracted.

Several methods have been proposed for performing mas-
querader detection at the command line. One such method is
based on behaviors of frequency characteristics, which can
distinguish users based on different distributions of com-
mand sequence characteristics among users [7]. Another is
based on the transition characteristics between behaviors,
based upon which transition matrixes between command
sequences can be constructed [8,9]. When the command
transfer appears to have a higher probability for the cur-
rent user, the probability that the command sequence belongs
to the user is higher. However, the limitations of the above
methods include low detection accuracy, high time com-
plexity, and poor results interpretation. Therefore, a mas-
querade detection method based on the N -Gram frequency
characteristics and STF-IDF weight classifier is proposed
herein. Both the user’s behaviors of frequency characteris-
tics and the transition characteristics between behaviors are
taken into account in the proposed method.

Using the proposed method, N -Gram frequencies are
recorded during the training phase. During the detection
phase, the command sequence to be detected is split into
a number of N -Gram sequence combinations in accordance
with the N -Gram characteristics, and a STF-IDF weight
formula is adopted in order to calculate the scores of these
combinations according to the N -Gram characteristics of the
current user. The higher the score of a sequence, the higher
the likelihood that the sequence belongs to the current user.
An experiment based on the Schonlau and Greenberg data
set [6,10] reveals that the proposed method is a consider-
able improvement over previous methods, both in terms of
accuracy of detection and the error rate. The proposed met-
hod is among the most effective methods available at present.
Moreover, since the proposed method has the advantages of
easy interpretation and low computational cost, further study
would be useful.

The remainder of the present paper is organized as fol-
lows. Section 2 reviews related research. Section 3 describes
the proposed method. Section 4 describes the experimental
configuration and presents the experimental results. Section 5
presents a discussion, and Sect. 6 presents the conclusion.

2 Related research

Masquerade detection based on command sequences has
been investigated widely with respect to various aspects and
provides a valid approach for securing a Unix system.

Schonlau et al. [6] investigated this issue and attempted
to detect the masquerader by determining the behavior

characteristics of the “normal user”. He experimentally
compared six masquerade detection methods, namely,
Uniqueness, Bayes one-step Markov, Hybrid multi-step Mar-
kov, Compression, IPAM, and Sequence-match. Among
these methods, the method is based on the command
sequence frequency characteristics, and the remaining five
methods are based on the transition information characteris-
tics of command sequences.

Masquerade intrusion detection can also be regarded as a
two-class classification problem. Accordingly, a number of
conventional classification methods [11] have been proposed
for masquerade detection, in which either measures of sin-
gle events or measures of the transfer relationship from one
event to another are taken as feature vectors. The Naïve Bayes
classifier technique [12] and the SVM [13] have been pro-
posed for masquerade detection, where frequencies of single
commands within a window of fixed length were adopted as
feature vectors.

In contrast, other methods use transfer relationships
between events to characterize user behavior. A Hidden
Markov model (HMM) [14] that postulates a model with
a hidden structure producing sequential events has been pro-
posed. In order to further consider correlational relation-
ships between non-adjacent events, the Eigen co-occurrence
matrix method (ECM) [15] was proposed. These methods
attempt to construct a “normal model”, which then attempts
to detect abnormal occurrences, based on frequently appear-
ing and relatively stable behaviors.

At the same time, anomaly detection must address the
problem of a great quantity of audit data. Accordingly, data
mining methods have also been proposed for anomaly detec-
tion in sequential data. The Boosting Decision Stumps met-
hod [16]was further proposed in order to improve efficiency
by filtering and assembling multiple rules based upon which
to draw a final conclusion. The main advantage of data mining
methods is that extracted patterns or rules can be interpreted
by the security administrator.

Statistical methods, which are always computationally
efficient, have also been proposed for masquerade detec-
tion, and such methods do not require the extended training
process required by machine learning methods. In particu-
lar, the customized grammars method [17] uses a sequitur
algorithm to extract repetitive sequences in the form of a
context-free grammar. This method combines high detection
accuracy with a low error rate.

3 Method

Figure 1 is a structural diagram of an anonymous detection
system running on a UNIX system host, which includes three
main components: the audit database module,the learning
module and the abnormal detection module. In this system,
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Fig. 1 Structure of an anonymous detection system running on a UNIX
system host

the system structure is independent of the source data in
the audit database, because the audit data may be a series
of records of computer systems, such as a system file log,
resources utilization, network packets, calls of system func-
tions, or interface interactive events. The experiment con-
ducted in the present study is based on public command data
sets of UNIX command sequences. Using these data sets can
effectively compare the detection accuracy of a new method
with that of previous methods.

The purpose of the present study is to detect intruders
based on the characteristics of the behavior of the normal user
observed beforehand. Therefore, the establishment of these
characteristics is the first step in the learning module. Here,
the N -Gram frequency characteristics are established for
individual user. In the detection unit, N -Gram feature extrac-
tion will first be conducted from sequences to be detected.
In other words, according to previously established N -Gram
characteristics, sequences are divided into a series of
N -Gram combinations and are then examined for anomalies
by a STF-IDF classification formula based on the N -Gram
frequency distribution of the characteristics. Each process of
the N -Gram_STF-IDF method will be explained in detail in
the following.

3.1 N -Gram model for masquerade detection

Under a UNIX environment, different users may use the same
command when engaging in the same task, whereas the same
user may also enter different commands to complete differ-
ent tasks over time. Therefore, detecting camouflaged users
by using command sequences entered by the user is a very
difficult problem. We must extract the same model or a sim-
ilar model from the user’s command sequences as a basis for
judgment.

The N -Gram phrase is the most basic and important met-
hod in natural language processing [18] and has already

Fig. 2 N -Grams of command sequences

been successfully applied in several fields, such as language
decomposition, machine translation, and information
retrieval. The key advantage of an N -Gram is that the phrase
can itself carry more information than a single element. Thus,
the expressing ability of user’s behavior by using N -Gram
as its characteristics is greater than that of a single word.
In addition, since sequences can be divided into a number
of N -Gram phrases, any error input by the user affects only
a limited part of N -Gram phrases, and the characteristics
of the remaining part are maintained, which is conducive to
reducing the error in determining sequences of normal users.
Therefore, N -Grams have a unique advantage with respect
to anomaly detection.

Broadly speaking, an N -Gram refers to N character frag-
ments of a long character sequence. In the present paper, an
N -Gram refers to N consecutive commands. Here, we are
only concerned with the relationship between adjacent com-
mands, particularly N -Gram fragments that appear several
times in a command sequence. This often reveals preferences
for certain tasks for users entering commands (Fig. 2).

Generally speaking, a command sequence containing K
commands contains K − N + 1 N -Gram sequences.

3.1.1 Generating N-Gram frequency profiles for normal
users during the learning stage

In the present study, detection of intrusion behaviors using
the N -Gram model consists of the establishment of a user’s
N -Gram frequency characteristics during the learning stage
and the extraction of the characteristics of N -Gram sequences
to be detected during the pre-detection stage.

The process of establishing N -Gram characteristics is rel-
atively simple, and only the audit data of each user must be
scanned separately, and N -Grams having frequencies that
are greater than K are extracted as user characteristics. After
establishing the user’s characteristics, the characteristics are
merged and the N -Grams for which the sum of frequencies
are higher than M are extracted as the general characteristics
of the all the users.

The range of N in the N -Gram characteristics is based
on the following observations. Assuming there is a N -Gram
characteristics in which the lengthes are N1 and N2 respec-
tively (N1 ≥ N2), there exists an arbitrary sequence of com-
mands α in N1-Gram, and its frequency is f1, and the user’s
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frequency is f ′
1 (the user’s frequency is defined as the num-

ber of users who use the feature divided by the total number
of users). Then, in the N2-Gram features, there must exists a
frequency f2, and the command sequence of the user whose
frequency is f ′

2 isβ (β is a certain prefix ofα), where f2 ≥ f1,
f ′
2 ≥ f ′

1. Thus, the N2-Gram has higher generality than the
N1-Gram. The probability of N2-Gram features appearing in
sequences to be detected is higher, and N1-Gram features are
more specific than N2-Gram features and can effectively dis-
tinguish specific users. However, the probability of N1-Gram
features appearing in the sequences to be detected decreases
with increase of the length of N1-Gram, so the value N of
the N -Gram should be limited to within a certain reason-
able range in order to provide better user differentiation and
greater probability of appearing in sequences to be detected.
In the present study, N is set to 3. We will discuss this topic
in greater detail later herein.

3.1.2 N-Gram characteristics extraction of command
sequences during the detection stage

In UNIX-command-based intrusion detection, a single com-
mand is the smallest unit that is able to reflect a user’s activ-
ities and has a certain meaning. Moreover, a command is
also a component of a command sequence. However, a sin-
gle command is very limited in terms of expressing a user’s
characteristics. Comparatively, an N -Gram sequence con-
tains more information characteristics. A command sequence
is a combination of a number of N -Gram sequences. Hence,
according to the characteristics of N -Grams, several combi-
nations can be used to detect possible N -Grams of sequences.
Among these, however, there is only one combination that
are in accordance with the characteristics of the command
sequences of the user. For example, if the original order of
inputting command sequences is [cd ls le cd ls le ls le], then
the N -Gram combination [cd ls le, cd ls le, ls le] has better
agreement with the user’s inputting characteristics than the
combination [cd ls, le cd, ls le, ls le]. According to the earlier
conclusion, in the present study, we segment the sequences
to be detected into longer N -Gram combinations in order to
increase the accuracy of illegal user detection.

Here, a strategy of maximum matching is adopted.
As shown in Fig. 3, for the detection session, we scan the slid-
ing windows one-by-one with a beginning length of N = 3
in accordance with commands and then check whether the
N -Gram to be considered in each sliding window exists in
the all users frequency characteristics. If this N -Gram exists,
the window slides back N commands and repeats the ini-
tial action. If this N -Gram does not exist, then we change
the length of the window to N − 1 and continue testing
until N = 1. At this point, if no command exists in the all
users frequency characteristics, then the command is a new
command. The window moves backward one command, and

Fig. 3 Process of command sequence segmentation

the above actions are repeated until the end of the sequence
to be detected. We then record all generated N -Grams and
their frequencies. After this process, the testing sequence
should be divided into a series of N -Gram sequence com-
binations according to the all users characteristics. Subse-
quently, we need to calculate the similarity between each
command sequence to be detected and the current user in
order to classify a sequence based on the N -Gram frequency
characteristics of the user and the identified N -Gram combi-
nations.

3.2 Masquerade detection using the STF-IDF statistics
model

After the sequences to be detected are divided into a series of
N -Gram sequence combinations, the weight of each
N -Gram sequence must be calculated for the current user
in order to evaluate the entire sequence. According to the
command input characteristics under the Unix environment
and the purpose of abnormal detection, the weight calculation
should meet the following conditions.

First, command sequences that appear frequently among
users should be assigned greater weight, because these com-
mands represent certain specific behaviors that users engage
in frequently. Second, command sequences that appear fre-
quently for a single user but that are rarely used by other
users should be assigned a greater weight, because these com-
mands are extremely useful for differentiating users. Finally,
basic operation commands that appear frequently for every
user should be limited by the weights of these commands,
because these commands will often interfere with detection.

Based on the above considerations, the TF-IDF model is
introduced in order to calculate the weight of each of the
characteristics in the present paper. In this algorithm, which
was proposed by Spärck-Jones [19] in 1972, information
entropy is properly applied to the information retrieval [20],
which is a commonly used weighting technique [21] used in
natural language processing (NLP) and information mining
(IM). At present, the TF-IDF model is also widely used in
searching, text classification, and other related fields. This
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Table 1 Notation and
terminology n Number of all users in the observing data set

mk Number of all commands in the observing command sequence k

m′
k Number of all command sequences in the observing command sequence k

si Number of all users that use command sequence i

fi Frequency of command sequence i in the observing data set

fi j Frequency of command sequence i in the observing user j

fik Frequency of command sequence i in the observing command sequence k

ck j Number of commands in the observing sequence k matched with the user j

model is described in detail below, and the notation and ter-
minology used in the present paper are listed in Table 1.

In masquerade detection studies, the primary reason for
introducing the TF-IDF model is that, if the frequency of a
command sequence for one user is high and the command
sequence appears rarely for other users, then this command
sequence has a greater ability to distinguish users and has a
high weight value. The basic form of this command sequence
is generally as follows:

t fi id f = fi log

(
n

si

)
(1)

where TF primarily refers to the number of appearances of a
given N -Gram sequence in detecting current users, and IDF
indicates that the less frequently the user uses this sequence,
the greater the IDF, which indicates that the sequence has
a greater ability to distinguish users. In addition, TF�IDF is
the degree of importance of the sequence in detecting current
users.

In UNIX-based command masquerade detection, the fre-
quencies of some basic operation commands, such as ls, cd,
and cat, are often very high, and almost every user operates
the computer using these commands. However, for anom-
aly detection, the frequencies of some basic operation com-
mands are essentially unable to represent the specific input
features of the user. Therefore, it is necessary to reduce the
influence of command sequences with high frequency to the
TF-IDF formula to make sure that characteristics commands
have greater weight so as to make the TF-IDF formula have
higher identifying accuracy to user’s characteristics com-
mands sequences. STF-IDF formula is proposed in the paper,
which is used to extract calculate term frequency of TF-IDF
and reduces its function, its form is as follows:

st fi id f = √
fi log

(
n

si

)
(2)

Moreover, when calculating the weight of a certain sequence
for a user based on STF-IDF, the following three factors must
also be considered.

(1) The degree of importance of characteristic sequences for
current users.
Different sequences for the same user indicate differ-
ent degrees of importance. The STF-IDF formula is as
follows:

st fi j id fi = √
fi j log

(
n

si
+ 1.0

)
(3)

(2) The degree of importance of characteristic sequences in
the current sequence to be detected.
This is obtained as follows:

st fik id fi = √
fik log

(
n

si
+ 1.0

)
(4)

(3) The degree of match between sequences to be detected
and current users.

The degree of match between sequences to be detected and
current users is obtained as the number of commands in the
sequences to be detected that appear in the 1-Gram charac-
teristics of the current user. The higher the degree of match,
the more likely the sequence is that of a normal user. If the
degree of match of a sequence is zero, then the sequence
should be designated as an intrusion sequence.

nkj = ck j

mk
(5)

These three factors influence one another, so the product form
is used to reflect the relationship among the three factors.
Taking into account the influence of command sequences on
the weight, we standardize each component of the additional
part and limit the weight range to between 0 and 1 to obtain
the following formula:⎡
⎣

m′
k∑

i=1

⎛
⎝ st fi j id fi√∑m′

k
i=1

(
st fi j id fi

)2

st fik id fi

m′
k

⎞
⎠

⎤
⎦ n2

k j (6)

This formula is used to calculate the weights of each com-
mand unit from the sequences to be detected and to then sum
these weights. The obtained result is the score of sequences
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to be detected for the current user. In addition, this formula
can also be expressed by TF-IDF. We compare the detection
accuracies in subsequent experiments.

4 Experiment and results

In this section, the experimental data are based on the Schon-
lau and Greenberg data set [6,10]. In the Schonlau data set,
the influence of N values in the N -Gram features on the
detection accuracy is investigated, and the detection results of
STF-IDF and TF-IDF are compared. Samples were not been
updated during the testing phase of the above two exper-
iments. Therefore, the detection results of N -Gram_STF-
IDF and the detection results of other methods are compared
under the updated and non-updated conditions. Finally, using
the Greenberg data set, the validity of the N -Gram_STF-IDF
was verified and the results were compared with the results
of other methods.

As usual, receiver operating characteristic (ROC) curves
are used to evaluate the intrusion detection capabilities of dif-
ferent methods. Receiver operating characteristic curves are
drawn based on the missing alarm rate (MAR) and the false
alarm rate (FAR) under different thresholds. Here, MAR is
defined as the percentage of intrusion blocks wrongly clas-
sifying as normal blocks, and the FAR is defined as the per-
centage of normal blocks that are incorrectly classified as
intrusion blocks. A trade-off relationship exists between the
FAR and the MAR, and, in particular, in the ROC curve,
the smallest value of the sum of the MAR and the FAR rep-
resents the detection performance of the method. Therefore,
this sum is defined as the cost, and its value is used to compare
detecting effects of different methods. Generally speaking,
the smaller the cost, the better the performance.

4.1 Masquerade detection based on the Schonlau data set

Based on UNIX shell commands, Schonlau and others col-
lected a data set that is known as the SEA data set [6]. In the
experiment of the present study, this data is used to evaluate
the accuracy of masquerade detection in order to compare
the obtained results with the results obtained using the other
methods. The SEA data set is made up of users’ names and
associated command sequences (no parameters) for a total of
50 users. For each user, there are 15,000 consecutive com-
mands, which are divided into 150 blocks, each of which is
composed of 100 commands. The first 50 blocks are train-
ing data, and starting from the fifty-first block, the command
blocks besides 50 users randomly replace original command
blocks as masquerade command blocks. The objective of the
experiment is to correctly detect the masquerade blocks for
the normal users. The experimental data sets can be down-
loaded at http://www.schonlau.net/intrusion.html.

Fig. 4 ROC curves with different N values in N -Gram characteristics

4.1.1 Evaluation of N dereferencing in N-gram
characteristics

In order to evaluate the impact of N dereferencing in N -Gram
on the detection accuracy, Fig. 4 shows the ROC curves,
which show the experimental results for various values of
N (N = 1, 2, 3). Here, N = 1 means that only 1-Grams
exist in the characteristics, and N = 2 means that 1-Grams
and 2-Grams exist in the characteristics, and so on. The fig-
ure indicates that the detection accuracy is the highest when
N = 3, and the detection accuracy for N = 2 is higher than
that for N = 1. For example, when N = 2, the accuracy
of detecting abnormal blocks increases from 80.2 to 86.3%,
and the FAR is 10.0%, which also shows that the character-
istics of the 2-Gram and the 1-Gram together can express the
user’s specific and detailed features better than the character-
istics of the 1-Gram alone. Therefore, increasing the length of
N -Gram characteristics within a certain range is very helpful
for detecting abnormal behaviors.

However, when N = 3, the detection accuracy does not
increase significantly. The primary reasons for have been
described above. Since 3-Gram features have a lower proba-
bility of appearing in the command sequences to be detected,
as compared to 1-Gram or 2-Gram features. For example,
from using 1-Gram (N = 1) characteristics to 1, 2-Gram
(N = 2) characteristics, the value of N increases within a cer-
tain range, which can improve the method identifying accu-
racy to users, so the longer N -Gram characteristics may often
stand for user’s idiographic behavior characteristic. How-
ever, from the experiment and analysis, when the value of N
increases to a certain range, the influence to detecting accu-
racy will be not too great, so it is limited to improve the effect
of detecting precision relying on increasing the value of N .
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Fig. 5 ROC curves for evaluation of the TF-IDF and STF-IDF classi-
fication formula

In the present study, since the addition of “1” to “N” after
N > 3 requires considerable additional calculation time,
with little of no improvement in detection, in our method
“N” is set to 3.

4.1.2 Evaluation of STF-IDF weight calculation
and classification formula

In order to compare the effectiveness of the STF-IDF weight
classification formula proposed herein to masquerade detec-
tion, the formula is compared with the common TF-IDF
weight formula and the ROC curves are drawn, as shown
in Fig. 5. As shown in the figure, when the FAR is 7.9%, the
detection accuracy of STF-IDF is better than that of TF-IDF.
In this case, the intrusion detection rate of STF-IDF reaches
80.9%, primarily because STF-IDF restrains commonly used
commands that frequently appear for the user but that cannot
be used for user classification. Note that if these commands
are deleted, the detection accuracy will decrease because in
certain sequences to be detected, this category of commonly
used commands accounts for more than half of the total num-
ber of commands,so that deleting these commands will lead
to too few commands for weight calculation being available
for normal users, which results in miscalculation.

4.1.3 Comparison of intrusion detection performance
between N-Gram_STF-IDF and other methods
under various conditions

In a number of previous studies [6,12,13,15–17] based on
SEA data sets, Uniqueness, IPAM and other methods have
been used for masquerade detection, and the performances of

Fig. 6 ROC curves for the N -Gram_STF-IDF and other methods

these methods have been investigated. In the present study,
the results of these studies are directly compared with the
detection accuracy of the N -Gram_STF-IDF method under
the updated and non-updated conditions. Here, “updated”
refers to the use of data judged to be normal by the detection
data to update the sample data, so the updating strategy [6,12]
is effective, which can significantly improve performance.

Figure 6 shows that the performance of the N -Gram_STF-
IDF method is better than the performances of the other meth-
ods. Furthermore, the masquerade detection accuracy of this
method is 91.97% when the FAR is 5.08 and 64.2% when the
FAR is 1.0%. Customized grammar[17] has been reported to
be the most effective masquerade detection method to date.
In addition, for the SEA configuration, these two methods
have nearly the same detection efficiency and are superior
to previous methods, especially at different trade-off points.
Note that different methods have minimum costs at different
trade-off points, as shown in Table 2. For the N -Gram_STF-
IDF, the minimum cost is 0.128 when the FA rate is 8.03%.
Therefore, the N -Gram_STF-IDF method achieves its min-
imum cost at a particular trade-off value of the FAR and the
MAR.

Figure 7 shows the N -Gram_STF-IDF, Customized Gram-
mars, and Uniqueness without updating. Compared to other
methods, the N -Gram_STF-IDF method has excellent per-
formance. The masquerade detection accuracy of the
N -Gram_STF-IDF method is 93.93% when the FAR is
11.68% and is 98.70% when the FAR is 23.74%. Compared
with those results under the updating condition, the detec-
tion accuracy has increased, but the false alarm rate has also
increased.

4.2 Masquerade intrusion detection based on the Greenberg
data set

A data set of command sequences was collected by
Greenberg [10]. This data set is composed of 168 users,
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Table 2 Results for previous methods based on the SEA experiment

Method MA FA Cost

N -Gram_STF-IDF 4.8 8.0 12.8

Customized grammars 6.0 7.2 13.2

SVM 19.9 9.7 29.6

ECM 27.7 2.5 30.2

N. Bayes (no updating) 33.8 4.6 38.4

N. Bayes (updating) 38.5 1.3 39.8

Uniqueness 60.6 1.4 62.0

IPAM 58.6 2.7 61.3

Hybrid Markov 50.7 3.2 53.9

Sequence matching 63.2 3.7 66.9

Compression 65.8 5.0 70.8

Bayes one-step Markov 30.7 6.7 37.4

Fig. 7 ROC curves for the N -Gram_STF-IDF and other methods

who are divided into four groups consisting of 55 novice
users, 36 empirical users, 52 computer-science users, and 25
non-programmers. 50 users with 2,000 commands per user
are considered as a test target, and these 2000 commands
are divided into 200 blocks, each of which consist of 10
commands (including parameters). The first 100 command
blocks are used as the sample data. Starting from the 101st
command block, 250 command blocks are randomly selected
from the randomly selected 25 users to replace the original
data randomly. The Greenberg data set consists of the entire
set of command lines. However, in this experiment, all of the
parameters except for the commands have been ignored. This
type of experiment, based on the Greenberg data sets using
truncated command data, is also known as a TCG experiment.
Compared with the experiment based on the SEA data set, the
TCG experiment is much more similar to the actual situation
because, after the implementation of 100 commands, the sys-
tem’s security may have already been destroyed. Therefore,

Fig. 8 ROC curves for N -Gram_STF-IDF and other methods on
Greenberg data set

in the present study, the TCG experiment will be performed
in order to evaluate the effectiveness of the new method.

4.2.1 Experimental results

Figure 8 shows the ROC curves for N -Gram_STF-IDF and
for the SVM and N.Bayes methods based on previous TCG
experiments [12,13]. The ROC curves show that the detec-
tion accuracy of N -Gram_STF-IDF is 74.8% when the FAR
is equal to 6.0%, which is higher than the detection accura-
cies of the other two methods. This confirms that the
N -Gram_STF-IDF method is valid under more a realistic
experimental environment.

5 Discussion

At present, most masquerade detection methods are based
on the frequencies during the extraction of the audit data
or the transition characteristics, and all of these methods
can solve the masquerade detection issue. However, either
from the detecting precision and time complexity or from
the result explainary, it can’t meet the actual need of IDS.
Therefore, the N -Gram_STF-IDF method mixed consider-
ing frequency and transition characteristics were proposed
to detect the abnormal behaviors in normal users.

In the present study, 1-Gram, 2-Gram, and 3-Gram com-
mand sequences in the audit data were used to generate
the characteristics. The results of an experiment confirmed
that the N -Gram characteristics are effective for identify-
ing some normal command sequence units. For example,
for a specific user, a 2-Gram characteristic is extracted as
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“java, csh”, which relies on the java program included in the
user’s operation, whereas other users may deal with other
subjects related to java programs. Therefore, if the charac-
teristics of the command sequences to be detected include
“java, csh”, then the user to which the command sequences
belong may be identified. In contrast, the 1-Gram character-
istic “java” is too common to identify users, so the detection
accuracy can be improved by augmenting the N values to a
certain range.

The detection accuracies of TF-IDF and STF-IDF pro-
posed herein have also been evaluated. Experiment results
reveal that STF-IDF can improve the detection accuracy, pri-
marily because STF-IDF can restrain the weights of
command sequences that appear frequently among users but
contributes little to the identification of different users. For
example, during document display and internet browsing task
commonly performed by users, “ls, ls, cd” and “mail, mail”
characteristic command sequences will appear frequently.
Since these characteristic command sequences will disturb
the detection of abnormal behaviors, a reasonable reduc-
tion in these characteristic command sequences can further
improve the ability to identify different users.

The STF-IDF weight classification formula is very sensi-
tive to the special sequence characteristics that appear for cer-
tain users but that are not often used by other users and takes
into account not only the frequency factor of characteristic
command sequences in the command units to be detected,
but also its importance among users. Therefore, the STF-IDF
weight classification formula can appropriately compensate
these characteristic sequences that are vital for the current
user but that do not frequently appear in the sequences to
be detected. For example, assuming a certain characteristic
sequence is very important to the current user, but appears
infrequently in the sequences to be detected, the score of the
STF-IDF formula remains very high, which is helpful for
improving the detection accuracy.

Compared with the other machine learning methods, the
N -Gram_STF-IDF method has higher interpretability.
Machine-based methods, such as SVM and HMM, provide
only the evaluation values of sequences to be detected, and
the reasons for judgments and the processes are not interpret-
able by security administrators. In contrast, in addition to the
evaluation values of the sequences, the N -Gram_STF-IDF
method also provides the contribution of each characteristic
sequence, which provides security administrators with more
information, which can be used to analyze the behaviors of
users.

The N -Gram_STF-IDF method has a low calculation cost,
and only frequencies need to be calculated. Moreover,
1-Grams, 2-Grams, and 3-Grams must be matched either
during the training and testing periods or during the updat-
ing period. The calculation cost based on the STF-IDF for-
mula is also very small, so that the detection of the command

sequences can be completed in real time. Therefore,
N -Gram_STF-IDF can be regarded as a real-time online
system.

The present study reveals that the combined use of user’s
frequencies and transition characteristics can improve the
accuracy of masquerade intrusion detection. Therefore,
N -Gram (N ≤ 3)’s frequency characteristics have been con-
structed, in which not only correlation information among
commands, but also frequencies of appearance for each char-
acteristic, were considered. In addition, the STF-IDF weight
classification formula considers several important factors in
abnormal detection and emphasizes characteristic weights
that contribute to the classification of users. Therefore, com-
bine with the above factors, the N -Gram_STF-IDF method
provides better intrusion detection accuracy.

Although N -Gram_STF-IDF offers improved detection
accuracy of abnormal users on a data set based on UNIX
command sequences, even this improved detection accuracy
is not satisfactory for application in a practical environment.
Although a low MAR is realized, the FAR is still very high.
Therefore, in the future, frequency and transition character-
istics should be better used to consider user’s behavior char-
acteristics, such as non-exact matching, to reduce the FAR
under the condition of steady detection accuracy should be
investigated. In addition, a further expansion of the use of
abnormal data detection, such as System Call Sequence and
Network Stream Sequence, will be investigated.

6 Conclusions

The N -Gram_STF-IDF method has been proposed for the
detection of camouflaged intrusion, and an evaluation exper-
iment based on a benchmark data set has been conducted.
When the FAR is 8.03%, the cost of the N -Gram_STF-IDF
method is 0.128. In addition, since the calculation cost of the
proposed method is low and implementation is simple, the
proposed method may lead to an online real-time intrusion
detection system.
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