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EDITORIAL

CertifiablyMad!

On the 16th of June, ameeting was held at theDTI in

L ondonconcerningtheGovernmentl TSEC evaluation
scheme, and how it could be applied to anti-virus software.
Thisraised someinteresting issues, and also provided an
insightinto themurky world of inter-vendor politics.

Thestructure of theday wascoffee, meeting, morecoffee,
more meeting, repeatad nauseum(lit.), and the day proved
beyond doubt that to be asuccessin the cut-throat world of
civil servicedom, ahightoleranceto caffeineand astrong
bladder arerequired. The meeting waswell attended by the
industry gurusand thedebate promisedto belively.

Theproblemsof usingtheexisting official security evalua-
tion criteriawhen examining anti-virusproductsaremany.
Theold schemewasoriginally designed to beappliedto
static products, like access control packages, which could be
tested onceonly and then safely purchased by government.

Anything (pretty much) can becertified. For example, we
would not want the chapsresponsiblefor screwing thelid on
‘our’ atomic bombsto haveasecond-rateword processor (or
too much caffeine, for that matter!). Onthewholethe
schemeisavery good ideaand providesalevel of confi-
dencein certified products, ranging from ‘it doeswhat the
manual says' to complex mathematical analysisof the
product’ sfunctionality, designandimplementation.

However, oncethissystemisappliedtovirusdetection, life
becomes much more complicated: rather than astatic
product, onemust now attempt to certify a‘ moving target’.

Thel TSEC schemeisan attempt to set up a Europe-wide
certification process, whichwill enablegovernmentstoinsist
that departmentsmay only buy certified products. Theideais
that by extending the design of theoriginal brief, it will be
possibleto extend certificationto anti-virussoftwareina
meaningful way.

Thefirst question hasto be whether such aschemeis
desirable? From agovernment point of view theanswer isa
definiteyes- it providesasensible method of approving a
product for purchase. Theindustry would probably say yes-
if it (@) provided another legend to adorn the product’ s
packaging. (b) gainedmy company some sort of advantage
overyour company.

Regardless of whether theindustry wants such ascheme, it
isgoing to have one. The UK government has decreed that
product evaluation isnecessary, and so by thistime next

month/year/decadeanl TSEC schemespecifically designed
for anti-virussoftwarewill bein place. Theindustry can
either try and makethat scheme as meaningful aspossible,
or it can complain when an inappropriate schemeisimposed
uponit. ITSECisnot imposed on anybody directly - but if
evaluationisto betaken seriously, it must have some
marketing kudos: if company A iscertified, company B must
also seek thisstatus, or suffer amarketing disadvantage,
regardless of how meaninglessthe certificate

Theproblemswith such aschemeare numerous. Tradition-
aly, thecertified productshavebeen thingslike secure
operating systems, wherethereisaclear function of the
product: to secure datafrom unauthorised access. Theaim of
anti-virussoftware(particularly virus-specific software) is
far more nebulous: to stopknown viruses. Thisisgoing to
lead totremendousproblemswith certification. If the
industry cannot agree on thenamesof viruses, what chance
isthereof creating ameaningful virustest-set?

Thedifficulty isthat in order for thegovernment to evaluate
anti-virussoftwaresuccessfully it needsthe cooperation of
theindustry in order to havealibrary of virusesto test
against. What should bein thislibrary? Should it be avail -
abletothosewhose productsare being certified?How can
thetest-set be managed? How often should it change? These
arejust afew of the problems concerning the test-set - there
arethousands more on more general matters.

For those adept at the type of verbal karate which such
eventsrequire, thestruggleisaninteresting one. Thingsdo
not stop herethough - how can we have acertification of a
scanner that isanything morethan ephemeral ? With code
being updated on amonthly basis, theonly way isto also
‘evaluate’ thecompany: isthecompany sufficiently ‘well
connected’ withintheindustry that it can reasonably
maintain its scanner? Quite how this could be doneisnot
clear, but the current thinking isthat it would berather like
BS5750 certification, that is, ademonstration of ameasure
of thequality control withintheorganisation.

Itispossibly too cynical to say that every word uttered inthe
meeting was prompted by self-interest, but theimportant
thing about theindustry isthat itsintention isto make
money. Will thevendorsbe ableto cooperateto providea
meaningful evaluationschemeandforget their financial
differencesfor the’ greater good' ?Fat chance.

However, the schememay just get enough support fromthe
industry if it providesenough marketing leverage or isnot
seento be detrimental to acompany’ simage. What the
ITSEC evaluationistryingto achieve could beaworthy
cause, and it would be ashameto seeit hijacked for purely
political or financial reasons. How canthisbeavoided?
Well, themeisterplan as Virus Bulletin seesit...
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NEWS

IBM to Publish MS-DOS 6 Bug Report

IBM isto announceitsnew version of DOS atPC-Expoin
New Y ork at the end of June. At aspecial pressbriefingin
Austin, Texas, at the beginning of themonth, company
executivesannouncedthat itsdevel opershadidentifieda
number of bugsinMicrosoft’ sDOS 6 code which they had
fixed and consequentlylBM’ snew versionwould beknown
asPC-DOS6.1.

The company will bundlel BM Antivirus/DOSand Central
Point’ sBackup utility aswell asan unannounced disk
compressor withitsnew release of DOS. WithStac Elec-
tronicsrecently announcing anOS'2 version of Stacker,
evenmoney ison that company providingl BM withitsDOS
product - but|BM iskeeping very tight-lipped until ‘ legal
formalitieshavebeencompleted'.

Detailsof Microsoft' sDOS bugswill, said thel BM execu-
tives, be made public knowledge. Thisappearsto beyet
another salvointheincreasingly bitter operating systemwar
being waged on thelBM PC platform

VB 93 - TheBiggest and Best Y et!

Theorganisersof thethird annual VB Conferenceare
reporting unprecedented interest in theevent so far and have
high hopesof yet another well attended conferenceVB’ 93,
which will be held in Amsterdam on the Sth and 10th of
September, isnot only theworld’ sleading computer virus
conference, but alsotheonly opportunity in Europefor users
to meet thekey playersintheindustry. [Find out why the
current Editor hasrecurring nightmaresabout jugglers,
cigarettesand Nigel Kennedy... Ed]

Thisyear’ sconferencewill haveadistinctly international
flavour with expert speakersfromindustry and academia
representing 7 countriesand delegatesfrom at least 23.
Expotel International Groupshas been appointed to co-
ordinatedel egateaccommodationandtravel fromthe UK
and are offering very good rates on both - atotal package,
including registration, returnflight from L ondonand 2
nights hotel accommodation, can cost aslittle as£860.00.

For those who are unableto attendVB ' 93 in Amsterdam,
theproceedingswill beavail ablefrom mid-September for
£50.00 plus postage.

For information on any aspect of the conference, please
contact PetraDuffield ontel. +44 (0)235 531889 or
fax. +44 (0)23555993501

Virus Prevalence Table - May 1993
Viruses reported to VB during May 1993.
Virus Incidents (%) Reports
Form 24 40.7%
New Zealand 2 8 13.6%
Spanish Telecom 5 8.5%
1575 3 5.1%
Cascade 3 5.1%
Joshi 3 5.1%
Helloween 2 3.4%
Tequila 2 3.4%
Advent.3551 1 1.7%
Azusa 1 1.7%
Dark Avenger 1 1.7%
Dir-Il 1 1.7%
ltalian 1 1.7%
Jerusalem 1 1.7%
Nolnt 1 1.7%
Twelve Tricks 1 1.7%
V-Sign 1 1.7%
Total 59 100.0%

Hack-TicSummer Confer ence

Remember theGalactic Hacker Partywhichwasheldin
19897 Ever wonderedif that sort of thing would ever happen
again?Well, wonder no longer, becauseHack-Ticisholding
athreeday conferenceinHolland.

Accordingto afull-page advert placed in the summer edition
of 2600 magazine, theconferencewill containlecturesand
workshops(!) on hacking, phreaking, lockpicking, and
viruses, and an‘intertent ethernet’.

Theconferenceisto beheld at the L arserbos campground,
on the 4th, 5th and 6th of August thisyear, and, quoting
directly fromtheadvertisement, theconferenceisfor
‘hackers, phonephreaks, programmers, computer travellers,
electronicwizards, network freaks, techno-anarchists,
communicationsjunkies... andlaw enforcement officers
(appropriateundercover dressrequired)’. Itisnot yet known
whether the FBI arewill attend the conference, after thelast
fiasco, wherethey attempted to disrupt 22600 meetingin
Washington DC[
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IBM PC VIRUSES (UPDATE)

Updates and amendmentsto theVirus Bulletin Table of Known IBM PC Virusesas of 24th June 1993. Each entry consists of the
virus' name, itsaliases (if any) and thevirustype. Thisisfollowed by ashort description (if avail able) and a24-byte hexadecimal
search pattern to detect the presence of the viruswith adisk utility or preferably adedicated scanner which containsauser-
updatablepatternlibrary.

KnownViruses

Albanian - CER: This 1991 byte virusis assumed to be of Albanian origin, but it is not related to the Albaniafamily of viruses.

Al bani an AC34 EFF6 DOAA BEO4 00C4 3CBO CFAA OELF AD18 000A Q075 1C80
Aragorn - CEN: A 1522 bytevirus of Italian origin. It activates on October 28th and displays amessage.
Aragorn A3DD 0133 CD8A 265F 0188 2616 0233 (080 3E13 0201 742C B43D

Atasl| - CR: Two new, encrypted variants of thisvirus, 3215 and 3233 byteslong.

Atas |11.3215 8B3E 0201 B0?? B97C OCBE 1300 O1FE 3004 46E2 FB
Atas |1.3233 8B3E 0201 BO?? B98E OCBE 1300 O1FE 3004 46E2 FB

Backfont.1172 - ER: This 1172 byte variant is detected with the Backfont (905) pattern.
Beer.3192 - CR: Closely related to the Beer.3164 virus reported earlier.
Beer 3192 FA90 80FC 3B75 03E9 18FF 3D00 3D74 OF3D 023D 740A 80FC 5674
Black Jec.378 - CN: A 378 byte variant. Detected with the Black Jec (Bljec) pattern.
CFSK - CR: This918 byte virus has not been fully analysed, but it contains the message * Sorry. | need some MHz today! (CFSK)'.
O sk 80FC CF75 04B3 CFOC CF80 FCAB 7503 EB06 902E FF2E 3804 5053
Chang - CER: A 1759 bytevirus. Awaiting analysis.
Chang FBOC 3000 4B75 03E8 0600 9D2E FF2E 5001 5053 5152 5756 1E06
CHCC - CEN: A 2662 bytevirus. Awaiting analysis.
cHee B045 8845 02E8 D204 ESBC 01C3 BFEF 01B0 2A88 05B0 0088 4501

Chr - CER: This 869 byte virus has the primary effect of displayinga‘# character when aprogram isrun whileitisactive. It also
contains code which only is executed if the date is the 24th of any month or later, but this code has not been fully analysed.

Chr 3DFD FF75 03B0 77CF 80FC 4B74 03E9 BQD1 5053 5152 1E06 5756
Coib - CR: A 702 byte virus, which does not seem to do anything interesting.
Coi b 80FC 3E75 0981 FBC7 0775 0393 9DCF 3D00 4B75 03E8 5300 9DEA

Cossiga.883.B - EN: Closely related to the other 883 byte variant, and detected by the same pattern.

Dark Avenger.1693 - CER: Thisvariant seemsto be derived from the standard 1800 byte virus, and is detected with the Dark
Avenger pattern.

Error 412 - CN: This465 byte virus may display the message ‘ Runtime error 412 at 0697:4870'.
Error 412 83C2 2690 B903 00B4 40CD 21B8 0242 33C9 33D2 CD21 8BD6 81EA
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Fat Table- EN: This 6542 byte overwriting virus contains the text strings ‘ hitohana - shikaru bashokani ku shiet.” and ‘FAT TABLE
ERROR'. It iscompressed with LZEXE, and for that reason no signature string is provided.

Filehider.1067 - CR: Thisisa 1067 byte variant of the Filehider.789 virus, which was originally reported just as‘789’.

Fi | ehi der. 1067 8BF3 BOFF 7F26 813C FF2E 7406 46E2 F6EB OE90 268B 7402 268B
Fish 6.B - CER: A very minor variant of the Fish 6 virus, with two instructions swapped in the decryption routine - asmall change,
which neverthel ess causes many scannersto missthevirus. The virusis 3584 bytes, and fully stealth, like the original variant. An

examination of the virus, using the methods currently used to group virusesinto familiesindicates that the Fish 6 and Frodo families
should be merged into one, as the viruses share significant amounts of code.

Fish 6.B EB00 005B B958 0D81 EBA9 OD2E 8037 ?783 C301 E2F7
Fisher.1100 - CR: The detection of this 1100 byte virus may be slightly complicated by the fact that it can be found anywherein afile
- not just at the beginning or at the end.

Fi sher. 1100 1274 1780 FCAE 7415 80FC 4F74 1080 FC3D 742E 3003 CC74 09E9
Freak - CN: Thisvirusisunusually easy to spot, asit regularly displays messages announcing its existence. It is 938 byteslong and
probably of Turkish origin. Thenameisderived fromthetext ‘'Y OUR SYSTEM HAVE A HARMFULL VIRUS: FREAK I’

Fr eak 33C9 49BA EGFF 8BD8 B802 42CD 21BA 4102 B902 00B4 3FCD 21B4

Grunt - CN: A group of threeviruses, 346, 427 and 473 bytes |ong, which contain typical destructive code which overwrites disk
sectors. Thevirusesare all encrypted.

QG unt . 346 E819 OOEB 1DE8 1400 3ESB 9657 028D 9E30 01B9 7400 3117 83C3
G unt . 427 E829 OOEB 2DE8 2400 408D 9E40 0148 3ESB 96A8 0240 B993 0048
Qunt. 473 E81D OOEB 21E8 1800 B9D1 0040 8DOE 3401 903E 8B96 D602 F7DO

Halley - P: A 7856 byte ‘companion’ virus, written in ahigh-level language.

Hal | ey ECSD C305 2A2E 6578 6504 2E63 6F6D 0055 89E5 BSOO 019A 7002
Hamster - CN: One of the few virusesthat are actually found ‘in thewild’. It is 546 byteslong, containsthe text ‘ Turbo Hamster
Virus!’, and does nothing but replicate.

Hanst er 03FD F3A6 83F9 0074 C180 3000 74BC BE3F 0303 F5AD 2003 002E
Infector - CN: Six new variants of the Infector virus are now known, in addition to Infector.822 (originally reported as‘_822'). One of
them, Infector.782 is detected with the Infector.822 pattern.

I nfector. 444 24FE O0C1E A2E6 028A 36E9 028A 16E8 028A 2EE7 028A OEE6 028B
I nfector. 624 A200 01A0 D02 2EA2 0101 AODD 022E A202 01B9 9000 BBOO 002E
I nfector. 726 A200 01A0 D402 2EA2 0101 AODG5 022E A202 01B9 0001 BBOO 002E
I nfector. 933 A200 01A0 9503 2EA2 0101 A096 032E A202 01B9 0001 BBOO 002E
I nfector. 984 A200 01A0 E303 2EA2 0101 AOE4 032E A202 01EB 0190 B500 Bl11C

InvisibleMan - CER: Two variants of thisItalian virus are known, 2926 and 3223 bytes|ong. Both are polymorphic, and cannot be
detected with asimple search pattern.

James- CR: The name of this 356 byte virusis derived from atext messageit contains: ‘ JamesBond isalive!” Thisvirusinfects when
files are opened or executed, but does not seem to have any significant side-effects.

Jares 9C50 5351 521E 0657 5680 FCAB 740C 80FC 3D74 078B Dr80 FG5C
Little Girl.1004 - CER: Very similar to the 1008 byte variant reported earlier, and detected with the same pattern.

Log- CR: A 320 bytevirus. Awaiting analysis.

Log 3D00 4B74 052E FF2E 403 5253 1E06 89D7 BS2E 4338 0574 0347
Murphy.Delyrium.1780 - CER: Closely related to the Delyrium virus reported back in 1991, but of adifferent size. Detected with the
HIV pattern.

Omt - CN: The name of thisvirusisderived from atext message it contains: ‘ one more thing’. The virus contains code that will
attempt to trash drive C:, but only if the year is 1993 or higher - which probably indicates that the viruswas released in 1992.

ant EBO1 C38B 3601 018D BCL7 01B9 8901 8035 2A47 E2FA
Oxana - ER: Three new variants are now known.
xana. 1436 B435 B090 CD21 8CC8 8EDB 2B06 6802 A368 028C (03D 0000 755D
xana. 1572 B890 35CD 218C C38E DB2B 069E 03A3 9E03 8000 3D00 0075 59B8
xana. 1671 B890 35CD 218C C88E DB2B 06F7 03A3 F703 8C00 3D00 0075 64B38
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NaziPhobia - CEN: Three primitive, overwriting viruses, which seem to be written in Pascal.
Nazi Phobia A 0005 2A2E 636F 6D05 2A2E 6578 6555 89E5 83EC 0406 46FF 00BF
Nazi Phobia B 0005 2A2E 636F 6055 89E5 83EC 0405 46FF O0BF 1901 OE57 BS20
Nazi Phobia C ~ 9A96 007C 28BF 7019 1E57 9A0C 098F 2889 ECSD (204 0005 2A2E
Perfume.653 - CR: Thisisprobably an old virus, asit claimsto be version 1.2, whereas version 1.3 has been known for along time.
Per f une. 653 FCBF 0000 F3A4 81EC 0004 06BF 9800 57CB OE1F 8E06 3C00 8B36

Pick - CR: This 843 byte virus does not infect COMMAND.COM the same way as other files, but uses amethod similar to that used
by the Lehighvirus.

Pi ck 148B 6EFE 83C5 0336 C744 1400 01B9 1F03 8DB6 2CD1 8BFE AD35
Sleepwalker - CR: Awaiting analysis. Thisvirusis 1266 byteslong and containsthe string ‘ Sleepwalker. (¢) OPTUS 1993
Sl eepwal ker 9C3D 00FF 7511 B801 FFOD FA2E 8E16 2101 2ESB 2623 01FB CF53

Stsv.B - CN: 200 bytesin length, just like the original STSV virus, and detected with the STSV (200) pattern.

Talking Heads- CN: An overwriting 519 bytevirus. When it activatesit displaysaline (‘ Thisain’'t no party..."), taken from a song by
the Talking Heads group.

Tal king Heads B43E CD21 B404 B0O1 B500 B101 B600 B200 CD13 7237 B45B B920
Tchantches- CER: This 3303 byte virus activates on the 1st of April, displaying amessage. It isknown ‘inthewild’ in Belgium and
France.

Tchant ches 5249 2ESB 16DE 0D81 FB9A 0375 03BA CSAF 2E31 1783 C302 3BD9

Techno- CN: A 1123 bytevirus. Awaiting analysis.
Techno [BE8 OE5B 01D8 8EDS 891E 2600 A32A OOFF 2E28 00BE 0300 BFOO
Terminator Il - CER: Thisisa2294 bytevirus, which is not related to the other ‘ Terminator’ viruses. It is encrypted, slightly
polymorphic, and uses stealth techniquesto avoid detection. Thisvirus has been reported ‘in thewild’ in the Netherlands.
Terminator 11 5E56 B95D 048B FEO6 1EOE OE07 1FFC BB?? ??AD 33C3 AB?? FALF

Timid.557 - CEN: A badly written, 557 byte variant, detected with the Timid.306 pattern.

Uruk-Hai.427 - CR: A new, 427 byte variant. Not significantly different from the othersthat are known.

U uk 427 5052 5351 1E3D 004B 7503 E85F 001F 595B 5A58 EBE7 B003 CF49
Vampirus- CER: This1499 bytevirusisencrypted, but containsthetext ‘ROMANIAN VAMPIRUS'. The search pattern bel ow
should be used with care because of the high number of wildcards.

Vanpi r us BD?? ?781 7600 ???? 4581 FD?? ??72 F4BD ???? C3
VCL - CN: Several new variants have been made available to researchersrecently: (423 - CN, 476 - CN, Mindless - overwriting). In
addition anew 408 byte overwriting variant is detected by the generic VCL string published for the VCL.394 virus.

VCQL. 423 B41A 8D66 80CD 21E8 1600 5AB4 1ACD 218B E533 (08B D88B (C38B

VCL. 476 B41A 8D56 80CD 21B9 EB09 B805 FEEB FC80 CA3B EBF4 8DOD 4401
VCL. M ndl ess E900 00B9 EBO9 B805 FEEB FC80 C43B EBF4 1E2B (050 B42A CD21

Vienna.1239 - CN: This 1239 byte variant may overwrite COM fileswith ‘reboot’ code, just like the original 648 byte version.
Vi enna. 1239 ACB9 0080 F2AE B904 00AC AE75 EDE2 FASE 0789 BCl6 008B FE81

Wilbur.C - CN: Thisvariant is 512 bytes as the other two that are known, but the text message is different - it says that Wilbur is not
Russian, but American, and not related to Akuku. The reason for thisis probably that SCAN mis-identifiesthe earlier Wilbur variants
asRussian-A (Akuku), but asthe author correctly claims, the viruses are not related.

W bur-C F7DE ES8CF FE83 FEOO 7414 32E4 8A86 0502 8BCE F6F1 32CQ0 86EO0
WWP - CR: Thisisa382 byte virus which infects files when they are opened, renamed or executed.
WP 3DD0 D075 03BO 2BCF 3D00 4B74 1480 FCA3 740F 80FC 5674 0A80

XAM - CER: A 797 byte virus which has not been analysed. Thisvirus contains the text messages ‘ Wait viruses XAM’ and ‘ Hi,
Dimitriy Nikolaevich!’

XAM 80FC BO75 04B8 FCDE CF50 5351 5256 5706 1E55 8ACA 3CAB 7465
Ziuck.1372 - CER: Thisvirusis detected with an old Darth Vader pattern, but that should beignored. Thevirusis 1372 byteslong,
but variants with other sizes have been reported as well.

Zi uck. 1372 5886 EO5F 073D 4B00 7503 E903 013C 3D75 03E9 FQO0 3CAF 7503
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INSIGHT

Mark Hamilton

Ray Glath - Fighting Back

Arizonais probably one of the most spectacular statesin
North America Itisan areaof stark contrasts, from the hot
and dusty desert bowl to the south and west to the pine
forested mountainsto the north and east. It isfrom herethat
Ray Glath, one of the anti-virus‘old guard’, wageswar on
viruswritersand their supporters.

Glath’shomeisinScottsdale, asmall city adjoining the
north-eastern edge of Phoenix, whichisabeautiful oasisin
the harsh desert. Theday | arranged to visit Ray, it was
already 89 degreesat 8am, so | gratefully accepted his
suggestion that we sit outside on the patio to his house, next
tothepool. Aswetalked, hiswife Bev brought usfreshly-
madelemonade squeezed from thefruit of their owntrees,
andtheradio gently played country musicin the background.

Many peopleinthisindustry werejust starting their formal
educationwhen Glath joined thecomputer industry, others
were not even born: ‘| began my career in dataprocessing as
aprogrammer back in 1964 working on mainframesand a
variety of technologies. | startedRG Softwarein 1984 with
our first product calledPC Tracker.’

Ahead of Time

In1987, Glath developed autility for disaster prevention. ‘ It
was called Disk Watcher and wasa T SR which worked very
closely with the operating system. WhentheL ehighvirus
appeared inthefall of 1987, | realised that sincel had aTSR
which worked with the operating system, it was not agiant
leap forward to add in virus detection methodsat alow level
withinDOS.” Thephilosophy wasthatDisk Watcher would
prevent aninfection taking place and was, arguably, thefirst
anti-virusmonitoring program.

Glath rel eased thevirus-detection version ofDisk Watcher in
thefollowing spring. ‘ At that time, thewhol e situation with
viruseswas viewed with scepticism by most people. It was
about that timethat Peter Norton had been quoted inthe
popular press as saying that viruseswere an urban myth like
thealligatorsin the sewers of New Y ork City - they plain did
not exist. Thiswasat the time when wewere, of course,
dealingwithreal liveviruses!’

Disk Watcher, he believes, was ahead of itstime: ‘ People
didn’t want to think about preventing viruses. If youdon't
think the problemisreal, why protect against it?

Glath could see the demand for amorereactive approach to
fighting viruseswhich hebelievesreflectslifeingeneral:
‘the predominant view wasthat if | get sick, | take atablet
rather thanindulgeinany preventativemedication.” So
during the summer of 1988, he started work on the develop-
ment of Vi-Spy, aprogram to detect and get rid of viruses,
and thiswaseventually released in the autumn of 19809.

User Contact

Vi-Spyisnow initstenth major release and has gone from
strength to strength both technically and in sales. Itisnot,
however, aproduct that many will have heard of, particularly
outsidethe United States of America. So, | wondered, who
doesbuy Vi-Spy?* Wepredominantly sell tothecorporate
marketplace; corporatesand the Government aretheareas
wherewehavethegreatest expertise. Wehave been servic-
ing this marketplace since 1984 withPC Tracker and we
haveawayshad areputation for very stable software
requiring alow level of technical support. Our productsdo
what they say they will do.’

Henolonger routinely hearsabout commonplacevirus
infectionsalthough he doeskeep invery closecontact with
hisclientsand they occasionally tell him of infectionsof
Stoned, Form and Michelangelo that hissoftware has
successfully detected and eradicated. But what of therarer
viruses, does he hear about those?‘ Therateisstarting to
increaseabit. We are probably now seeing two viruses per
month that we have not heard about travelling or making
the roundsin the United States, although we do have
customerswho haveVi-Spyinstalled throughout their
worldwideoperations.’

ThelLittle Black Book

It was Glath who drewVirus Bulletin’ sattention to Mark
Ludwig (of Little Black Book fame); was Ray alarmed by
peoplesuch ashim?*Very much so. The Freedom of the
Press banner can sometimesget over-used and people do not
takeinto consideration thefar-reaching aspectsof their
actions. Too many peopletreat virusesasajoke - but it
wouldn’t beavery funny situationif aviruswereto shut
down amedical diagnosiscomputer. Any timethat a
computer isused in alifeand death type of environment, any
timethat kind of machine can get infected by any outside
source, it’sno longer agame and it’ sno longer amatter of
dullards striking back at the “ establishment”. It’ s a case of
jeopardising human life and the peoplewho arewriting
virusesand the peoplewho are encouraging thewriting of
viruses, such as L udwig, have no regard for that aspect.’

Glath feelsthat many viruswriters have no understanding of
the consequence of their actions. ‘| think, in many cases, the
young folkswho arewriting virusesdon’ t have enough
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Glath: ‘ Asfar asl am concerned, his[Ludwig’ s] work should not be
published and heshould bedoing somejail time.’

foresight to think about wherethey [theviruses] could go or
what they could dointheway of damage. Ludwig, in
particular, claimsthat hisbooksarefor educating peoplein
thedefence against viruses. However, in2600 Magazine,
Ludwig had apaid advertisement soliciting peopletolearn
how to writeviruseshby buying hisbook. So obviously, he
tailorshismarketing effortsto theaudience he seeks.’

‘Thistypeof behaviouristotally irresponsibleandit’ sa
damn shame that we have no lawsto convict him. Asfar as|
am concerned, hiswork should not be published and he
should be doing somejail time. He hasno regard for general
welfare of the public with that kind of attitude.’

Collaborationand Support

Glath collaborates, at an unofficial level, withanumber of
other researchersaround theworld, but because of the high
degreeof confidentiality in such dealings, hewasunwilling
to nameany names. ‘Wedeal with small, dedicated compa-
nieswho, like us, are on thefront-line of fighting thevirus
situation’, hesaid, coyly.

Glath hasalow regard for those companiesselling anti-virus
productswho themselveshavelittle or no virusexpertise-
companieswho simply buy-in, badgeand sell-onthird-party
technology. ‘ It comesto the situation of support. An anti-
virusproduct islike no other product in the computing field.
Therearealot of very unique aspectsto anti-virus software:
firstly, apotential customer hasnoway of testing it unlesshe
has acollection of viruses- most people do not want to have
acollection of virusesasthey can bevery dangerousinthe
hands of theinexperienced. Soyou can’t test it properly, and
consequently it’ svery hard toknow if the product isdoing
thejob that’ sbeing claimed by thevendor.

Thisiswhy thesmall specialist firmsfare better, claims
Glath. ‘When avendor has devel oped the product them-
selves, they know from whencethey speak. | cantell you
unequivocally howVi-Spywill reactinagivensituation. The
companieswho buy or license productsfor re-marketing
purposesdon’t fully understand what it isthey have got.
Sincethey are selling to the masses, they have astandard
support model whichusually meansacoupleof clerical-type
personnel trained in giving pat answersto thetop ten list of
problemsthat can occur - they are not ableto deal witha
suspected virus. And also under thiskind of asupport
model, when you are dealing with the masses, you have got a
high volume of support callsfrom peoplewithvarying
degreesof experience, not knowing wheretoturnwhenthey
haveaproblem.’

‘Weare not confronted with that situation. We have expert
support staff that can get in and answer almost any question
that comes up; if wedon’t have the answer, we will get the
answer. Quite often wefind we are answering questions
about problemsin other peopl e sproducts- other anti-virus
products. One of the most frequent tech callswe get hasto
do with theCentral Point - and now theMicrosoft - anti-
virusproduct whereVi-Spy reportsavirusin memory, when
they runVi-Spy having run theCentral Point (or Microsoft)
Anti-Virus. Thereasonisthat Central Pointdoesn’t clean up
after itself - it leavesthe signaturesin memory.’

Vi-Spyiswritten entirely in assembler and compiled using
SLR’sOptasm. Glath maintainsthat since his staff are
expertsin assembly language, itsuse doesn’t slow down the
development of new versions. It hasitsadvantagestoo, he
believes, asassembler programstend to be smaller, faster
and have ahigher level of control than thosewritten using
higher level third-generation languages such as C or Pascal .

Closing Thoughts

Glath thinks'it' sadamn shame that the people who are
devel oping new virustechniquesarenot devoting their
talentselsewhere.” Hewasreferring to such techniquesas
tunnelling - wherethevirus stripsback interruptsto the
BlOSentry point. ‘1 think it' sgoing to be an ongoing battle
that’ snever-ending. With thevirusauthorslooking for new
waysto subvert the system and thedefendersproviding
counter-measures- it isagiant chessgamethat’ sgoing on.’

Glathisacolourful figureintheanti-virusworld. Hewill
often befound swimmingin hispool, or driving hisred
Corvettearound the Arizonacountryside. Glathisagiant of
aman, very much the gentle knight in the anti-virus
wargame, who has astrong sense of right and wrong. Will
theviruswriterseventually win? Nobody knows, but one
thing' sfor sure, he has been around longer than most and
hasthe staminato stay the course.
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FEATURE

James Beckett

WhenisNot aProgram aProgram?

‘Executable Code’ isthecry frommany anti-virusvendors,
asthefinal wordinviruscontrol. ‘A virus hasto modify
executable codeorit cannot spread further’ isthefamiliar
maxim of the vendors- but which fileson your machineare
executabl e, and exactly what dowemean by ‘ executable
code anyway?

Theconcept of ‘ executablecode’ usedto bevery simple-
virusesappend and overwrite COM andEXE files. These
arethefilescontaining the machine codeinstructionswhich
areloaded and run when you type acommand line. Data-
theinformation whichismanipulated using programsto do
useful work - areignored by viruses. Onecan’t run data, as
it doesn’t mean anything to themachinewithout the applica-
tionsto useit.

TheThin Red Line

Inrecent yearshowever, thedividing line between dataand
executable code hasbecome ever moreblurred; dataisina
way directing the action of the PC,and what is* code’
anyway but datawhich the CPU understands asinstruc-
tions?Outsidetheenvironment of an IBM-compatible PC,
COMMAND.COM becomesjust non-executed data.

Program filesarethemost intuitivelocation to expect tofind
executablecode, and thusarevirustargets, but othershave
long been noted: someof theearliest viruseshave used the
boot sectorsof disksfor their code, so thatwhen amachine
isbooted with aninfected disk leftinthe A: drive (evena
non-system disk which otherwise containsonly raw data) the
viruswill becomeactive.

Several other areas of the system have been marked as
potential targetsfor infection, thoughtheresult would
severely limit the spread of thevirus. Itispossiblethat
people havewritten such varietiesbut, they have not been
successful enoughto cometolight.

10.SY Sand M SDOS.SY Scould beinfected, but the virus
could only liveonsystem disks; OVL overlay filescould be
infectedif they followed aknown format but nobody usesa
standard format so the viruswould haveto restrict itself toa
small range of programs; BAT batch filescould beinfected
but the PC batch file languageisso retrogradeitisbarely
powerful enough towrite areasonablevirus- and any would
betrivial to spot. Thiswill bediscussed later.

ROM contents Master boot
CMOS Memory sector DOS boot sector
10.5YS
™ MSDOS.SYS CONFIG.SYS COMMAND.COM
L AUTOEXEC.BAT Applications Macros

Theboot processof thelBM PC. Asapplication softwarebecomes
morepowerful,itisbecoming possibletowritevirusesintheMacro
languagesused by spreadsheets.

TheExecutablePath

Topinitdown, avirusmust get itself into the executable
path of thesystem. Thisdoesnot meanthe DOSPATH
variable, but theentire sequence ofoperationsexecuted from
powerupto powerdown. Thispath hasbeen diagrammed to
death but so far onlythe simple DOSrun process has been
considered in depth. Even thishasgaps.

Thebasic boot processfor DOSisshown above. Thelast of
these steps, themacro languagesprovided in applications, is
rapidly being developed to the extent that they arereally
fully-fledgedprogramming languageswith thepower todo
many tasks - even this could becomeavirusthreat.

ObscureObjectsof Desire

Almost universally, scannerstakethe namesof filesto be
indicativeof their contents. They retrievedirectory listings
and accessthosefilestheir designersexpect to find viruses
in- COM, EXE, SYS, OVL etc.Usually afurther discrimi-
nation is made on the contents of thefile - youcannot
assumethat afilewith aCOM extension followsthe COM
format - if it startswith 4D5Ah or 5A4Dhit isprocessed as
an EXEfile.But thisisrarely taken any further.

For example, although DOSrefusesto acknowledgea
programunlesscalled*.COM or *.EXE, CONFIG.SY Scan
load adevicedriver of any extension, notjust *.SY Sor

* EXE - acorrecttreatment of the system would beto parse
theconfigfileand check thefilesmentioned there.

Thisisanother domain - surely CONFIG.SY Sis*data 1t
certainlyisn't‘ executablecode’ inthetraditional senseand
onestartstoseethat, just as‘ code’ only constitutesinstruc-
tionswithin the confinesof the 80n86 CPU, certain datafiles
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becomeinstructionsinthe Gestaltof the operating system.
So‘ executable’ really means ‘representsinstructionstothe
system’, and for the purposes of thisarticlewearetalking
about thoseinstructionswhich have sufficient power of
expressionto support areplicating program.

CONFIG.SY Sthushighlightstwo problem areaswhich can
be consideredseparately. Thefirst isthat there areanumber
of waysinwhich true 80n86machine code can begiven
control, and that such code can be kept innon-obvious
places; the secondisthat, in thewider environment of the
operating system, apointer to executable code may haveto
be consideredin asense executable.

A Pointer toPonder

Sowheredoesthisleave us? These ' pointer’ filesdo not
contain trueviruscode, but istheinformation aviruscould
insert sufficient to raisethealarm?1sthere other, legitimate,
information which may disrupt thetestsvedevise?Inthe

caseof CONFIG.SY S, thetask at first seems simple enough:

look for DEV I CE= statementsand scan the corresponding
file. Of course, theanti-virusproducers need to be on top of
any new developmentsin DOS, forexample,
DEVICEHIGH=andINSTALL=arenow pointersin
CONFIG.SY S. With DOS 6the option switches (eg
DEVICE?=) must be checked too.

Worse, there are somethird-party driversdesignedto do this
sort of thing, which load otherdriversmentioned onthe
command line. Thissort of knowledgeisthe hardestto
incorporateinto aproduct. Takingitto extremes, onecould
provideauser-updatablerule-based systemfor finding
executables, but thisisgetting perilously closeto program-
ming, which most users shy away from.

So perhapsthisapproachissimply flawed? Isstatic analysis
‘neither necessary nor sufficient’ ? Should oneinstead be
thinking along the lines of aresident scanner which can trap
aloading fileregardlessof how it isaccessed?

There seem to be enough problemsjust |ooking at
CONFIG.SY S-thefirstconfigurationfileinthe DOSload
process! M orecomplexenvironmentscan beexpectedto
have moreand subtler problems; before consideringMn-
dows 3.1 let uslook briefly at batchfiles.

TheNew Batch

Thefield of viruswriting plodsalongfairly steadily with
predominantly dull copycat viruses, and new ideasare
usually one-offs. TheM utation Enginefor example, was
claimed to bethe end of virus scanning, but notall that many
MtE-based viruses have been seen and anyway, most
scannerscan now reliably detect the M utation Engine.

= CAWINDOWSISYSTEM.INI ==

bq = CAWINDOWSIWIN.INI ==

il = C:\CONFIG.SYS <[~

IsP{do] = AUTO A |~

L1 IUPATH=C:AWINDOW1;C:\WINDEVBIN;C:\WINDOWS;C:ADOS
bulset LIB=CAWINDEVILIB; CAWINDEVMFCILIB

[Set INCLUDE=C:\WINDEWINCLUDE;C:\WINDEWMFCYINCLUDE

¥
3
3

",:g: COS et HELPFILES=CAWINDEWHELPY™.HLP;c:Awindevihelp
[SHSet INIT=C:AWINDEWINIT

[Set TMP=C:AWINDEY

:‘,‘D“ DEI@ECHO OFF

ol JREIREM Set PATH=C:AWINDOWS;C:ADOS; ciiwindesAbin

IREIREM set lib=c:windewilib

- AreTREM set include=cAwindevtinclude

EIREM set helpfiles=c:iwindevihelp

ISET TEMP=CATEMP

Cls ol lset comspec=cicommand.com
[DElset dircmd=/pfozgn/l

K5 ISet PROMPT=$pSg

2 |@SET 0AD_DRIVER=C:OADDOS

~{@SET OAD_UTILITY=C:0ADDOS

] 5

Think that you understand Windows? Think again. Thisisthe
System Configuration Editor which comeswithWindows. A simple
utility, but did you know it wasthere?

A few months ago abatch filevirus caused aslight stir, and
employed amethod considered in thisofficesometimeago
(Goodto know we areahead of them sometimes, anyway!).
Thevirus,called BATMAN, bootstrappeditself out of the
limitations of the DOS batchlanguage by pickingona
particular piece of text at the start of the BATfilewhich also
happened to be avalid machine codeinstruction. When
executed asabatchfile, it would copy itself toaCOM file
andrunthat. Theinitialinstruction jumped to apoint beyond
thecopy-and-runinstructionswhichcontained real 8086
code, and thustheviruswasinstalled in memory.

Thishybridfileisan excellent example of aself-contained
pointer system: thebatch fileisnot usually considered a
virusthreat, but the systemisfunctional enoughtoinitiate
something that is. Still, the end result isthe running of
machinecode.

Windowsof Opportunity

Windowshasprovedto beavery popular operating environ-
ment - the majority of usersare uncomfortablewiththe
unfriendly command line prompt andquickly learnthat
typing‘HEL P’ usually doesn’t. After afew minutesusing
any windowing system, one can quickly pick up the basics of
point-and-click,and every window has‘ Don’t Panic’
inscribedinlargefriendly letters.

What issimpler on the surface, though, is supported by
levelsof complexitythat would overwhelm anaverageuser.
Windowsprogramminginitiallysurprised metoo, despite
having programmed for otherwindowing systems. Ata
middlelevel, onerequiresafile system which supportshe
runtime system, but usersareinsulated from all thisby the
interface. Thevast mgjority of usershaven’t thefaintest clue
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what most of thefilesin theirWindowsdistribution arefor,
or even what they do. NT and OS2 will surely bring more of
thesame.

Thetwo sidesof the problem mentioned above again guide
us around Windows: For one, thetr ue executableor machine
codeisnot confined to EXEfiles- Windows makes much
use of the* segmented executabl e’ fileformatfor such things
asdynamiclink libraries. A filenolonger consists ofa
program which merely startsat the beginning and continues
totheend; filesmay have several entry points, defined by
theWindowsinterface, which areinvoked by thekernel or
other programsasnecessary. Differentfileextensionsare
used to denotetheway in which aprogram fileisexpected to
beused, but all still havethe EXE file format and can
containavirusinavariety of new ways:

* DLL -Dynamiclink libraries
* SCR - Screen savers
* MOD - Modulefiles
* .CPL - Control Panel libraries

Dynamiclink librariesare afeature ofWindowsthat allows
codetobecalledfrom several different programs, whileonly
having one copy of the DL L shared betweenthem. This
reducesmemory and disk usage and enabl esbehaviour
modification of anumber of programs. Infact Windows
reliescompletely onthese- most of thefunctionality of
Windowsiscontainedin KRNL386.EXE, USER.EXE and
GDI.EXE, and most of the standardutilitiesusefeatures
fromSHELL.DLL andCOMMDLG.DLL.

Althoughclicking on, say SSTARS.SCRin File M anager
will not runit (producinginstead aWindowserror message),
renaming SSTARS.SCR to SSTARS.EXEwill letit run,
immediately, bringing uptheconfigurationscreenMoreo-
ver, it can berundirectly - the WIN.INI file has arentry
specifyingwhich extensionsdenotefileswhichhavethe

EXE format and may berun - by modifying thisyou can
click on any such fileand Windowswill runit. Checking just
* EXEfilesisnot sufficient.

Again, the WIN.INI file could be parsed, thelist of runnable
extensionsfound, andthosefileschecked. Analternative
would beto examineevery file on the system for an EXE
header and scan them all.

Thefriendly interfaceinWindowsislargely handled by the
Program Manager. One can accessevery fileon the system
by using File Managerand run programsfromiit, but thereis
alot more on the disk than just programs. Usersdo not like
to hunt through thefile system to find what they need Thus
all themost used programs are given aniconinawindow,
and split upintofunctional groups.

Putting aprogram into a Program M anager group doesn’t
create anew program, it just makesalink between the
programfile, aniconon screen, and someextrainformation
for housekeeping. Thesearecollectivelyknown asProper-
ties, specifying the namewhich appearsin the group, and
the path of the executable filewhich runswhentheiconis
double-clicked. By selecting aprogramitem and hitting Alt-
Enter, one can see and changethisinformation, but most
usersare not aware of this.

Thisprovidesadisturbing possibility; it opensaway for a
virustoinfect without even touching an EXE file: modify the
run path of all the Program Manager iconsto point to anon-
EXE fileandtell Windowsitisallowedtorunit. Even
existing checksummersintheirdefault modewouldfail to
pick it up. If such aviruswereto pick randomextensions,
wewould haveto check every fileon the systemin oneway
or another.

Theinformationisstored inthe GRPfilesin theNindows
directory. Thesefilescannot bechecksummedinasimple
way becausethey contain muchmoreinformationwhich
changesregularly. InaGRPfile, whenever aProgram
Manager subwindow ismoved or hasits size changed, or a
groupisiconised, or anitem moved, thecorrespondingfile
will change. Once again, thefile could be analysed but does
one need or want to go to all thistrouble?

IntheReal World

Intheworld of ‘real’ operating systems, similar problems
exist. IntheUnix varietiesfor example, executablefileshave
no extension tosignify their status, but thereisaflagintheir
inode entry which does. Onestill hasto look at all fileson
disk though. The script and utilitylanguages arereplete with
theabilitiesto copy and replicate and run inthe background,
and must certainly be considered executable. Thereare
pointersupon pointerstolead causeto effect. Thankfully, in
awell protected operating system, aviruswould behighly
impotent and exposed,and privileged features could trap and
isolateany that weredevel oped.

Isaninfected but renamed EXE filestill avirus?lsan
infected Unix program without theexecutepermissiona
virus? A compressed file?lf one goeshack far enough
talking about potential ‘ virusness', onewouldhavetoflag
compilersasbeing potential sourcesof viruses... of course
they are, but one can’t ban them on those grounds! The point
isthat one hasto think carefully about the objectswhich
need protection - just becauseyou do not consider afileto be
executabledoesnot count! Thisappliesfar moretogeneric
virusdetection than virusspecific detection, asfor oncethe
scanner manufacturershaveit easy. The problemsposed for
checksummersarerather large, and shoul d be addressed
now, beforethe next wave of problem virusesoccurs.
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VIRUS ANALYSIS 1

EugeneKaspersky

Peter-I1 - ThreeQuestionsof The Sphinx

How much doesauser really need to know to operate his
IBM PC effectively?Certainly heneedsto understand how
to usethekeyboard, and with the advent of so many graphi-
cal interfaces, knowledge of themouseisal so necessary.
Basic knowledge about how the computer worksalso hel ps-
how to usethedisksand, most importantly, how to turnthe
machine off and on. Reading the manualsisalso apretty
good idea, so that the applicationswhich are used are
understood. | sthisenough?Maybe.

What auser needsto know in order to defend his computer
from computer virusesisamoredifficult question. Should he
simply know how to use avirus scanner? Does he need to
understand how lotsof different viruseswork, and exactly
how and what objectsthey infect?Itisadifficult question,
but I think my answer to it will come as some surprise.

Thelatest newsfromtheantiviral battle-frontisthat if the
user wantsto defend the contents of hiscomputer fromviral
attack, he should know have an outstanding knowledge of
trivia. For example, tobefully prepared, the user should
know the names of rock-superstarsand their popularity.
Unbelievably, thisknowledge can beinvaluableinthefight
againstviruses... especialy if thecomputer inquestion
happensto beinfected by the Peter-11 virusand the dateis
February 27th.

Thelnstallation Routine

Peter-11 isan ordinary memory-resident master boot sector
virus. Itissix sectorslong (0COOh bytes), made up of five
sectorsof virus code, and one sector whichisused asa
data areato storethe original boot sector whichisreplaced
by thevirus.

Thevirusisexecuted when the user bootsthe machinefrom
aninfected disk. Itsfirst actionisto decreasethe effective
size of the system memory (by decreasing theword at the
address 0000:0413 by four), read therest of thevirusinfrom
the disk, and copy itself to the memory at address
9F00:0000. Thishasthe effect of reducing thetotal system
memory by 4K .

Asthevirusisexecuted before DOS hasloaded, the DOS
services Get System Time and Get System Date are not
available, and thevirus hasto use other more complex
meansto ascertain the system date. It doesthisby directly

reading the data stored inthe CM OS: the virus outputsthe
addressvalueinto port 70h and readsthe result whichis
returned in port 71h. If the current dateis set to February
27th, theviruscallsthetrigger routine (see below).

If thetrigger conditionsare not met, thevirusreadsin the
Int 13h vector and storesin within thevirus code. It then
initialisesitsown Int 13h handler, and setstherelevant entry
intheinterrupt vector tableto point toit. If the computer has
been booted from aninfected diskette, thevirusnow
attemptstoinfect the hard drive. When this processis
finished, theoriginal boot sector isexecuted.

However thevirusdoesnot check the contentsof memory
beforeinstalling itself, which can causethe machineto crash
in someinstances. Consider the case of attempting to boot a
machinewith aninfected hard drivefrom aninfected floppy
diskette. Thevirusisfirst runfromtheinfected floppy disk,
and, after hooking Int 13h, it executesthefloppy disk boot
sector. If thisdisk isnot bootablethefamiliar ‘ Non-System
disk or disk error. Replace and press any key when ready’
messagewill bedisplayed.

Atthispoint, if thedisk isremoved and akey pressed, the
copy of thevirusonthehard driveisexecuted. Thishooks
the current Int 13h address (which already pointsto the
virus). Thereforethenexttimean Int 13hinterruptis
encountered, themachinewill crash.

Infection and Int 13h Handling

Themaster boot recordisinfected during virusloading. The
virusreadsthe original sector and checksthevirus|D byte-
if thebyteat offset 0O1FDhisequal to BBh, thevirus
assumesthat the disk isalready infected, and the routine
aborts. If not, thevirus savesthis sector on the hard drive at
sector 6, head 0, cylinder 0 and writesitself into thefirst
physical sector of the hard drive, and to the next four sectors.

Thevirusmonitorsall callsusing Int 13hto providean
infection mechanism and stealth. Whenever thereisa
reguest to read or writeto the sectors, the virus substitutes
appropriateregister values so that it appearsthat thedisk is
not infected. If therequest concernstheoriginal sector one,
the contentsof therelocated boot sector arereturned/altered.
If therequest concernsany of the sectorstwoto seven, the
call ispassed on to sector eight. Thisworks on most ma-
chines, asthese sectorsare usually filled with zeros.

Unfortunately lifeisnot always so simple. On earlyNetWare
servers (versions 2.xx) this spaceisused for the start of the
NetWar e boot code, and in this case extensive damage will
result. Many boot sector viruses usethis* dead space’ as
storage, and for thisreason, viruses of thistype orNetWare
serversalmost invariably causeadisaster.
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Whenever afloppy disk isused, thevirus checksto see
whether itisalready infected by examining the contents of
the disk’ sboot sector. If the value of the byte at offset 01DFh
intheboot sector is11h, theinfection routine aborts.

Thevirusthen checksanother section of the boot sector - the
byte at the address 0018h. This containsthe number of
sectorsper track on thefloppy disk. If thevalueisnot equal
to 15 (i.e. if thedisk isnot a1.2Mb 5.25 inch disk), the
infectionroutineterminates.

If the disk isdeemed suitablefor infection the virus attempts
toformat an extracylinder at the end of thedisk. A normal
1.2Mbdisk has80 cylinderswhich are accessed by DOS,
numbered 0to 79. Althoughitisnot possibleto access
tracks outside thisrange using standard DOS calls, some
drivecontrollersare capabl eof using theseextracylinders,
and the virustakes advantage of thisin order to infect the
disk without decreasing itsstorage capacity.

Thevirususesthese extrasectorsto store part of thevirus
code. Therelocated boot sector isstored separately in thelast
sector of the standard root directory (sector 14, head 1,
cylinder 0)

Trigger

On February 27th, asdescribed above, theviruscallsthe
trigger routine. Thisroutineisencrypted, and thefirst stepis
for the codeto bedecrypted. Once completed, theroutine

displaysthemessage:

Good nor ni ng, EVERYbody, | am PETER Il Do not
turn off the power, or you will lost all of
the data in Hardisk!!!

WAIT for 1 M NUTES, pl ease. ..

Thenthevirusencryptsall the sectorsof the physical hard
drive: al thewordsare XORed with thevalue 7878h. If the
machineisswitched off at thispoint, all dataonthedrive
will belost, and the user will haveto restore from abackup.
However, itispossibleto recover thedisk by correctly
answering thethree questionswhich thevirusdisplaysnext:

k.1 f you give the right answer to the
foll owi ng questions,| will save your HD:

A. Who has sung the song called “I Il be
there” ? 1.Mariah Carey 2.The Escape C ub
3. The Jackson five 4.Al (1-4):

B. What is Phil Collins ? 1. A singer 2. A
drumer 3. A producer 4. Above all (1-4):

C. Who has the MOST TOP 10 singles in 1980's ?
1. M chael Jackson 2.Phil Collins (featuring
Genesi s) 3. Madonna 4. Wi tney Houston (1-4):

Theuser should givethree correct answers, in thiscasethe
virusdecryptsand restoresthe hard drive sectorsand types:

CONGRATULATIONS !'!'! YQU successfully pass the
qui z!' AND NOW RECOVERI NG YOUR HARDI SK ... ...

and thedisk isrecovered. If any of answersarewrong, the
virusdisplays:

Sorry!Go to Hell.dC ousy man!

and all thedataon thedriveislost.

Whilethistrigger routine doubtless caused the virusauthor
great mirth, the casual disregard for other people’ sdata
makesthisarather nasty piece of maliciouscode. Fortu-
nately, thereisno timelimit on the questions, so the user can
ring up hisfriendsto find the answers! And what arethe
answerstothese* three questionsof the Sphinx’ ?Easy...
Four, four and two.

PETER-II
Aliases: None known.
Type: Memory-resident Master Boot Sector.
Fully Stealth.
Type: Floppy Boot Sector and Hard Drive

Master Boot Sector.
Self Recognition:

Disk Checks the byte at the location 01FDh
for the value BBh or 11h.

Memory None.

Hex Pattern:

fale 1f 33 c08e c08e dObc 007c
2683 2e13 0404 fbOe 07b9 0300

Intercepts:  Int 13h for infection and stealth.

Trigger: Displays three questions and encrypts
the contents of the hard drive sector
by sector. If the questions are an-
swered correctly the disk is recovered.

Removal: Specific and generic removal is pos-
sible. Under clean system conditions,
replace original contents of Master
Boot Sector from sector 6 (hard drive)
or from logical sector 28 (floppy).
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VIRUS ANALYSIS 2

Jim Bates

BFD-451

Y et another so-called ‘whiz-kid’ seemsto have madehisbid
for stardominthislatest virusreported at largewhich
attemptsto capitalise on some of the security loopholes
within DOS. Once again however, thecodeisriddled with
errorsbut the virusasawhole may still survive and spread.

Thevirusisobviously intended to be multipartite, infecting
both the DOSboot record of fixed disksand the boot sector
of floppy diskettes, aswell ascertaintypes of EXE files, and
under fairly restrictivecircumstancesit will functionassuch.
Thelimitationswill becomeobviousasthedetailsare
explained and even though thereisno deliberate attempt to
introduce damage, therewill be system malfunctionswith
possi bl e corruption to both dataand program informationon
infected systems.

Installation

Sincethisviruscan arrivein asystem from either aninfected
disk or aninfectedfile, therearetwo distinct installation
procedurestoconsider.

Firstly, let usconsider the case of booting from aninfected
diskette. Astheviruscodeislocated in the boot sector of the
floppy disk, itisloadedinto memory at boot time. When
executed, itimmediately locatesthetop of available
memory and movesitselfintoapositiontwokilobytes
below this. A total of four kilobytesissubtracted fromthe
memory indicator (thevirususes some of thisas
workspace) and processing then transferstothehigh
memory copy of thecode.

Theoriginal floppy boot recordiscollected fromtrack O,
head 1, sector 3. On 360k floppy disksthisisthe position of
thelast sector of theroot directory, other formatsof floppy
disksareinfected without relocating theoriginal boot sector,
although theboot install ation procedure attemptstoload an
alternativerecord from track O, head 0 sector 12. Thiswill
prevent certainformatsof floppy disk from booting properly.

A routinethen hooksthevirusinto the system disk services
and checksthefixed disk for infection. If thefixed disk isnot
infected, thevirusattemptstoinfectit andfinally passes
control totheoriginal boot sector. Onceafixed disk has
becomeinfected, theinstallation processissimilar but the
original DOS Boot Sector iscollected from Track 0, SideO,
Sector 12. On most machinesthis sector isunused but there

areseveral proprietary boot and accesscontrol systems
which do useit. Inthiscaseit ispossiblethat serious system
damagewill resuilt.

Infectionfrom afilefollowsasimilar pattern althoughinthis
case, oncethecodeisin highmemory an‘Areyouthere?
call isissued to determinewhether the virus has already been
installed. Thisconsistsof placing avalue of FOhintothe AH
register and issuing an Int 13hinterrupt request. If thevirus
isresident, thiscall will return avalue of 19hin AH, in
which case processing returnsto the control of the host file.
Otherwisethevirusisinstalled permanently in highmemory
by manipulating the system memory control blocks.

Operation

Onceresident and active, thisvirushooksInt 13h calls. This
isfirstly toanswer the‘ Areyouthere?, call and secondly to
intercept read requests so that infection of filesand diskscan
takeplace. Thereisno trigger routine and no payload
although as mentioned above, there may be some damageto
disksand fileswhich cannot berepaired.

“The novel method of storing the
virus code in unused header space
isundoubtedly the grande idée of
thevirusauthor”

Boot Sector | nfection

Aswiththeinstallation routine, therearetwo distinct
infection mechanisms, onefor boot sectorsand onefor files.

Anint 13hread request isintercepted and allowed to
completeunder viruscontrol. Thefirst word of thebuffer
that has been read into memory isthen checked to see
whether it containstheMZ' header. If it does not, process-
ing jumpsto the boot infection routine. Thischecksto see
whether therequest isfor accessto track zero of thefirst
floppy drive- if itisnot, processing jJumpsback into the
original INT 13hroutine. Otherwisethemaininfection
routineiscalled.

Thisreadsthe boot sector of thetarget floppy into memory
and checksit for infection. If itisnot infected, theformat of
thefloppy disk ischecked and on 360k diskstheoriginal
boot sector iswritten to track 0, head 1, sector 3.

On other floppy typesthisrel ocation routineisskipped and
resultsinthe corruption of the boot processdescribed inthe
section on|nstallation. The code portion of theboot sector is
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then replaced by thevirus code and written back to track 0,
head 0, sector 1 before processing returnsto theroutine
which placedtheoriginal call.

Onfixed disks, theprocessisslightly different - after reading
the M aster Boot Sector, thefirst entry of the Partition Table
ischecked and the address of theactive Partition Boot Sector
iscollected. Thisrecord isthen copied totrack 0, head O
sector 12 and aninfected record iswritteninitsplace.
Another bug here meansthat thefixed disk boot infection
will not occur on certain types of machine because of some
differencesintheconstruction of thePartition Table.

Filelnfection Routine

Attemptingtoinfectfilesby interceptinglow-level system
requestsisawaysahit or missaffair, especially within the
confinesof viruscode, and thisvirusisno different. If the
Int 13hinterceptionfindsthe‘MZ’ marker at the beginning
of thebuffer, thevirus assumesthat the buffer containsa
valid header record for astandard EXE file.

It attemptsto check thishy first examining thefilesizefield
(fileslonger than 65023 bytesarerejected), testing how
many relocation entriesthereareand rejectingitif thereare
too many. It then checksto seewhether the program file
requiresmemory beyondthefileimage (rejectedif it does)
and finally it checksthat the header sizeisthe standard 32
paragraphs(512bytes).

All of these checks are presumably to ensure that thevirusis
dealing with agenuine EXE filewhichistherequisite
format to enableinfectiontotakeplace. Predictably, these
checksarenot sufficiently detailed and therewill beocca-
sionswhen other files (including text and datafiles) are
injected with theviruscodeandthereby irreparably dam-
aged. It should particularly be noted that sometypes of
Windowsexecutabl efileswill malfunctionafter infection by
thisvirus.

A successful infection consistsof inserting theviruscode
(whichis451 bytesin length - hence the name) into the
‘spare’ spaceinthe EXE fileheader. Thefile header usually
containstherel ocationinformationfor theexecutable, and
the start-up values of theregisters. However, thelength of
the header isusually much larger thanisrequired, andis
therefore padded with zeros. Thisaltered filewill now no
longer beginwiththeidentifier ‘M2z’ andwill henceforth be
treated by DOSasaCOM file, thus neatly sidestepping the
needfor virusself-recognition.

Sincethis space may not be‘ spare’, thisisanother point
where corruption can occur. Oncethe buffer hasbeen
infected and rewritten to thedisk, processing returnsto the
original caller.

Conclusions

Asusual, the catal ogue of errorsassociated with thisvirusis
considerablebut thisisunlikely to prevent it from spreading
very widely. Thenovel method of storing theviruscodein
unused header spaceisundoubtedly thegrandeidée of the
virusauthor and heispresumably congratul ating himself on
hisbrilliance. However, thistechnique does not present any
insurmountableproblemsfor anti-virusvendors, and the
virusisjust another notch in the numbers game.

Sadly for everyone, thisvirusisnow at largeandisjust
another nuisanceto add to the growing virusproblem.
Fortunately, thisparticular pieceof codeisnot difficultto
detect and identify and it will cause no problemsto reason-
ably good anti-virussoftware.

Damage or corruptionwill usually belimited to theroot
directory structure of 360k floppy disksbut may also occur
occasionally inother filesand on other disk formats.

BFD-451
Aliases: None known.
Type: Multipartite - infects DOS Boot

Sector and some EXE files of less than
65025 bytes length.

Self Recognition:

Files Infected files no longer begin with the
characters ‘MZ'.

Disks Compares 451 bytes at the offset 3Bh
in the DOS Boot Sector.

Memory Int 13h with AH=FOh returns AH=19h.

Hex Pattern: (on disk, in files and in memory)

5FFA 2E8E 55F8 2E8B 65FA FB2E
FF6D FCOC 80FC FO75 04B4 199D

Intercepts:  INT 13h for infection.
Trigger: None.
Removal: Disinfection of infected files is possible

but it is best to delete and replace
infected files under clean system con-
ditions. Disinfection of fixed disks is
possible by replacing the original DBS
under clean system conditions.
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Tree-LeafingThrough UsersDisks

Boot sector viruseshave shownthemselvesto behighly
successful - thetwo most common virusesat themoment are
widely recognised asbeing Form and New Zealand 2, a
DOSbhoot sector virusand oneMBSvirusrespectively. The
redeeming feature of theseisthefact that they areeasy to
disinfect sincethey must not prevent the system from
booting, they storetheoriginal boot sector somewhereelse
onthedisk, loading and running it after they haveinstalled
themselvesin memory. Thisprovidesuswith asafeand
reliableshort-cut toremoval, by checking and copying back
theoriginal contentsof theboot sector.

A few viruses exist which cut out this stage, and after
installation continuethe boot themselves. Thismay bean
attempt towardstrying to hamper any removal. Fortunately
thiscomesabit too latein the day to have any great impact
on computer users, asadisk editor can still be used, and
FDISK /MBR (in DOS5) and SY S can clear up most such
boot sector viruses.

FoundInTheWild

TheTreeviruswasdiscovered inthe UK on anumber of
disksbrought to aresearch lab by avisitor from China,
along with anumber of known virusesand acoupleof virus
scanners. These, unsurprisingly, did not detect thevirus!

Thevirusisvery similar to Azusa, whichisitself avariant of
New Zealand, albeit with different side-effectsOnbooting
from aninfected disk, theviruswill go resident (taking 1K
fromthetop of conventional memory) and randomly print
themessage‘ Tree 92.3' and beep.

Onfloppy disks, the original boot sector isloadedin and run
to continue; on ahard disk, the virusloads and checksthe
MBRitself, and then loads and runs the boot sector of the
activepartition.

InasSpin

Oncememory-resident, accessing afloppy whichisnot
currently spinning will causean infection test.In most
viruses, only aread or writeor both will instigate aninfec-
tion, but thetest instruction used hereinterceptsmany more
commands - the author used aTEST instead of aCMP
(compare) whichisprobably accidental - an all too easy slip
to make during ahard programming session.

Also, the spintestisflawed - although most computershave
no morethan two floppy drives, there can be several, and

thistest only accountsfor two-drivemachines. Thisdoesn’t
particularly impedethevirusbut indicatesthe slapdash way
inwhichthe programmer approached the task.

Asaninfection flag, thevirususesthe offset of theinitial
JMPinstruction - most genuineboot sectorsjump over the
datatableat the start, perhaps only about 50 bytes, whereas
theoffsetin Treeissome 200 bytes. It snot perfect but it
doesnot haveto be- it hasana priori chance of about one
in about 500 of mistakenly thinking adisk isalready
infected, but thisishardly likely to beamajor hindrance.

Trigger And Recovery

Theoriginal boot sector on floppiesisstored at track 39,
head 1, sector 7, one sector before that used by Azusa. It has
the same problem that it may cause damage to dataon 80-
track disks, whileif theviruscodeisoverwritten the disk
will becomeunbootable.

If aninfectionisattempted on afloppy whichisalready
infected, acounter isincremented; after every 16 increments,
thevirusiswritten to sector 3 of the FAT, corrupting the
disk. However, thedisk isstill berecoverableat thispoint,
asthere aretwo separate copiesof the FAT stored oniit.

TREE
Aliases: None known.
Type: Memory-resident Master Boot Sector.
Self Recognition:
Disk Checks the offset of the inital IMP

instruction in the Master Boot Sector.
Memaory None.

Hex Pattern:
f6c4 0274 5bf6 c280
7556 50le 31cO 8ed8

Intercepts:  Int 13h for infection.

Trigger: Overwrites sector 3 of the FAT after
attempting to re-infect media 16 times.

Removal: Specific and generic removal is pos-

sible. Under clean system conditions
replace contents of Master Boot Sec-
tor, using the command FDISK /MBR
on systems running DOS 5 or later.
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CONFERENCE REPORT

InfoExpo’ 93

InfoExpo isan annual event hosted by theNCSA, whichis
designedto tacklethe complex issuesof computer security
andvirusprevention. Thisyear’ sconferencewasheld at the
Sheraton Washington, Washington DC. With six sessions
running simultaneously, it was quite an event, and attempted
tocover everything an IT Manager needsto know inthe
tricky information security arena.

Thisyear the conference had beentimed to coincidewith
‘National Computer VirusAwarenessDay’ inthe United
States. The Virus Awareness Day had been sponsored by3M
and theNCSA - theideabeing to raise thelevel of conscious-
nessamong the user community.

VirusAwarenessDay

Theday began with presentationsby variousgroups,
representing theanti-virusindustry, industry in general, the
press, and law enforcement authorities. The story wasthe
samefrom every quarter: the United States needslawsto
prevent the continued organi sed spread of computer vi-
ruses... now. As Sharon Webb (X-lock Corp.) putit,ina
paraphrase of Gore, ‘ If the present shouts and we do not
listen, the futurewill besilent.’

Thehighlight of theday was Peter Tippett’ spresentationto
the* Telecommunicationsand Finance Subcommitteeof the
House Energy and Commerce Committee.” Atthetime, the
committeewasinvestigating theareaof toll fraud,
encryption, viruses, datasecurity andindividual privacy.

TheVirusAwarenessDay Team. ‘Thisisa3.5inchdisk witha
copy of F-Prot onit, thehottest scanner inthecity. It could clean
your disk right up. Areyoufeelinglucky, punk?

Atthehearing, thecommittee, chaired by Representative Ed
Markey, wastold about the dangers of computer virusesand
hacking, and Tippett requested that firm legislation was
needed now in order to stop the continued increasein the
number of computer viruses.

Also present at the hearing wasthe editor 0of2600, ‘ The
Hacker’ sMagazine’, Emmanuel Goldstein. Goldsteinwas
attempting to defend theinformation publishedinhis
magazine. Heexplained that  hackerswerenot anal ogousto
criminals. Thecommon bond which we [hackers] all shareis
curiosity. Wearenot out to rip peopleoff or invade

peopl€'s privacy becausewerealisehow preciousthey are’.
Hewent on to explain that although2600 explained how
"phone systemsworked, it did not encourageitsreadersto
break the law.

Goldstein’ sargumentsgainedlittlecredenceamong an
understandably sceptical panel. Markey likened2600to

‘ posting the combination of ahouselock inthelocal grocery
store, along withitsaddress.” Did Goldstein think thiswas
wrong? Thecommitteeand Goldstein agreedto disagree.

Multi-Threaded Confer ence

Theopening addressof the conference proper (held the next
day) providedinteresting food for thought. LeeCurtis, from
Deloitte& Touche, discussed theimplications of theWorld
Trade Centrebombing. Whilemany companiesare partially
prepared for avirusattack, itissurprising how easy itisto
forget the more seriousthingswhich can affect the operation
of IT withinacompany - for example, alargeexplosionis
unlikely, but if it happensto your company, youwill beglad
that you had contingency plansdrawn up.

Theconferencewassplit upintosix different streams:
Communications Security, Computer Viruses, Data
Encryption, Disaster Recovery, Network Security and
Physical Security. Thereweremany familiar facesspeaking,
including representativesfromMicrosoft, Novell, McAfee
Associatesand Central Point.

The opening session in the Virus stream was atalk by John
M cAfee, who gaveusersan overview of ‘ DangerousVirus
Design Trends'. After such acheerful talk, therewasonly
one course of action: astroll around thetrade standsto seeif
anyone had theanswer. Many of the usual exhibitorswere
present at the trade show, along with some new ones. One of
the new facesintheanti-virusindustry wasDigital Enter-
prises, who was unveiling its new product, ahardcard which
guarantees aclean boot, regardless of what the user does.
Thiswas coupled with anintegrity checker, and, if the
system doeseverythingit claimsto do, should providea
reasonably highlevel of protection against viruses- at acost:
flashmemory isexpensive.
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Markey: ‘| will befightingto passlegislationto protect theprivacy
of consumersin Cyberspace.’

Thehardware manufacturerswereoutinforce (or soit
would appear) asJASwas busy marketing itsown hardcard,
whichisdesigned to protect executablesfrom tampering. As
thenumber of viruses continuesto skyrocket, producing a
virusscanner from scratchisbecomingincreasingly difficult,
and soon (if not already) it will be almost impossiblefor new
manufacturersto enter thevirus-specific detectionrace. Itis
thereforelikely that 1993 will see anincreasing number of
generic detectiontechniques. Who knows, maybe 1994 will
beofficially designated‘ TheY ear of theHard Card’!

Dinner Date

Thehigh point of any conferenceistheconferencedinner.
Thisyear the del egateswerelucky enoughto be addressed
by Representative Ed Markey. M arkey seemsto bekeento
set up meaningful computer-related laws.

When commenting oncomputer viruses, M arkey explained
that thecommitteetook theproblem seriously. ‘Y esterday’ s
hearing ontoll fraud, invasion of privacy, and viruses made
membersof the Telecommuni cations Subcommitteewel
awarethat real protectionsand programs need to be devel-
oped to protect peoplein Cyberspace. Becausethenetwork is
ahumancreation, it will embody all the eccentricities,
judgement, reason, sense and dreamswe consist of our-
selves, along with out flaws, weaknesses, and prejudices.’

But would any of thishaveany effect? Markey believesso.
‘Thisyear | will befighting to passlegislation to protect the
privacy of consumersin Cyberspace. | will befightingto
ensureaccessto advanced communicationstechnol ogiesfor
all Americans, regardlessof social strata, regardlessof
whether they livein urban or rural areas... let’ sget theword
out and educate users asto proper ethical conduct so that the
electronic highway issafefor all itstravellers.’

PRODUCT REVIEW 1

Mark Hamilton

VirusNet - What’sin a Name?

Computer journalistsare, by andlarge, acynical breed of
individualswho have ahealthy mistrust of all marketing
hype. Thereisnothing that delightsus morethan to uncover
the‘real’ truth and then passthat information on to the
reader. VirusNetisaproduct which | thereforetook great
delight inreviewing, asit isnot what it seems, making this
asmuch asalutary tale asareview of the package.

InterestingOrigins

Whenl| first received thereview copy ofVirusNet from
Safetynet Inc, | had absolutely noideathat it wasacommer-
cial version of awell-known sharewareanti-viruspackage.
However, my suspicionswerearoused when | read thelist of
included filesin the manual, and ascreen-shot in some
accompanying advertising material looked all-toofamiliar. A
quick telephonecall confirmed my suspicions: theproductis
infact a‘designer label’ version of Frisk Software’ sF-Prot,
and like most designer labels, the vast majority of the price
tagispaying for the name.

VirusBulletinfrequently exhortsitsreadersnot torely on
any onesingleanti-virus package, rather to choosetwo (or
more) packageswhich usemarkedly different technol ogies.
Inthiscase we have apiece of softwarewhich doesnot
show its parentage, and it iscompletely possiblethat auser
could decideto useVirusNet along with F-Prot - after all, F-
Protisexcellent valuefor money! Whenthey realisethe
similarity betweenthetwo productsaren’t the poor unfortu-
nateswho boughtVirusNet going to feel hoodwinked?

NowhereintheVirusNet documentationisthereany
mention of Frisk Softwar e (the authors) and you haveto look
extremely hard within the program to find even amention of
theauthor. The nameisthere asaCopyright Holder, buried
under ‘Updates', but eventhen, it appears afterSafetynet’s
own Copyright.

Theversionweweresent for review, 2.08A, isfor all
practical purposesexactly the sameastheversion ofF-Prot
thatiscurrently inthefilelibraries of bothCompuServeand
CIX. 1 personally reviewedF-Prot for VirusBulletinin
December 1991 (pp. 21-23) shortly after 2.01 wasreleased. |
shall makereferenceto that earlier review throughout and
the eagle-eyed among you will noticethat the screen-shots
included inthisreview bear aslight resemblanceto those|
used some eighteen monthsago.
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VirusNet was delivered on awrite-enabled 3.5-inch, 720
kilobyte diskette which wasaccompanied by a48 page,
saddle-stitched manual. Thefirst seven pagesprovidea
simplistic definition of acomputer virus: ‘ A program that
modifiesother programsby placing acopy of itself inside
them’ - adefinition that isnot by any means complete and,
onitsown, not even entirely accurate. However, thisis
followed by some practical adviceonwhat to do if disaster
strikes: “DON’T PANIC!" and an exhortation to protect
yourself withregular backups. Themanual continueswith
installationinstructionsand usage detail s of the package.

Unlikemany other software packages, neitherVirusNet or
F-Prot needsto beinstalled on ahard disk; they can quite
happily berunfrom afloppy. Alternatively, onecan either
usethe‘ Configure’ menu optionto copy thefilestothehard
driveor simply copy thefilesfrom the DOS prompt.

Excellent Detection

VN isthe same program asF-Prot and, in point of fact, has
changed very littlesincel last looked at it in detail. The
interfaceisthe same, its scan speed seemsafraction slower
(althoughitisdetecting many morevirusesand trojansthan
it did then) but its options remain the same. In 1991, |
criticised F-Prot for not allowing the user to be abletotailor
the standard list of executablefileswhich itexamineswhen
an‘executablefilesonly’ scanisinitiated. Thisrestriction
remains, and it only deemsfileswhose extensionisAPP,
COM, EXE, OVL and OVR asheing executable-typefiles.

Unfortunately, lifeisnever easy and thereareconsiderably
more'‘ standard’ executableextensionsfollowingtherisein
popularity of OS2, Windows, and Visual Basic.

Extensions suchasDLL and VBX couldwell bethetarget
of attack by thosevirusesthat routinely infect overlay files,
for example. Fortunately, VN(and F-Prot) allowsyouto
scan either every fileon your PC or just thosefileswitha
particul ar extension.

Intermsof itsdetective capabilities, | can find no fault with
thisproduct. It found all thoseinthe‘Common’, ‘ Standard’
and ‘MtE’ Test Setsand animpressive 1,038 out of 1,059in
my unofficial test-set. Itsscan speedisalsoimpressively fast
(seethesummary tablefor full details). Whilewriting this
review, | simultaneously ran somedetection testson my PC
in the background - an easy task underOS2 2.1. It scanned
al 4,251 fileswhich occupy 86.9 megabytesin just under six
minutes- pretty nippy, under the circumstances.

Heuristic scanning isanimprecise science- maybe‘ black
art’ isabetter way of describingit. It isnot somethingin
which you should put too much faith or reliance, asthe
technology isstill ratherimmature.F-Protand VN offer this
facility and, in December 1991, theformer wasproneto

flagging completely innocuousfiles. Sincethat timefFrisk
Softwarehasdramatically improved the search algorithms
and the number of false alarmshas been vastly reduced.

It was not without fault though: for example, it did notlikea
program | havewhich savesand restores Boot Sectors Some
may argue that thisisin fact a correct result, given the
action of the utility. Ed.] and it informed methat one of my
TSR programswas an invalid program. Thisisstill much
better than the maj ority of other heuristic scannersonthe
market, and thedevel opersdeservecredit for this.

Resident Protection

VIRSTOPisaTSR that scansfilesasthey areloaded into
memory and preventsthe execution of any that areinfected
withavirus. It also scans executablesthat are copied or
otherwiseaccessed, and checkstheboot sector of any floppy
disk inserted into adiskettedrive, thefirst timethat disk is
accessed. In 1991, | complained that | could not get
VIRSTOPtowork withDOS5 orDigital Research’s
equivalent. | am happy to report that this has been fixed, and
VIRSTOPnow worksexactly asadvertised.

VIRSTOPusesexactly the samevirussignature database
filesasVN and hasidentical detection properties. In
addition, it performssomerudimentary analysisof program
filesand will warnif any perform virus-like activity such as
self-modificationor relocationto another part of memory. In
addition, it warnsif the executable hasbeen compressed
with (forexample) PKLITE,DIET or LZEXE, since
VIRSTOPisunableto determineif that executablewas
infected prior toit being compressed.

| am not aparticular fan of TSRs, particularly for virus
detection, becausethereistoo high arisk that the anti-virus
TSR will conflict with other TSRsor programs. However

UirusNet(tm) Anti-VUirus Systen ———m
| Uersion 2.88a - May 1993 (c> 1992-93 Safetynet, Inc.

Method: Secure Scan

Search: 1:\UBUVIRS
Action: Report only

Targets: Boot/File/Trojans

Files: All files

Start the virus scan.

ENTER - Select ESC - Main menu
A directory isspecified and asecure scan commences. Inthis
instancethescanner isinstructed simply toreport thepresenceof
any viruses, although VirusNet canbeconfiguredtodisinfectfiles.
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VIRSTOP appearsto operateflawlessly, althoughit does
requiresome 15K withitssignaturesloaded into memory.
Thiscan bereducedto just over 3K if one electsto keep
these on disk - however thisaddsto processing time asthey
haveto berel oaded each timethe TSR activates.

VIRSTOP containsanumber of command lineoptions, only
oneof whichisdocumented in the manual (that to minimise
the TSR size by keeping signatureson disk). Other options
disablethe memory scanwhen VIRSTOPI sinitially run,
disabletheboot sector checking and disabl e the checking of
filesduring copy operations. Itisapity thatSafetynet did not
seefit to document these useful options. [VBistold that
these will appear in the next update of the manual. Ed]

Bitsand Pieces

DO-ONCE allowsthe scanner to be run during bootup or
network login at predetermined interval s- either once per
day, once per week on a particular day of theweek or ona
particular day of the month. Itisdesignedto beplacedina
batch file, or inthe network login script, to ensurethat the
softwareisrun at set timesor at thefirst opportunity
thereafter. It works- what morecan | say!

Theauthorshaveal so provided aworkstation deployment
program called VNDEPL OY which copiesthe softwarefrom
the network server to each user’ slocal hard drivewhen that
user logsin. | wasunableto test this program, but assuming
it operatesasadvertised, both DO-ONCE and VNDEPLOY
add someuseful additional functionality tothestandard
F-Prot package. Neither of these programsisloaded by

VN’ sbuilt-ininstallation process, althoughSafetyNet
assures methat thiswill be updated in later versions.

Conclusion

I have absolutely no gripesregarding thetechnical aspectsof
this software, but | do question the sense of the commercial
marketing of softwarethat isalmost identical to that

available as shareware. Safetynet should makeVirusNet's
parentage much clearer to potential and existing users-
although thisisunlikely, asthiswould surely losethem
someclients. Itisnot thatVirusNet offers poor valuefor
money initself, itisthat F-Prot, asashareware product, is
suchtremendousvaluethat itisvery hard to competewith.
VirusNet does give you more - but not alot.

Personally, | cannot, inall honesty, recommend that anyone
purchasesVirusNet, unlessone suffersfrom an overwhelm-
ing desireto own asaddle-stitched manual, sometechnical
support, and two extrautilities. | can, however, wholeheart-
edly recommend that you download (fromCompuServeor
CIX) essentially the same product,F-Prot, whichwill give
youvery high quality virusdetection at abargain price.

July 1993
VirusNet
Scanning Speed
Hard Disk:
Turbo Mode 17 secs
(950.2 Kbytes/sec)
Secure Mode 60 secs
(496.0 Kbytes/sec)
Floppy Disk:
Turbo Mode 11secs
(28.2 Kbytes/sec)
Secure Mode 20 secs
(26.3 Kbytes/sec)
Scanner Accuracy
‘VB Standard’ Test-set Turbo 364/364
Secure 364/364
‘InThe Wild' Test-set! Turbo 116/116
Secure 116/116
‘MtE’ Test-setl® Turbo 1536/1536

Secure 1536/1536
Technical Details

Product: VirusNet
Version: 2.08A
Serial Number: Not stated.

Author: SafetyNet Inc., 55 Bleeker Street, Millburn, NJ07041-
1414,USA.

Telephone: +1 201 467 1024 or 1-800 851 0188 (USA Only)
Fax: +1 201 467 1611
Price: $70 per PC.

Test Hardwar e: All testswere conducted onan Apricot Qi486
running at 25M hz and equipped with 16M B RAM and 330M B
harddrive. VET wastested against thehard driveof thismachine,
containing 1,645files(29,758,648 bytes) of which421were
executable (16,153,402 bytes) and theaveragefilesizewas38,370
bytes. Thefloppy disk test wasdone on adisk containing 10filesof
which 6 (310,401 bytes) wereexecutable.

For detail sof thetest-setsused pleaserefer to:

W Standard test-set: VirusBulletin - May 1992 (p.23)

@ InTheWild test-set: VirusBulletin - January 1993 (p.12)
B MtE’ test-set: VirusBulletin - January 1993 (p.12)
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PRODUCT REVIEW 2

Keith Jackson

RingFence: Keeping Tabson your Disks

Thismonth'’ sreview discussesaproduct calledRingFence,
produced by S& Sinternational (of Anti-VirusToolkitfame).
Itisvery different from the myriad scannersand checksum-
mersthat are discussed constantly inreviews, inthat it
attemptsto prevent virusesfrom having any effect by
forming abarrier to prevent their introduction. To quotethe
developers: ‘RingFenceisaterminate and stay resident
program (TSR) which monitorsfloppy disk activity’. As
suchitissimilar to other disk authorisation products such as
DiskNet (Reflex Magnetics) and D-Fence (SophosLtd.)

Functionality

RingFenceprotectsfloppy disksby testingthat all floppy
disksused by aRingFence-protected system havepreviously
been appropriately marked. If anonRingFencefloppy disk
isdetected, the operating systemisprevented fromaccessing
theinformation stored onthefloppy disk. If aRingFence-
protected floppy disk isused onanonRingFence-protected
computer, thenit will be accepted asvalid whenitis
returnedtotheRingFence-protected systemonly if the
information held on thefloppy disk hasnot been altered.

Remember that aviruscan only beintroduced by altering the
content of thefloppy disk. If any alteration hasbeen made
then the floppy disk must bere-validated (thiscan be
automatically combined with virusscanning) beforeit canbe
used on theRingFenceprotected system once again.

A prerequisitefor thisisthatRingFenceprovidesboot
protection (the hard disk isnot accessible after afloppy disk
boot). Asmost PCshoot from floppy disk if oneispresentin
thefloppy disk drive, itisimpossibleto prevent any software
security system from being bypassed by afloppy disk boot,
unlessafter such aboot, the hard driveisinaccessible.

RingFenceisdesigned injust such amanner, and claims
that ‘ even most low-level programswill be unableto access
theharddisk’. It certainly confounded my efforts.

When aRingFence protected PC isbooted from hard disk in
the normal manner, asmall TSR program (<4 Kbytes) is
executed which can recogniseRingFence' ddisks. The
processof marking thefloppy disk iscalled validation.
Encryption of thefloppy disk isoffered asan extrafeature
which helpsto ensurethat information held onRingFence
floppy disksisnot availableto non-company machines.

Thedocumentation that comeswithRingFenceisquite short
(27 pagesof A5), but it iseasy to use and well indexed.
There areafew surprising omissions (see below), but these
can no doubt beremedied quiteeasily; overall my main
criticismisthat technical detailsarealmost compl etely
missing fromthemanual.

DoubleSpaceDisaster!

Theinstallationand de-install ation sectionsareparticularly
clearly written, and occupy morethan aquarter of the
manual. Thismadetesting usage of RingFencevery straight-
forward, though | must confessto one problem which was
entirely of my own making.

Included with theRingFence manual was asingle sheet of
paper explaining invery large print thatRingFenceisnot
‘currently’ recommended for usewith theDoubleSpace
compression option which comeswithMS-DOS6- if you
want to try thisyou are recommended to back up all the data
onthetarget disk. Thiswaslikeared rag to abull -
DoubleSpacewasinstalled on my test computer anyway
(remember thereview inthe May 93 issue ofVB?), so
casting caution tothewind I decided that | would try it
anyway. ThiswasaMistake [With a capital M... Ed.]

I can confirm that RingFence does not live happily with
DoubleSpace, asafter followingtheinstallationinstructions
very carefully, and usingRingFencefor just afew minutes,
MS-DOSproduced the ominous message ‘ Bad or missing
command interpreter’. Thismessagewasnotinerror; my
hard disk had * disappeared’, booting from the hard disk
proved impossible, and messages about the contents of
CMOSmemory being corrupt wereal so displayed.

I'dliketo state clearly that none of the abovewas* caused’
by RingFenceperforming erroneously. | waswarned not to
usethe product withDoubleSpace, and the disagreeable
resultswereentirely my ownfault.

Installation

Giventhat onedoesnot exhibit the stupidity demonstrated so
clearly by my actionsdescribed above, installation and use of
RingFenceisvery easy. TheINSTALL programrequires
confirmation that abackup of the hard disk has been made,
and entry of apassword (8 alphanumeric characters) specific
tothisRingFenceinstallation. A formatted floppy disk must
be provided whichisused to create arecovery disk. Oncethe
questionsareanswered, theactual installation processitself
takesabout 2 seconds. After installation, oneexecutable
program (RF.COM, ahidden file), and two datafiles
(RF001.SCR and RF002.SCR) areinstalled in the root
directory of theharddisk. TheAUTOEXEC.BAT fileis
altered to execute RF.COM asearly aspossible.
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Notethat thesefilesareinstalled intheroot directory, and
thereisno option availableto storethem elsewhere. | havea
personal aversion to programsthat clutter up theroot
directory inthisway. Rather curiously, afterRingFencehad
been used withDoubleSpace, athird hidden file appeared
(RF003.SCR) beforethingswent awry. | have no ideawhat
thissignifiesasthe documentation does not explain what
these datafilesareused for.

TheLord of TheRing...

RingFencemust be controlled by asupervisor, whosejob it
istovalidatefloppy disks, install/de-instalIRingFence, and
introduceencryptionwhennecessary. All thesefunctionsare
availableto the supervisor through aprogram called
RFMASTER whichisstored on theRingFence master
floppy disk. With the cussednesstypical of computer
software, thisprogram coul d not be executed once
RingFence had beeninstalled on my PC, asitisnot a
validated disk. ThereforeRFMASTER could not be
accessed/executed. Typical.

Theonly solution that | could find to this problem wasto
deinstall RingFence, copy theRFMASTER programtothe
hard disk, reinstall RingFence, and execute RFMASTER
from hard disk. Thisproblem isnot explained in the docu-
mentation, or if itis| cannot find it, and | would contend
that anon-technically minded supervisor might well be
stumped by it for sometime.

Oncel crossed the Rubicon and obtained control of things
withRFMASTER, it proved very simpleto use- | wish that
all security systemshad such straightforward front-end
software. RingFenceseemsto carry out itsstated operations
asdescribed inthe documentation: every timethat aproblem
was detected, it produced awarbling noise asawarning, and

RingFence m Installation - Uersion 1.02

Dr. Solomon's
"RingFence" Removal Passuord

RINGFENCE

DISKETTE

SECURITY

SYSTEM

Enter the passuword which will be used for de-installation

RingFence could bejust thething for your siteif you havealarge
number of PCs, and providesafirst-lineof defenceagainst viruses.

displayed amessagestating ‘ RingFencealert, Foreign Disk’
inthe middle of the screen. For some operationsthiswarning
appeared several times.

Notethat it isvital that the supervisor checksthe content of
each floppy disk beforeitisvalidated. Thismeanschecking
that thefileson thedisk are actually allowed to beintro-
duced onto the PCs controlled byRingFence, and more
importantly that no virusesare present. If avirusispresent
when RingFencevalidatesadisk, thenit can spreadin
exactly the same manner asifRingFencewerenot in use.

TheDr Solomon’ sAnti-VirusToolkit (from the same

devel oper asRingFence) isrecommended, and can perform
thistask satisfactorily. A supervisor should also takeinto
account that filescan beintroduced to aPC by avariety of
routes (e.g. amodem), and if anetwork is present then this
modem could be attached to any computer on the network.
Thisreinforcesthefact thatRingFenceisonly really one
component of a‘ solution’ toimprovementsin security.

Themanual discussesat length the problem of installing
softwarepackageswhicharriveon permanently write-
protected floppy disks. Theonly workablesolutionistoturn
RingFenceoff temporarily, boot using theRingFencemaster
floppy disk and aclean DOS disk, then make copies of the
new software onRingFencevalidated disks. Thismay seem
an oneroustask, but itisexactly thissort of control which
thesoftwareisdesignedto provide!

Disk Encryption

Thesupervisor can encrypt theentire contentsof afloppy
disk to ensurethat information on the floppy disk cannot be
accessed outside theRingFenceprotected area. | carried out
teststo ensurethat all of the floppy disk was encrypted, and
asfar asl could tell thisseemsto betrue.

No matter what number of fileswere present on thedisk,
RFMASTER alwaystook somewherebetween 2 minutes 7
seconds and 2 minutes 15 secondsto encrypt (or decrypt) a
3.5inch 720K bytefloppy disk. Whenindividual fileswere
copied from an encrypted floppy disk, thetimeto copy the
filesacrossnever increased by morethan 5% when
encryptionwasintroduced - indeed anearly full disk showed
an overhead of just 2.8%.

Theseresults show that the manual is quite correct to state
that thereisonly ‘asmall performance penalty’ when
encryptionisintroduced. | would also contend that it also
showsthat theencryptionisnot very complex - it cannot be
if suchasmall overhead isintroduced. Thereareno details
providedinthedocumentation of what encryption systemis
used, alamentabl e omission which needsrectificationbefore
theencryptioncanbefairly judged.
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Unlikemany examplesof security software, theRingfence' suser
interfaceiseasy tolearnand use.

Jumping Over TheFence

How doesRingFencework?My answer to thisquestionis
very simple- | don’t know precisely. My tests show that
changes have been madeto the M aster Boot Sector of the
hard disk, and the boot sector of validated floppy disks. In
addition, any changestothe FAT of floppy diskettesis
picked up, but changesto the contents of the disk on a sector
by sector level arenot. Thismeansthat certain viruses may
beableto sail through theRingFenceprotection. If
encryptionisused, thisshould be prevented, but thispointis
not brought out in the manual - indeed no technical informa-
tionisbrought out in the manual.

Itispossiblethat the lack of technical detail inthe manual is
aconscious decision in an attempt to make the system harder
to circumvent, and thisisafamiliar dilemmafor vendors of
security software. However, it doesmakethe product harder
toreview, and | feel that theinformation givenisjust too
sparse - users do need to know what isbeing done.

Version 1.0?

| am not quite surewhich version of RingFencewastested
for thisreview, asthe banner displayed byRingFenceat boot
time stated that version 1.04 wasin use, yet the floppy disk
label stated quiteclearly that it contained version 1.00.
Somebody hasgot their wirescrossed during manufacture.

Also, | am not sure why de-installation hasto be carried out
asatwo-stage process. First the DEINSTALL program has
to beexecuted, thenarebootisrequired, then DEINSTALL
must be executed again to completethe process. All thisis
described in theRingFence manual, but nothing attemptsto
explainwhy atwo-stage processshould be necessary.

Whenever | tried to format afloppy disk, DOSaways
returnedtherather puzzling error ‘ Invalid parameter’, and
refusedto allow theformatting processto proceed. This
should happenif encryptionisswitched on, but | found it
happened under all circumstanceson my test computer. The
mere fact that the manual bothersto state that floppy disk
formatting hasbeen tested to work correctly withRingFence
using versions of MS-DOSfrom 3.30t0 5.0, Windows,
Norton Desktop and Norton Commander showsthat the
developersknow that thereisaproblem lurkinginthe
background asfar asfloppy disk formatting isconcerned.

Causing strange DOS errorsto bereported was not confined
tothe FORMAT program. For instance, any attempt to use
the CHKDSK program onanon-validated floppy disk when
RingFenceisoperational producesthe curiouserror message
‘cannot CHKDSK aSUBSTed or ASSIGNed drive’, and if
onetriesto copy multiplefilestothe samedisk theerror
message ' Fileallocation tablebad, drive A’ isdisplayed.
Thedocumentationfailsto discussthisproblem.

Conclusions

Overall | liketheimplementation of RingFence. The
problemsthat | encountered wereeither self-inflicted, or,
with the exception of being unableto format floppy disks
under any circumstances, relatively minor. My only gripe
withthesystemisitspracticality. Itisnatural for meto reach
for afloppy disk many times per day, indeed | haveastore
which currently containsnearly 1000 floppy disks. Inmy
humbl e opinion, usage of RingFencerequiresthat itiseither
used onall floppy disksor not at all. Am | going to install
RingFenceand validate all my disks?I think not.

Having said that, | can think of several siteswhere
RingFencewould be acomplete answer to the problemsthat
they have had for many monthsnow. | think itishorsesfor
courses- if you have asite which does not useal ot of floppy
disksthenRingFencecould provevery useful indeed.

Technical Details
Product: RingFence

Developer and Vendor: S& Sinternational, Berkley Court, Mill
Street, Berkhampstead, Herts. HP4 2HB, Tel: +44 (442) 877877,
Fax: +44 (442) 877882.

Availability: IBM or compatible PCsrunning DOS 3.1 or above.
Disk spacerequired: 20 K bytes, TSR memory required: 4 K bytes.
Not fully DOS6 compatible.

Version evaluated: 1.00 (or 1.04?, seetext of review)

Serial number: TK1006352

Price: £18 per PC, dropping to £7 per PC for 250+ machines.

Har dwar eused: Toshiba3100SX, 16M Hz 386 |aptop, with 5
Mbytesof RAM, one3.5inch (1.44M) floppy disk drive, and 2120
Mbytehard disk, runningunder M S-DOSV6.0 (and DOS4.01).
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END-NOTES AND NEWS

Attention anti-vir ussoftwar evendor s! Wouldyouliketoincludeyour product literaturein the 1993VirusBulletin conference proceedingsfor anominal
charge?Theconference, held on 9thand 10th September in Amsterdamisset to attract 300 computer security managersfrom aroundtheworld, makingitthe
most prestigiousconferencethereison computer viruses. For further information or for conferencebooking contact PetraDuffield. Tel. +44 235531889.

TheBusiness Softwar e Alliance has announced that thelevel of softwar e piracy hasdeclined in most Eur opean mar kets. After several yearsof rising
piracy in Europe, thelevel fell from 1991, when approximately 77% of softwareused in Europewasillegal, to 66%in 1992. A ccordingtotheBSA’ sestimates,
thereductioninpiracy in 1992 added approximately $700 millioninrevenueto the European sof tware publishing and distributionindustries, astotal piracy
lossesin Europefell from approximately $5.3 billionin 1991 to $4.6 billionin 1992. Tel. 071491 1974.

Sophos has announced that its NL M, Sweep for NetWarehasbeen certified by Novell asa‘ Tested and Approved’ product under NetWare 4.0 aswell as
NetWare3.11. Technical Manager, Richard Jacobs, said‘ Thisconfirmsour commitment to virusdetection on networksof all sizes.” Tel. 0235559933

Alistair Kelman, thebarrister acting for Paul BedworthintheBedworth hackingtrial hasbeen critical of theapproachused by New Scotland Y ard's

Computer CrimeUnit, saying‘ Our successful defencehascaused theComputer CrimeUnit seriousproblems. They might now haveto start prosecuting adult
computer criminal srather than choosing thesoft target of children.” New Scotland Y ardisunderstandably annoyed by Kelman’ scomments. ‘ Wedonot havethe
benefit of beinginthemindsof thejury sowedo noknow what they consideredimportant.” said DC Noel Bonczoszek, on behalf of theComputer CrimeUnit.

‘1 doubtif thesentimentsexpressed by Mr K elmanwoul d bel ooked uponwith favour by any computer professional, particularly thosewho havesuffered the
attentionsof ahacker. Thecomputer criminal isoften maleand aged between 16 and 23 year sowe can only play thecardswearedealt. If asimilar casecomes
tolightagainitwill beinvestigatedinasimilar way.’

Productivity Management Group I nc, hasannounced thelaunch of STEP, anew interactive ComputeBased Training (CBT) security program. Accordingto
MitchZahler, president of thecompany, ‘ whenwewroteSTEP wefocused on both thecontent of theprogram and how it can assist companiesin protecting
themselves. With STEP aL AN administrator or department manager can determinewhich employeesposeasecurity threat duetolack of security knowledge.
Wehavebundled an Anti-virusprogramwith STEP[F-Prot. Ed.].” STEP 2.0retailsfor $99.95 and requiresno special hardware. Tel. +1(201) 669 8667.

It hasbeen adisappointingmonth for avid Dr Solomon fanswho are alleged to have queued for weeksin therain for ticketsto thefirstVirusNews
Inter national conference, whichwaspostponedthismonth. Itisunderstoodthat | ettersof apol ogy havebeen sent tothedel egate. Tel. +44 792 324000.

STOPPRESS: If any usershave had experienceof any of the ARCV viruses, canthey pleasecontact DC Noel Bonczoszek, at New Scotland Y ard. ARCV
virusesinclude: Friends, HiDosBoot, Joanna, Jo Exerciser, JoV 1.11, More, Nichols, Reaper Man, Scroll, Scythe, Scythe2, Slime, Small ARCV, Small EXE,
Solomon, Spawn 1, Two Minutes, X-1, 2, 3A, 3B, Zaphod, any of the ARCV series, Benoit, ARCV-XMASor Chad. Tel. +44712301177.
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