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EDITORIAL

Lt Itwouldbe
foolish to suggest
that themotivation
of all those who
collector distribute

virusesisalwaysthe
same!?

Zeus with Zits?

Oneof the benefits of editing ajournal isthat onegetsan almost infinite supply of free booksand
magazines. Thismonth'’ sbatch of light reading contained acopy of thelatestoeuvrefrom Mark
Ludwig, Computer Viruses, Artificial Lifeand Evolution.A review of the book follows next month,
but merely fromthetitle, itisclear that Ludwig viewsvirusesasfar morethan the computer equiva-
lent of abad attack of acne.

Assoon asonelooksat what acomputer virusdoes, thesimilarity to its biological namesake
becomesapparent. It replicates, itinfectsother objects... at first glance, it appearsto display many of
thecharacteristicsof aprimitivelifeform. Wherethiscomparisonisobviously oversimplified, it does
rai se some questions about the motives of thosewho trawl theworld' sVirus Exchange BBSs.

Itisentirely possiblethat sciencecanlearn fromthe phenomenon of self-replicating code; viruses
may bealegitimate model for some of the processes which weobserveintheworld around us. The
concept of devel oping viruseswhichcould‘ evolve', or simulated competition between computer
generated lifeformsonacomputer, isof scientificinterest to genuineresearchers.

Onecan seewhy the possibility (however remote) that viruses might be alivewould appeal toa
certain mentality. Thiswould mean that each computer programmer hasthe potential to createlife. Is
Godaspotty teenager - apossibility mysteriously overlooked by contemporary theologians?Will
anyonelook at aForm-infected disketteinthe samelight ever again?

For thisreason, thereisaplacefor bona fideresearch into computer viruses - not from the point of
view of virus prevention, but asan areaof study initsown right. Anyonewhoisinterested inthe
subjectisinadilemma: they cannot study the problem without virus samples. Asthey are prohibited
from obtaining viruses'‘ aboveboard’, they turnto the computer undergroundintheir searchfor
knowledge. Taken at facevalue, thisisafair stance, but itiscompletely at oddswith the views of the
rest of thecomputer-literatecommunity.

It would befoolishto suggest that the motivation of al thosewho collect or distributevirusesisthe
same. Some of these people may beinterested in the subject of artificial life. Some might want to
understand the subj ect of computer virusesthemselves. Somemay simply enjoy beinginfamous.
Whichever way, therewill besomewho have aquasi-legitimateinterest in the subject.

Much of theabovereadsrather likethetypical argumentsof theviruswritersthemselves. However,
these can bereduced to thefollowing: destruction justified by thirst for knowledge. It should be self-
evident to eventhemost naiveviruswriter that anti-virusvendorsareforced to update their product
for every new viruswhichisdiscovered, regardless of whether itisknownto be causing a problem
‘inthewild'. Thisaddsto devel opment costsand memory overheads.

Even moreobviousisthat thosewhoreleasevirusesinto thewild are either terminally irresponsible
or havemaliciousintent. Either way, such actionseffectively nullify any claimstolegitimacy.

If thoseinvolvedinthe computer underground have any claimsto legitimateresearch, timefor them
isrunning out. Over the next few years, governments around theworld will beforced to pass new
legislation which will attempt to addressthe actions of the hacker. Theselawsmay well mark certain
subjects‘ out of bounds’ for many yearsto come. If any of thevirus-writing community truly believe
their own arguments about study and research, they should maketheir viewsheard quickly - or face
evenstiffer penaltiesfortheir actions.

Knowledgeisnever intrinsically good or bad; itistheusetowhichit isput which determineshow it
should beviewed. However, the place of censorship and virus exchange can only bediscussedinan

environment wherethe minority isnot imposing itswhimsonthemajority. If theviruswriterswish

toavoidtherestriction of information and the moderating of thelnter net, they had better take alook

at theresult of their handiwork: any new restrictivelegislation will betheir doing.
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NEWS

Pathogen Virus Warning

A new virushasrecently been discovered ‘inthewild’ inthe
UK. Thevirusisnot detected by thelatest versionsof the
scannersfrom Frisk Software(F-Protv2.11), McAfee
Associates(SCAN9.21v111), S& Sinternational (Findviru
v6.52) or Sophos (Sweep v 2.58). Itisnot known whether
any other scannersdetect thevirus.

Thevirusisheavily polymorphic, usingahighly variable
decryptionloop. Thepolymorphic codecontainsanumber of
novel featureswhich may makethevirusdifficult to detect.

On Mondaysat 5pm, the virus corrupts random sectors of
the hard disk, and displaysthefollowing message:

Your hard-disk is being corrupted, courtesy of
PATHOGEN!

Programmed in the U K. (Yes, NOT Bulgarial)
[C] The Bl ack Baron 1993-4.

Featuring SMEG vO0.1: Sinmulated Metanorphic
Encrypti on Generator!

‘Smoke nme a kipper, 171l be back for
breakfast..... ’

Unfortunately some of your data won't!!!

Thevirusmarksinfectedfilesby incrementing theyear field
by 100. Unfortunately, most standard disk utilitiesonly
display thelast digitsof thisfield, althoughitispossibleto
view thisvaluewith adisk editor. Thisprovidesaninterim
detection method until product manufacturersupdatetheir
scanners. However, dueto the obvioustrigger message, the
long term risk posed by thevirusissmall O

Internet Break-ins Rise

Inthelast week in January, CERT (the Computer Emer-
gency Response Team), based at Berkeley Universityin the
United States, observed adramaticincreasein the number of
reportsof intrudersmonitoring network traffic. Some
systemshave been compromised, and thosewho access
remoteservicesviaFTP, Telnet, and Rlogin areat risk.

Thecurrent attackstake advantage of the promiscuousmode
of aspecific network interface, /dev/nit, to capture host and
user authenti cation informationonnewly opened sessions.

Asashort term measure, CERT hasrecommended that the
/dev/nit feature should bedisabledif not used. However, this
isnot theunderlying problem: thefault isnot the (in)security
of /dev/nit, but theway inwhich messages are passed
aroundthelnternetinanunencryptedform, allowing anyone
to view the contents of adatapacket.

Suchloopholesinthe security of thelnternet areagrowing
problem, asmillionsof peopleusethesystem every day.
Attacksof thisnature can only be prevented by adopting
additional security measuresat the packet level O

Virus Prevalence Table - January 1994
Virus Incidents (%) Reports
Form 20 46.5%
New Zealand 2 5 11.6%
Spanish Telecom 3 7.0%
Athens 2 4.7%
Parity Boot.A 2 4.7%
3NOP 1 2.3%
4K 1 2.3%
Cascade 1 2.3%
CMOS1 1 2.3%
DRI 1 2.3%
Lamers Surprise 1 2.3%
Maltese Amoeba 1 2.3%
Nolnt 1 2.3%
Parity Boot.B 1 2.3%
Tequila 1 2.3%
Quox 1 2.3%
Total 43 100.0%

Sophos Launches New Product

Oxford-based SophosPIchaslaunched along-awaited
enhancement toitsproduct range: I nter Check, an alternative
tothetraditional TSR virusscanner.

Thenew product isaimed at those network users concerned
withvirusprevention. AccordingtoHead of Development,
TimTwaits, Inter Check providestrueClient-Server virus
protection. ThisisSophos' first foray intotheareaof TSR
virusscanning and checking.

Theprogram automatically maintainsalist of authorised
executablesfor eachworkstation. Whenever aprogramis
run, it ischecked against that list. Any attempt to accessan
unknown or modified program causestheclient to request
authorisation fromthe server. Thus, thecodewhichisrunon
theworkstation never needsto be updated, and will not grow
asmorecomplex virusesarediscovered.

Whether or not themovewill pay off dependslargely on
how itisreceivedinanincreasingly complex market. The
concept appearsto solve some of the problemsassociated
withvirus-specific TSR virusdetection. However, Virus
Bulletin hasyet to test | nter Check to determinethe perform-
anceimplicationsof theproduct.

Twaitsisconfident: ‘ Thebiggest problemwith conventional
TSR utilitiesistheir poor performancewhen checkingfor
highly polymorphicviruses, like MtE or TPE. | nter Check
avoidsthisproblem.’ [
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IBM PC VIRUSES (UPDATE

Thefollowingisalist of updates and amendmentsto

the Virus Bulletin Table of Known IBM PC Virusesas TypeCodes
of 17 February 1994. Each entry consistsof thevirus
name, itsaliases (if any) and thevirustype. Thisis C InfectsCOM files M InfectsMaster Boot Sector
followed by ashort description (if available) and a D InfectsDOSBoot Sector (Track 0, Head 0, Sector 1)
24-bytehexadecimal search patterntodetect the (logical sector Oondisk) N Notmemory-resident
presence of_theV| ru;wnh adisk utility or adedi cgted E  InfectsEXEfiles Companionvirus
scanner which containsauser-updatablepatternlibrary.

L Linkvirus R Memory-resident afterinfection

Abbas

Abraxas

Anti-MI1T.764

ARCV

Armagedon.1079.E
Ash

AT.140.B

BA

BadSectors

Beer.2984

Black_Jec

Burger

Burma

CER: This1320-bytevirusisaso known as'Iranian’. Awaiting analysis.

Abbas 3D00 4B75 612E 8ClE G501 2E89 16C7 0132 (OE8 B902 2E89 OEC9

EN: Two new variants of thisoverwriting virus, 1171 and 1200 bytes|ong.

Abr axas. 1171 CD21 B43C 33C9 BA9E 00CD 21B7 4093 BADO 01B9 9304 (D21 C3B4

Abr axas. 1200 CD21 B43C 33C9 BA9E 00CD 21B7 4093 BAOO 01B9 B004 CD21 C3B4

CN: Thisvariant does not seem to work properly, and should probably be classified as‘intended’.
Anti-MT. 764 BE27 018A 2605 01EB 11AC 32C4 AAE2 FAB4 19CD 218A FOB4 OECD

Three new variants have appeared, but it seemsthey are created by making slight modificationsto older
variants. ARCV .Ice-9.642 (CN) isdetected with the Ice-9 pattern, ARCV.Jo0.912 (CR) isclosely related
tothethe Jo.911 variant, and ARCV .Anna.745 (CN) is derived from a 742-byte variant.

ARCV. Jo. 912 BE?? ??B9 BDO1 2E81 ???? 2?83 (602 4975 F5

ARCV. Anna. 745  8DBC 1D01 B9A8 0280 357?? 47E2 FAC3 FE84 CEO3 E8D6 FFE8 ESFF

CR: A minor variant, detected with the Armagedon pattern.

CN: Four new variants of the Ash virus have appeared recently. One (Ash.1604) is detected with the
pattern published for Ash.1602, but the other three are new. The 441- and 451-byte variants seem to be
created from the same source, but assembled using different assemblers. According to the source code
the author’ snamefor the original Ash viruswas‘Born on the 4th of July’.

Ash. 737 E800 005D 81ED 0BO1 8DOE 2B01 533E 8A86 2301 BOBA 0230 0743
Ash. 441 8DB6 0501 BFOO 01B9 0400 FCF3 A4B4 1A8D 96BE 02CD 21B4 4E8D
Ash. 451 8DB6 0501 BFOO 01B9 0400 FCF3 A4B4 1A8D 96C8 02CD 21B4 4E8D

CR: New variant, not significantly different fromthe‘A’ variant.

AT. 140.B COB8 0042 CDF7 B440 8Db4 FF89 2CBl1 03CD F7B4 3ECD F71F 61EA

CN: A simple, 181-byte viruswith no payload. It usestheletters‘BA’ - possibly the author’ sinitials - to
mark files asinfected.

BA 817E 0342 4174 41BB 8000 8B57 1A81 C2B5 0081 C200 0189 1606

CER: This3428-byte variant contains the text ‘ Badsectors 1.2, which might indicate that versions 1.0
and 1.1 exist aswell. Awaiting analysis, but reported to be ‘in thewild’ in Israel.

BadSect or s 3000 4B75 03E9 6109 3000 3D75 03E9 5909 80FC 4E75 03E9 AF09

CER: Yet another Russian Beer variant.
Beer . 2984 FA90 80FC 3B75 03E9 72FF 3D00 3D74 OF3D 023D 740A 80FC 5674

CN: Three new variants have been found: 230, 246 and Sad.300. They are all detected with the
Black_Jec (Bljec) pattern.

CN: Eight variants of thisoverwriting virus have not been mentioned before, but are all detected with
the‘Burger’ pattern. They are 405.D, 405.E, 441, 512, 560.AJ, 560.AK, 560.M, 560.X.

CEN: Thevirusthat wasoriginally reported as‘Burma’ has now been renamed Burma.442.A, and two
new variants have been found, 442 and 563 bytes |ong. Both overwrite filesthey infect and are therefore
extremely unlikely to spread.

Bur nma. 442. B 2E01 ES8F9 OOE8 CEOO ESD3 OOES FOO0 E814 O1E8 CAOO E819 O1E8
Bur ma. 563 3101 E869 O01E8 FFOO E863 01E8 F900 E869 01E8 1F01 ESEO OOES8
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Butterfly.FIM

Cascade

Clonewar

Danish_Tiny

Dark_Avenger

Deicidel |

Dutch_Tiny.111

Flash.688.C

Hates.212

HH& H.4087

Infector

Keypress.1232.L
Peter

PS-MPC

Tiny_Family.Fred

VCL

Wilbur.D
Wordswap.1085.B

CN: A new variant with the text string changed. It is 302 bytes|ong like the original, and detected with
the Butterfly pattern [for a full analysis of the Butterfly virus, see p.8. Ed.].

CR: The new Cascade variants this month are 1699, 1701.N (detected with the Cascade(1) pattern),
1701.Jojo.F (detected with the Jojo pattern) and 1702.

Cascade. 1699 012E F687 2A01 0174 OF8D B74D 01BC 8006 3134 3124 464C 75F8

Cascade. 1702 012E F687 2A01 0174 OF8D B74D 01BC 8306 3134 3124 464C 75F8

P: Three new viruses belonging to thisfamily of small companion viruses.

d onewar . 228 93B9 E400 BAOO 01B4 40CD 21B4 3ECD 21BA 1901 B903 00B8 0143

d onewar . 246 8BD8 BOF6 00BA 0001 B440 CCR1 B43E CD21 BALA 01B9 0300 B8Ol

d onewar . 261 8BD8 B905 01BA 0001 B440 CCR1 B43E CD21 BA28 01B9 0300 BsO1

CN: Three new variants have been found recently - a308-byte variant which does not work properly,
and two partially encrypted variants, 311 and 476 byteslong. The 476-byte variant was discovered ‘in
thewild’ in Estonia.

Dani sh_Ti ny. 308 8BD7 B902 00B4 3FCD 2181 3007 0874 D6B4 20CD 210B D274 F889

Dani sh_Ti ny. 311 AD33 C3AB E2FA 5E59 5B58 C3E8 DBFF 8984 3F02 B440 8D94 0501

Dani sh_Ti ny. 476 AD33 C3AB E2FA 5B59 585E C3E8 DCFF 8984 E402 8D94 0501 B440

CER: Two new Dark_Avenger variants are now known, 1800.K and Mgjor (1832 bytes). They are both
detected with the Dark_Avenger search string.

CN: Four new variants, all of which have been created by making slight modificationsto older variants.
Deicide_|1.359 B440 BAOO 01B9 4001 CDR1 B457 BOO1 5A59 CDR1 B43E CD21 8BLE
Deicide_|1.622 B440 BAOO 01B9 5202 CD21 B457 BO01 5A59 CD21 B43E CD21 8BlE
Deicide_||.623 B440 BAOO 01B9 5302 CD21 B457 BOO1 5A59 CDR1 B43E CD21 8BLE
Deicide_|1.240 BA440 BAOO 01B9 4909 (D21 B457 BOO1 5A59 CDR1 B43E CD21 8BLE

CN: Anunremarkable, 111-bytevariant.

Dutch_Tiny. 111 93B4 3FCD 2180 3CAD 741C B002 E826 0097 B16F B440 CD21 BOOO

CER: A minor variant, possibly changed to avoid detection using the Virus Bulletin search string.

Fl ash. 688. C 005E 8BDE 81C3 OFO0 BOOO DBOA FA88 O7EB OSEA ???? ???? FBGB

CN: Very similar to the original Hates virus, and detected with the same pattern. Thisvirusis 212 bytes
long, one byte shorter than the original .

CR: Similar to other known variants, but of adifferent size.
HH&H 4087 50B9 F70F 8BLE 0101 81C3 1501 8037 2?43 E2FA

CN: Several new variants of thisvirus, which isalmost certainly of Russian origin.

I nf ect or . 608 A200 01A0 EE02 2EA2 0101 AOEF 022E A202 01B9 7FO0 BB81 002E
I nfector. 692 A200 01A0 2F03 2EA2 0101 A030 032E A202 01B9 9000 BBOO 002E
I nfector. 695 A200 01A0 4503 2EA2 0101 A046 032E A202 01B9 7F00 BB81 002E
I nfector. 752 A200 01A0 FQ03 2EA2 0101 AOFD 032E A202 011E 0633 (08B FOSE

CER: Y et another minor variant, detected with the K eypress search string.

CR: Two new variants are known, B and C. They are 529 bytes like the original, and detected with the
same pattern.

Not surprisingly, there are several new PS-M PC-generated viruses thismonth, including: 352 (CN), 432
(CN), 574.B (CEN), 603 (CEN), 605 (CEN), 607 (CEN), 611.A (CEN), 611.B (CEN), Seven_Percent
(672 bytes CER), 783 (CN) and Swansong.1521. Anti-virus programs capable of detecting PS-MPC
viruses should be able to detect all of these variants.

CER: Unlike most of the other members of thisfamily, thisvariant did not originate in Bulgaria, but
rather in Italy. It is 255 byteslong, containsthe word ‘ Fred’, and seemsto do nothing but replicate.
Tiny. Fred 268F 851C 01AB 808 E2F3 2EFF 361D 062E FF36 1F06 BFOO 018F
Thismonth bringsthefollowing variants: Divide.554 (overwriting), Diarrhea.931 (CN), Eddie (1019
bytes, CN) and Olympic (1440, CN) The Olympic variant seemsto have been changed somewhat,
probably to avoid some unknown scanner [for a full analysis of the Olympic virus, see p.9. Ed.]. The
other variants are regular V CL -generated viruses, and should be detectable by any program whichis
capabl e of generic detection of VCL variants.

CN: Detected with the Wilbur.B pattern.
CER: Detected with the Wordswap (Words) pattern.
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INSIGHT

Viruses the Whitbread Way

TheUK company Whitbread Plcisprobably best knownfor
itsbeer, food and leisure concepts. lan Carman has been
with Whitbread for almost sixteenyears, during whichtime
thecompany’ sI T requirementshavechanged beyond
recognition. Asan I T Manager who hassurvived the
comingsand goingsof many different fadsand phases
during theindustry’ sadol escence, he has seen computer
virusesgrow fromacuriosity into areal businessissue.

PrecedingthePr oblem

When Carman first saw what computer viruses might be
capableof, herealised that it would be the habits of the user
whichwould becritical; if those could be controlled, the
problem would be minimised. Hasthisapproachworked?
‘Onthewhole, our record here has been pretty good - last
year, we brought the number of incidents down by about
70%, and | am convinced that it isaresult of good practices:
the easy things. People might get bored with megoing on
about virusesl|eft, right and centre. They canrecitethevirus
guidelinesword for word, but it works,” says Carman.

Oneof Carman’ smany different responsibilitiesisdrafting
thecompany’sIT security policy, which hefindshimself
simplifyingyear by year.‘ Thesecurity policy getsthinner
annually, every timel review it. | am going through the
exerciseat themoment. It startsoff with afull policy
statement which saysthat wewill protect our information
assetsto maximisetheir availability, integrity, and confiden-
tiality, commensurateto their valueto thebusiness.’

‘Thisisbacked up by astatement saying that wewill stand
by any appropriatelegislation, with explicit notemade of the
Data Protection Act, Copyright Designsand Patents Act
and the Computer Misuse Act. Thereisalittle bit about PC
virusesand how to avoid them by using only approved
software. The stable of productsused isgetting smaller, and
thereislessand less need for peopleto get out and do their
ownthing. That'sreally all that the policy contains.’
Carman’ sstrategy issimple, but effective: ‘ Themore
conciseyou makethepolicy, themorelikely itisthat people
will read it and remember it.’

TheCarrot and the Stick

Thesimplificationof thel T policy hasmadelifeeasier for
users, and hasvastly reduced the number of virusoutbreaks
within Whitbread. ‘ 1991 and 1992 weretheworst years- we
had around adozen virusoutbreaks. That was partly because
we were beginning to scan disks asamatter of course- no
longer just responding to userswho had aproblem. There-
foretheincident ratewent up, stayed level for thosetwo

years, and then came down quite dramatically in 1993. |
think that is because we have spent quite a substantial
amount of timepromoting good practices, oftenwith one-
liners: “don’t useunapproved software”, “ scanall incoming
disks’... Itisthesimplethingswhich | believe have kept us
relatively virus-free. Weweredownto only threeor four

incidentslastyear.’

Whitbread’ sapproach of simplifying thepolicy asmuchas
possibleisreinforced by thethreat of disciplinary action.
‘Thereisastatement within our company policy that thel T
policy ismandatory, and failureto comply will render you
liabletodisciplinary action. Having said that, | think that
eachincident istreated onitsmerits. If somebody cameto
me and said that they had a problem with their machine, and
that problem turned out to bevirus-related, then thedivision
concerned would haveto decidewhat to do next. In some
casesfurther action would be appropriate, andin someit
would certainly not be. Itisatricky one- thepolicy allows
for disciplinary actionto betaken; fromthereon, itreally isa
matter of discretion. | think thisisagood thing - one can
havetoo much management fromthecentre.’

Backup and Recovery

Oneof themost unforgettableincidentsunderlined avital
lessontoall inWhitbread’ sIT community. ‘ Theworst
incident we ever had waswhen an engineer broughtin a
scanner, loaded it up, and we sat and watched it delete
everything - wethen discovered that it wasinfected with
Dark Avenger. Hewasterribly contrite, aswell hemight
have been. Basically, he had forgotten to keep hisdisk write-
protected, had been el sewhere, and then brought it here;’
said Carman.

‘That situation was actually easier to deal with than the sort
of niggling viruseswhich wehave had, like Form or New
Zealand I1. We had carried out afull system backup the
previousnight, and so we simply decided to wipethelot and
start again - we had the system up and running again within
afew hours.’

‘The Dark Avenger incident taught usanumber of valuable
lessons. Most importantly, it showed usthe val ue of backup
andrecovery techniques. However, morethanthis, it
underlined the val ue of frequent backups - because we had
backed up thefileserver the previousevening, wecould
simply wipethedisk and start again. Whether those lessons
arestill asclear asthey could beinthe users’ minds, |
somehow doubt.’

L egal I ssues

Carman believesthat virusesare morethan just another
hurdlefor beleaguered IT Managers: ‘ Itisabusiness
problem, but also alegal one, if only because nobody isquite
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, |
Carman: ‘lastyear, webrought thenumber of incidentsdown by

about 70%, and | am convinced that itisaresult of good practices:
theeasy things.’

surewhereviruswritersstand in law, and what their rights
are’ Thisareaislikely to become more of anissueastime
progresses, and needsto be dealt with soon.

However, theonly way forwardsisthroughthelaw: ‘ If you
aregoing to do something about the virusauthors, about
transmitting virusesfrom onecompany to another, then|
think it hasto comewithin therealmsof thelaw.’

Unfortunately, lifeis, asalways, morecomplicated. ‘I’ m not
surethat introducinglegislation, criminal or otherwise,
would actually hel p reducethenumber of viruseswhich
appear. How many virusauthorsareyou actually going to
get hold of ? How many virusesareyou goingto prevent?
Thethingsarethere; some of them have been around for a
good many years. They’ renot goingto go away, and
legislationwon’t changethat,” said Carman.

Doeshethink that censorship of viruscodewould be of use?
‘I amfairly passionately opposed to Draconian censorship on
thegroundsthat it might actually cause someoneaproblem.

I think thelegal and moral issuesarerather different, but at
some point someoneisgoing to haveto try and addressit.’

Connectingintothe90s

Carman believesthat new issueswithintheindustry will
arise, duetothegrowinginterconnectivity betweenand
within companies. Asmore userswork on homePCs, and as
inter-platform connectionsgrow, thejob will beone of
maintai ning theintegrity of thedataon anumber of different
platforms. He hopesthat the problem can be tackled by an
extension of hiscurrent policies, building onthealready high
level of user awareness.

‘ The number of userswho are now starting to buy home PCs
isrising - thereisadisk traffic which we arejust beginning
toexperience,” explained Carman. Thisclearly increasesthe
opportunity for avirusto beintroducedintothesystem.
However, heisnot too concerned: * We' veovercomeal ot of
hurdlesover theyears,” hesaid, ‘and we' [l overcomeany
problemsthefuturemay bring.’

VIRUSBULLETIN
EDUCATION, TRAINING
AND
AWARENESSPRESENTATIONS

Education, training and awareness are essential to an
integrated campaign to minimisethethreat of
computer virusesand malicioussoftware. Experience
has shown that policieswhich are backed up by alert
staff who understand someof theissuesinvolvedfare
better thanthose which aresimply rule-based.

VirusBulletinhasprepared arange of presentations
designedtoinform usersand/or line management
about thisthreat and the measures necessary to
minimiseit. Thestandard presentationformat
consistsof aninety minutelecturesupported by
35mm slides. Thisisfollowed by aquestion and
answer session.

Throughout thepresentations, technical jargonis

kept toaminimum and key conceptsare explainedin
accuratebut easily understood language. However, a
familiarity with basicMS-DOSfunctionsisassumed.

Presentations can betailored to comply withindi-
vidual company requirementsand rangefrom abasic
introductiontothesubject (suitablefor relatively
inexperienced users) toamoredetailed examination
of technical developmentsand availablecounter-
measures(suitablefor M1Sdepartments).

Theaim of the basic courseistoincrease user
awarenessof computer virusesand other malicious
software, withoutinducing counterproductive
‘paranoia . Thethreatisexplainedincomprehensible
terms, and straightforward, provenand easily-
implemented countermeasuresaredemonstrated.

Anadvanced course, which will assist line manage-
ment and DP staff, outlinesvarious procedural and
softwareapproachestovirusprevention, detection
and recovery. Thefundamental stepsindealing with
avirusoutbreak are discussed, and emphasisis
placed on contingency planning and preparation.

Thepresentationsareoffered freeof chargetoVB
subscribers, excepting reimbursement for travel and
accommodationor subsistenceexpensesincurred.

Informationisavailablefrom TheEditor, Virus
Bulletin, UK. Tel. +44 (0)235555139.
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VIRUS ANALYSIS 1

Goddamn Butterflies!

Jim Bates

| still receive code samplesviathetwin scourge of Virus
ExchangeBBSsandirresponsibleindividualswhowrite so-
called ‘research’ viruses. The specimen thismonthisacase
in point: despitethefact that the codeissmall and extremely
primitive, it representsanother threat with which anti-virus
programsmust contend.

Thehalcyon daysof virus-free computing arelong gone, but
the problem could be contained if the pool of existing viruses
werenot constantly being repl enished. Whether the‘ Butter-
fly” viruswaswrittenfor research, or isjust another example
of malevolenceor irresponsibility, isbesidethepoint. The
plainfactisthat it - and otherslikeit which continueto pour
intoinvestigators- simply increasestheexisting problems.

Thisvirusisextremely simple; aone-shot infector of COM
files(i.e. non-resident) which appendsits 302-bytecodeto
suitabletargets, modifying theinitial programto ensurethat
theviruscode getsexecuted first. Thereisneither adestruc-
tivetrigger routine, nor arethereany overt messages,
althoughthetext ‘ Goddamn Butterflies isvisibleasplain
text withinthe code. Thereare somesignsthat additional
routineswereconsidered or discarded, butin general the
codeisquitestraightforward, and unlikely to causeproblems
for most anti-virussoftware. Thevirus' only attempt at
concealment ispreserving thedateand timeof infectedfiles.

Operationand I nfection

Oneof the problemsfacing viruswritersisto makethe code
determineitsown locationin memory sothat internal data
areas can be accessed. Thisarises because appending
parasiticviruscodeisinvariably attached tofilesof different
sizes, and can therefore beloaded anywherewithin aspecific
segment of memory.

Self-locationisusually doneby stack manipulation, followed
by creation of areference point. Thisisusually heldina
register, but issometimes stored as data. Butterfly isno
differentinthisrespect, anditsreferencelocationismain-
tained in asingleregister at all times.

Oncethereference point hasbeen established, theoriginal
four bytes of thehost program are copied back to the
beginning of thefile memory image. Whenthisoperation
hasbeen completed, thevirusbeginsitssearch for other files
toinfect. First, acounter is set to zero. Then, asearch request
isissuedto DOSfor filesin the current directory which have
aCOM extension. Thisinitial searchincludesfileswith
attributes of Read Only, System and Hidden. If no matching
filesarefound, processing will returnimmediately tothe
host program.

When amatching fileisfound, it isopened, and thefirst four
bytesareread intothevirusdataarea. Thetargetedfileis
then checked to seewhether theletters* ND’ arethesixth
and seventh letters of thefilename. If so, thefileisclosed,
and processing movesback to look for another matchingfile.
Thispreventsthevirusfrominfecting theusual DOS
commandinterpreter (COMMAND.COM), whichwould
causeafairly swift system malfunction.

Thenext check consistsof examining thefourth byte of the
file (read into memory after theinitial search). If thevalue
O1hisfoundinthisposition, thefileisconsidered already
infected; itisclosed, and processing jumpsback to continue
the search. The next test checksthe size of thetarget file. If it
isnot between 121 and 64768 byteslong, it isdeemed
unsuitable, andisrejected.

Onceafilehasbeen found suitablefor infection, theoriginal
four bytesfrom the beginning of thefileare appendedtoits
end, along with 298 bytesof viruscode. Finally, thevirus
calculatesthe necessary jump distance and writesthethree-
bytejumpinstruction, together withthesingleinfection
indicator byte (of value 01h) to the beginning of thefile,
overwritingtheoriginal four bytes. Thesearchroutinesare
extremely primitiveandfetch only thosefileswhicharein
thecurrentdirectory.

Oncetheinfection processiscomplete, the counter (noted
above) isincremented and checked to seewhether it has
reached avalue of four. If not, afurther searchismade;
otherwise, processing returnsto the host program.

Comments

Thissample program has been downloaded from aBulletin
BoardinItaly (dueto theintroduction of anew law inthat
country, virusexchangethereisnow illegal). When ex-
ecuted, the host program producesthistext on screen:

ATTENZI ONE! !'!

Questo File € infettato dal virus Butterflies
ANNNNNNNNNAN

Il file & stato prelevato dall’area Virus di
Euforia BBs, a cuipossono accedere solo utenti
abilitati, secondo quanto descritto nel

Regol anento del |’ area stessa.

Questo virus € reso disponibile UNI CAMENTE a
scopo di studio. Per eventuali consigli o

del uci dazioni rivolgersi a:

XXXXXXX BBS 24h/ 24 Tel XXXXXXXXXXX (AreaVirus)

[ The name and telephone number of the BBS have not been
reproduced above. Ed]

Thetextisstoredinencrypted form and isdecrypted by a
simplealgorithmwhen the program isexecuted. Quitewhy
thisis so, and what the text means, isamystery to me, but it
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isplainly anindication that thefilecamefromaVirus
ExchangeBBS. It ispossiblethat thetext isawarning: in
that case, it comestoo late, sinceit would not be displayed
until after theincluded virus code had been executed
(infecting up tothreefilesin the process).

Conclusions

Theproliferationof VirusExchangeBulletin Boards, like
viruswriting itself, isasmall part of amuch larger problem.
Theglobal interconnection of personal computershas
enabled information of all kindsto bemadeavailableto
anyonewith asmall amount of timeand money to spare. The
information alonehasnointrinsicvalue; it only gainsvalue
from usage, and that usage can be for good or evil.

Theviruswriter or exchange BBSoperator will happily
propagate maliciousviruscode (under whatever guise) and
then complainwhen othersattempt to protect themselves
against these actions. | nformation in thewrong hands can be
deadly, causing anything from minor commercial lossto
serious damage and death. Thereisno easy answer, other
than educating peopleto adopt abalanced point of view,
accepting that with each right comesan equal obligation.

If anindividual wantsto exercise hisright to become
involvedin anti-virusresearch, then he must accept an
obligationtoprevent theproliferation of virusinformation.
Such obligationsand responsibilitiesshould form anintegral
part of all computing activitiesunder thegeneral title of
Computer Ethics. Anyonenot subscribingtothisview
should beexcluded frominteracting with theexcitingworld
whichiscomputing.

Butterfly

Aliases: None known.
Type: Non-resident, parasitic, appending.
Infection: All COM files between 121 and 64768

bytes long in the current directory
(excluding COMMAND.COM).

Self-recognition in Memory:

None necessary.
Self-recognition in Files:

Fourth byte has a value of 1.

Hex Pattern:

E800 005D 81ED 0BO1 BFOO 018D
B604 01B9 0400 FCF3 A4B4 1A8D

Intercepts:  None.
Trigger: None.

Removal: Replace infected files with clean

originals. Specific disinfection possible
under controlled conditions.

VIRUS ANALYSIS 2

Olympic Games

Mikko Hypponen
Data Fellows, Finland

A new virus, known as Olympic (akaOlympic Aids), has
featured prominently onthetelevision, ontheradio, andin
the newspapersof Northern Europe sincethe beginning of
February. Itsnewsworthy factorsareitsOlympic-theme
activationroutine, and suspicionsthat it had infected the
computer systemsof theLillehammer 1994 Winter Olym-
pics. Fortunately thiswas not the case.

Despite being reportedinthewildin Norway, Olympicis
not of Norwegian origin: itismadein Sweden by anew
virusgroupwhichcallsitself ‘Immortal Riot’.

IntotheUnder gr ound

Swedish soil seemsto provideparticularly fertilegroundfor
raisingvirusgroups: clanslike BetaBoys, Demoralized

Y outh, and the Funky Pack of Cyber Punkshavebeen active
in Sweden inthepast. Thelatest group of viruswriters,
Immortal Riot, seemsto consist of four members, known
only by their aliases, or *handles'. Sofar, thegroup has
published and distributed about thirty viruses, most of which
arenew variants of existing strains. Thevirusesthusfar seen
arenot examplesof technical brilliance; quitethe opposite.
M ost simply crash thecomputer, or manifest their presence
insomeother obviousway.

Immortal Riot also publishesan electronic magazine, Insane
Reality, containing articlesby the group membersand their
associates, source codesof viruses, and back-patting and
back-stabbing of other membersof theviruscommunity. The
group seemsto belittle more than an ego trip for this gang of
teenagers- it seemsto be‘cool’ to beaviruswriter.

Information  Articles Viruses UGA Art

Thecomputer underground getssteadily moreorganised - Immortal
Riot even publishesitsown electronic magazine.

VIRUSBULLETIN ©1994 VirusBulletin Ltd, 21 The Quadrant, Abingdon, Oxfordshire, OX14 3Y S, England. Tel +44 (0)235 555139. /90/$0.00+2.50
No part of thispublication may bereproduced, storedin aretrieval system, or transmitted in any form without the prior written permission of the publishers.



10 VIRUS BULLETIN MARCH 1994

VirusOperation

Olympicisafairly typical COM fileinfector, which doesnot
remainin memory, and spreadsonly when aninfectedfileis
executed. Itsmethod of searchingfor filesfor infectionisnot
very efficient. Once anumber of fileson the hard disk have
beeninfected, it may take half aminuteto find anew victim:
such aslowdownislikely to makethevirus easier to spot.

Whenit findsasuitable candidatefor infection, thevirus
first checksthesizeof that fileto ensurethat theinfected
codewill begreater than 64 Kbytes, thelargest permissible
sizeforaCOM file. Thefirst bytesof thefileare checked for
ajump construct which thevirusisabout to insert. If found,
thevirusconsidersthefileaready infected and startsto
search for another victim. Thisprocessisrepeated until five
filesareinfected.

Thevirusdoesnot check theinternal structure of the host file
whenitinfects. Thus, EXE fileswithaCOM extension will
beinfected by thevirus. When such acorruptedfileis
executed, theviruswill infectsother filesonthemachine,
butisunableto return control totheoriginal program. In
most cases, the machinewill crash.

Theinfection processconsistsof storingtheoriginal first
three bytesof thefileat thefileend, replacing them witha
jump to asetup routine, which the virus addsto the end of
thefile. An encrypted version of theviruscodeisappended
totheend of thefile, and, finally, the virusadds a short
plain-text noteand thedecryptionroutine.

Olympic usesasinglepseudo-random variablekey based on
infectiontimeto encryptitscode. Theroutine useseither the
Sl or DI register aswork-registersinthedecryptionloop,
alternating betweeninfections. Thus, thereareonly 25
constant bytesbetween different virusgenerations. Theseare
located intwo different partsof thevirus. Theencryption
methodisnot truly polymorphic, andisunlikely to cause
problemsfor anti-virusvendors.

Olympic caninfect fileswhich havethe DOSRead-Only
attributeturned on, and will also restore the date and time
stampsof infectedfiles. However, filesgrow insizeby 1440
bytes, whichisvisibleinthedirectory listing. Thevirushas
nodirectory-stealthroutines, asit doesnot stay resident.

Olmypian Trigger

Theviruswas programmed to trigger on the day after the
start of the 1994 Winter Olympics (12 February), and hasa
one-in-ten chanceof activating after thisdate. ‘ Dice-
throwing' isdoneby checking whether thesystemtimer’s
hundredth-of-secondsfieldisbelow 10. Thevirusdoesnot
check thecurrent year. If thetrigger conditionsarenot met,
thevirusreturnscontrol to the host file.

On activation, thevirusdrawsthe Olympiccirclesonthe
screen, displaying commentson the Gamesand its mascots,
Haakon and Kristin. Next, it overwritesthefirst 256 sectors

of thefirst hard disk in the system. To ensuredestruction, the
virusdisablesCtrl-C and Ctrl-Break checking during the
destructionroutine. Finally, themachinehangs.

L illehammernr "’

Whilethevirusoverwritesthefixeddisk, it thoughtfully displays
theOlympicrings- asymbol of cooperationand unity.

Much of Olympic’ scoderesemblesthat of virusesgenerated
withVCL, up to the point of the standard VCL -like note; a
short messagein the end of thevirus, whichisnot displayed
atal. Thevirus notetext reads:. ‘ Olympic Aid(s) 94 (c)
ThePenetrator’. Thisvirusisprobably based onVCL-
created code, modifiedto avoid detection by somescanners.
Asthevirusdisplaysapicturebeforestarting to overwrite
the disk, aware computer users might be ableto switch the
machine off beforethevirushasachanceto overwrite data
areas, makingrecovery mucheasier.

VCL.Olympic

Aliases: Olympic Aids.
Type: Non-resident, parasitic.
Infection: Files with ‘COM’ extension.

Self-recognition in Files:
File starts with a JMP to an offset
1443h from the file end.

Hex Pattern: Due to the short length and large
amount of wildcards, this searchstring
should be used with care.

8D?? 1301 B9AC 0281 ?2??? 2?77?27
??E2 F8C3

Intercepts:  None.

Trigger: One in ten chance of overwriting the
contents of the fixed disk, on or after
12 February, any year.

Removal:  Specific and generic removal possible
under clean system conditions.
Recovery of machines affected by
trigger routine might be possible with

specialist data recovery equipment.
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VIRUS ANALYSIS 3

Shifting Objectives
Eugene Kaspersky

One of the constant features of all virusesto dateisthat they
must infect executable code. However, anew virussent to
mein January breaksthisrule; Shifting Objectivesdoesnot
infect executablefiles, butitisperfectly capableof spread-
ing. Thevirus' infectiontarget isObject modules(OBJ
files). Thesefiles cannot be executed per se, but thevirus
can spread once such afile has been linked to form an
executablefile. In order to understand how thevirusaccom-
plishesthisfeat, we must first examine OBJfilesin more
detail, and gain an understanding of how programsare
writtenand linked.

Insidethe Object File

Shifting Objectivesspreads by taking advantageof the
internal structureof Object files. M ost ordinary end-users
would probably not know what an Object moduleis, because
DOSprogramsareusually distributedintheir executable
form: thisusually means COM, EXE or SY Sfiles(often
combined with asimplebatch fileto makethe user’slife
moresimple). A brief guideto Object filesand their function
now follows, aswithout it, it isimpossibleto explain how
thevirusworks.

Object filesareanintermediate point between source code
(the computer languageinwhich the programmer works)
and executablecode (thebinary instructionsexecuted by the
computer). M ost computer programmerswritetheir codein
high level language (eg. C, C++, Pascal), or assembler. This
source codeisthen compiledinto oneor more Object files,
which aresubsequently linked to form an executablefile. If
the program needsto uselibrary functions, thesearelinked
in at the Object file stage.

Any object moduleisasequenceof variablelength object
records. Thisisshown below:

1stRecord | 2ndRecord Last Record

Each record beginswith aone-bytefield, which specifiesthe
typeof record. Thisbyteisfollowed by atwo-bytefield
containing thelength of the remainder of therecord (in
bytes). Next comesthevariablelengthinformationfield,
which containsthe binary image of code and data, external
references, external andinternal names, addressreferences,
debugging and miscellaneousinformation. Thevery last byte
of the object record isachecksum of itself. Thismeansthat
eachrecord containsthefollowinginformation:

Type| Length InformationField Sum

Themaintypesof object record are:
* 80h - Trandlator Header Record
* 8Ah - ModuleEnd Record
* 8Ch - External NamesDefinition Record
» AOh - Logical Enumerated DataRecord
« A2h- Logical Iterated DataRecord

A typical Object modulebeginswithaTranslator Header
Record (type 80h), and endswith aM odule End Record
(type8Ah). Theserecords contain the nameof the Object
modul e, the addresses of the main routine and itsentrance
point (if required).

External NamesDefinition Record (type8Ch) containsalist
of external namesand nametypesof code and datadefined
inother Object modules.

L ogical DataRecords(type AOhand A2h) contain contigu-
ousbhinary data, or iterated patterns (caused by the presence
of aDUPinstructioninthesource code). That dataiseither
executable codeor program data. Theobject record also
containstwo other fields: the segment index and data offset.
The segment index isthe number of segmentsof thefileinto
whichthe datawill be placed. The data offset indicatesthe
location in segment where dataisto be placed.

How it Replicates

Now that we have aclear ideaof theinformation contained
withinan Object file, it iseasy to seehow it could becomea
target for virusinfection. Oncean Object fileisinfected, the
viruscannot spread until themoment itislinked to forman
executablefile.

Shifting Objectivestriestoinfect Object fileswhichareto be
used to formaCOM file. Thevirusinsertsitself into the
Object filesothat after linking, the COM file startswith the
viruscode. Therefore, whenthisfileisexecuted, control is
passed tothevirus, which becomesmemory-resident.

When aninfected fileisrun, thevirusfirst checkswhether it
isalready installed inmemory, by using an‘ Areyou there?
call. Thisconsistsof calling Int 21h with thevalue FEADh
loadedintothe AX register.

If thiscall returnswith thevalue DOODhin AX, thevirus
assumesthat it isalready activein memory, and another call
ismadeto thememory-resident part of theviruscode. This
consistsof another Int 21h call, withthevalue DEADhin
the AX register. Thiscall causesthe TSR copy of thevirusto
disinfect thememory image of the COM file: thevirusshifts
the host code back toitsoriginal location in memory, and
returnscontrol toit.

If the‘ Areyouthere? call goesunanswered, thevirus
decreasesthe RAM size of the computer, correctsthelast
MCB (Memory Control Block), installsitself to thetop of
memory and hooksInt 21h. Thevirusthenrestoresthe
memory image of the host program and passes control toit.
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Infection of Object Files

Oncememory-resident, thevirusinterceptsthreedifferent
subfunctionsof Int 21h: FEh, used for an‘ Areyou there?
call, DEh, used for host program reconstruction, and 3Eh
(Close_File), usedfor fileinfection. Whenever afileis
closed, Shifting Objectiveschecksthefile’ sextension, using
undocumented system filetables. If theextensionisOBJ, the
virusattemptstoinfect thefile.

Thevirusreadsthefirst three bytes of each object record
withinthefile. Thesethreebytescontain therecordtypeand
length. Thevirus checkstherecord type, andif amoduleis
either theM odule End Record (type 8Ah), External Names
Definition Record (type8Ch), Logical DataRecord (type
AOhor A2h), thevirusinfection procedurecallsthecorre-
sponding infection routine. Inany other case, thevirusseeks
tothenextrecord.

“ Shifting Obj ectives does not

Infect executablefiles, but is
perfectly capable of spreading”

Inthe case of aDataRecord (type AOh or A2h), thevirus
altersitsdataoffset, adding itslength in COM files (983h
bytes) to that offset. Thevirusthen cal culatesthe new
checksum of therecord and altersthe checksumfield, as
well asthe dataoffset field of the object record. Asaresullt,
all datarecordswill have new dataoffsetsafter infection,
and all binary datawill be offset by 983h bytesonlinking.

Shifting Objectivespaysparticular attention to thefirst Data
Record of the OBJfile. If itsdata offset isequal to 0100h
(thiswould bethe casefor an Object file destined to become
aCOM file), thefileisdeemed suitablefor infection. If the
offsetisnot 0100h (that is, the Object fileisnot intended to
be used to form ahost inthe COM file format), the virus
abortsitsinfection routineand returnscontrol totheoriginal
DOSInt 21hhandler.

When the virus has compl eted this process, the data of fset of
first datarecord of infected OBJfilesis04D7h (that s,
0100h+983h, offset 0100h plusthelength of theviruscode).
Asaresult, OBJfilesare not infected twice by thevirus: it
requiresthat infected fileshave an offset of 0100h.

If the next record isaModul e End Record (type 8Ah), the
virusreadsthisrecordintoitsinternal buffer and writesa
new DataRecord rather than the original Module End
Record. Thisnew DataRecord containstheviruscodewith
dataoffset 0100h, so on linking, that record will be placed at
thefilebeginning. Thevirusthenwritestheoriginal Module
End Record at the end of the Object file.

Trigger Routine

If thevirusfindsan External NamesDefinition Record (type
8Ch), it checksthe system timer (theword at the address
0000:046C). If thetwo lowest bitsare zero, thevirus callsits

trigger routine. That routine shiftsthe screen and displays
themessage:

Shifting Objective .0BJ Virus (c) 1993 by

St ormbri nger Kudos for The Nightrmare for his
i deas and cool ness.

Greets go out to Phal con/ Skism Urnst Kouch,
Mark Ludwi g, NuKE, and everyone else in the
comunity.

Thevirusthenwaitsfor akeystroke, onwhichit returns
control toinfectionroutine.

Problemsand Possibilities

Thevirus hasabug which can causeirreparable damageto
somefileslinked usinginfected Object files. Shifting
Objectivesiscapableof functioning correctly only froma
host whichisinthe COM fileformat. However, thereis
nothing in an Object filewhich provesthat it isintended for
useasaCOM file. Thevirusdecideswhether to infect a
particular fileby examining the dataoffset field of thefirst
DataRecord. Thereisno reason why thiscannot be 0100hin
the case of an OBJfileintended to create an EXEfile. This
isafundamental flaw inthevirus.

Evenwith thisin mind, Shifting Objectivesdoesposerather
aproblemfor those marketing genericvirusdetection
packages. Traditional generictechniquesrely onthevirus
carrying out an operation which revealsits presence, such as
opening an executablefilewith read/writeaccess. Thisvirus
will circumvent many of these checks, potentially makingit
difficulttoprevent.

Shifting Objectives

Aliases: SOBJ.
Type: Memory-resident parasitic file infector.
Infection: OBJ files only.

Self-recognition in Files:
See text.
Self-recognition in Memory:

‘Are you here?’ call consists of Int 21h
with AX=FEADh. Checks for a return
value of DOODh in AX.

Hex Pattern:

B8AD FECD 213D 0DOD 7503 EB54
908C D848 8ED8 812E 0300 8000

Intercepts: Int 21h for infection and trigger routine.

Trigger: Shifts the screen and displays mes-
sage.
Removal: Under clean system conditions identify

and replace infected files or recompile
the sources.
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TECHNICAL NOTES

Virus Testing and Identification
Fridrik Skulason

WhatisaVirus Test Centre (VTC)? The nameissomewhat
misleading, asthe main function of aV TCisprobably not to
test viruses- any testing probably involvestesting of anti-
virusprograms, inparticular: scanners.

Producersand usersof anti-virusproductsgenerally agreeon
theneed for anindependent test centre, but unfortunately no
organisation existstoday whichisableto dothisjob
properly, although somearebetter than others.

RunningaV TCismorecomplicated than merely collecting
afew thousand viruses, running several scannerson that
collection, and reporting theresults. Many current (and past)
VTCshavenot been abletofulfil their original intention, but
thereasonsfor their failuremay differ. Therearemyriad
groundswhy aVTC might fail: some of themorecommon
problemsfacingthewould-bereviewer arelisted bel ow.

I nsufficient Resour ces: Doing seriousfull-scal etesting of
anti-virusproducts, aswell asmaintaining aviruscollection,
isnot something which one person can do asapart-timejob:
adedicated full-timeresearcher with acoupl e of part-time
assistantsisrequired. Thebasic cost of running evena
modest test centreisaround £50,000 per year: wherewill
that money originate?

It might be possibleto obtain grantsfrom the government or
fromacomputer industry organization, but frequently the
VTC either chargesthe manufacturer for testing, or charges
possible buyersfor thetest results. Thiscanleadtoa
‘chicken-and-egg’ problem - nooneiswilling to pay for the
testing, unlessthereis someassurancethat it will be
properly done, but performingthetestingisdifficult unless
fundingisavailable.

Incompetency: A dedicated researcher isnecessary - but
alone, insufficient. He (or she) must al so be competent.
Unfortunately, the‘research’ of several VTCshasinthepast
fallen short of this. Thelevel of competencecan generally be
determined by viewingtheviruscollection quality - arethere
numerousnon-viruses, droppers, and corrupted sampl es, or
haveall thefilesbeen ‘weeded’ and classified properly?

Obtaining aviruscollectioniseasy - maintainingitisnot. In
some casesthere has been an amazing neglect of fundamen-
tal issues. For example, when two samples contain the same
virus, thefact that aparticular scanner does not identify the
samplesasidentical doesnot automatically mean that the
test-setscontain different viruses: the scanner may bewrong.
Conversely, evenif ascanner claimstwo samplesare
identical, it does not mean that they contain the samevirus.
Theonly way to be certain about the contents of atest
sampleistoanalyseit.

Another problemariseswhenthecollectionincludesfiles
which causefalse alarmson aparticular scanner. Inthis
case, thescanner whichisincorrect will look better (after all,
it detectsavirus!) than the other productswhich perform
correctly and do not detect anything. A personwhoisnot
abletoanaysevirussamplesinorder to resolve problems
likethese hasno businessrunningaVTC.

Biasand Fraud: A VTC mightrely on anti-virus producers
for asteady virussupply. If thisisthe case, thecollection
will haveabiasbuiltintoit whichisdifficult toremove. Itis
possibletoallow anti-virusdevelopersfull accesstothetest-
set, but that can al so be abused - there are several cases of
anti-virusproducts detecting only afew of the samplesof a
particular virus; just enough to detect all samplesincludedin
aspecifictest-set.

Theother extremewould beto deny all accessto thetest-set,
but then another form of abuse becomes possible: an
unscrupulousanti-virusproducer might construct aset of
new virusesand submit themtoaV TC, knowing full well
that other anti-virus productswill be unableto detect those
viruses. Thelevel of distrust which hasexisted inthe anti-
virusindustry sincethebeginning, and theunwillingness of
certain anti-virusproducersto cooperatewith someof their
competitors, meansthat there can beno simplesolutionto
thisproblem.

“no oneiswilling to pay for the
testing ... but performing the

testing is difficult unless funding
Isavailable”

Lack of Trust or Security: There have been caseswhere

V TCshaveallowed untrustworthy individualsaccesstoa
significant number of viruses. Thismay beafactorinthe
seepageof someviruses, supposedly availableonly tothe
researchcommunity, tothe‘ underground’ . Often, this
leakage was caused by lack of experience on the part of
those peoplehandlingtheviruses: someV TCsexchanged
virusesfreely withanyonewillingto providethemwith
sampl es, whenthey discovered that many anti-virusdevel op-
ersare somewhat paranoidin thisrespect.

Unfortunately, someof theindividual swhowerefreely
willing to sharetheir virus sampleswith the VTC turned out
to benothing but collectorswho exchanged their samples
withtheir favourite VirusExchangeBBSs.

Thisdoesnot mean that itisimpossibleto get aVTC which
cando aproper job. However, independent testing and anti-
virusproduct comparisonsaremuch moredifficult than
many who have attempted to enter that field seemtorealise
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The ABC of Virus Names

When naming agroup of viruseswhich areclosely related -
i.e., they belong to the samefamily, havethe sameinfective
length and differ by only afew bytes- the usual practiceisto
givethem namesendingin A, B, C, etc. Thisworkswell for
thefirst 26 variants, but what happens after Z? There are no
morelettersin the English al phabet, so adifferent approach
isneeded.

Theproblemwasignored until recently: unfortunately, the
number of insignificant minor virusvariantskept growing.
For instance, at the moment there are 96 variants of Jerusa-
1em.1808, 39 variantsof Vienna.648 and 33 variants of
Burger.560. Other virusesare now also approaching this
limit - thereare at present 22 1701 byte, and 20 1704 byte,
variantsof Cascade.

The solution was simple - after reaching Z, new variantswill
takeatwo-letter identifier, startingwith AA and AB, and
goingupto ZZ. Thisgives 676 additional names, and,
shouldthat limit ever bereached, the obvious solutionwould
betouseAAA-ZZZ.

Another new naming convention hasbeen adopted this
monthinthe IBM PC Viruses (Update) [seep.4. Ed]. All
virus names containing aspacewill now include an under-
scoreinitsplace. Thismeansthat instead of the Dark
Avenger virus, wewill now havethe Dark_Avenger virus.
Thebenefitsof thismay not beobvious, but it resolves
certainambiguities. Also, writinganamelike‘ The_Rat’
simply looks better than writing about ‘ the The Rat virus', at
least from my personal point of view [

Identification versus Detection

Thequestions* How many virusesdoesscanner X detect?
and‘ How many virusesdoesscanner X identify? seemvery
similar, but thereisone major difference: itispossibleto
answer the second query but not thefirst.

Identification of avirusincludesdetection, of course, but
alsotheability to determinetheidentity of thevirus. The
number of viruseswhich can beidentified can bedetermined
(atleast by the author) by counting thevirusesto which they
haveaccess.

Theseareidentifiedin different waysby the scanner, butitis
impossibleto determineexactly how many virusesthe
scanner will detect: an unknown variant could exist which
the scanner might detect, andidentify (incorrectly) asan
older, already knownvirus. That unknown variant would
then presumably not beidentified correctly by thescanner.

Therefore, itismeaninglessto claim, ‘ Scanner X detects
2345viruses', but claimslike* Scanner X detectsmorethan
2345viruses' or ‘ Scanner X identifies2345viruses' areeasy
todefend. Itisalso possibleto make more detailed claims;
for example: ‘ Thisversion of scanner X identifies 3249
differentviruses.’

Thisstill needsexpansion: ‘ Of those, 1079 areidentified
exactly (i.e., evensingle-bit changes shoul d be detected), but
the other 2170 should be detected with sufficient accuracy to
avoid corrupting themwhen disinfecting, because of
misidentification. Inaddition, scanner X can detect viruses
belonging to 193 other families, where no attempt ismadeto
identify theviruses, giving atotal of 3442.

Unfortunately, detailed claimslikethisdo not fit on asmall
sticker on the front of the package, but a phrase such as

‘ Detects5000viruses' or even‘ Detectsall known viruses
will - andlooksimpressive.

Speed and Accur acy

Four years ago Padgett Peterson said (and isstill saying
today), ‘ People need afast something detector and arigorous
what detector.’ (i.e. avery fast scanner, and an exact, not
necessarily fast, identifier): | personally agree- however,
thereisno reason why thosetwo detectors should be
different products.

“ Independent testing and anti-
virus product comparisonsare

more difficult than many ... seem
torealise”

Most PCsare not usually infected with viruses. When they
are being scanned for viruses, afast scanner isobviously
preferable- nobody wantstowait for an hour every morning
whilethehard disk isbeing checked. However, if the
machineever gets hit by avirus, scanning speed becomesa
minorissue.

What really mattersiswhether the scanner can accurately
determinetheidentity of thevirus: thisisan absolutely
necessary conditionfor attempting disinfection. Inother
words, virusdetection speedisimportant - virusidentifica-
tion speed isnot. It therefore makes senseto try to optimise
scannersto minimisethetime spent onfindingif thereisa
virus, even at the cost of asignificant slowdownwhena
virusisfound.

However, thereisonesmall but important group of users
who dislikethisapproach - reviewerswho run scannerson
their collection of samples, and complain about the speed.
Unfortunately, what they do not seemtorealizeisthat it
does not make senseto check speed and accuracy at the
sametime. Instead of spending resourcesintryingto
increasetheidentification speed, it would perhapsbe better
totry toeducatethereviewers.

Virusidentification hasbecomeasimportant asdetection: as
shown, they can betwo compl etely different things. Para-
mount, even more so than speed in ascanner, must be
identification - without thisany anti-virusproduct must be
considered useless[]
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TUTORIAL

Viruses on Unix Systems

James Beckett

Todate, theworld of theviruswriter and anti-virus product
author hasrevolved largely around thel BM PCrunning
MS-DOS. Despitetheinherent limitationsof theoperating
system (single-user, single-tasking) and thegrubby but
necessarily backwards-compatiblememory schemeof the
CPU, the combination has become thede facto standard
worldwide. IBM’ srel ease of PC specifications, and encour-
agement of third-party hardware, meansthat aprogram
carefully writtenfor the PC will run on any of millions of
small, cheap machines.

Thisone fact makesthetask of theviruswriter possible -
although many virusesare not written carefully, most will
propagate unhindered through thevast user-base. Other
businesssystemsare, through their normal accesscontrol
mechanisms, better protected agai nst attack. However, such
systemswould be by no meansimmuneif targeted.

PC virusesinfect programs by adding codeto afileinsucha
way that it will gain control whenthat program isexecuted.
Under DOS, thereisno way to prevent filemodification -
any running program has compl ete control of thesystem. All
|oaded programs can examine and modify any part of
memory. Virusand anti-virus TSR play an escalating game
of CoreWars, with total control of the PC asthegoal.

ProcessContr ol

Multi-processing systemsimposerestrictionsat ahardware
level. Subject to appropriate system software, many CPUs
(including the Intel 386 and above) canrunin User and
Supervisor modes, wherememory protectionisavailable.
Multipleapplicationsrunin User mode, and cannot access
memory used by other programsor by the operating system,
which runsinthe privileged Supervisor mode and has
exclusiveaccesstothefull resourcesof thesystem.

M ulti-user systemsrequireuserstoidentify themselvesby
loggingin. Thisidentity isthereafter associated withall
processes created on behalf of that user. File controlsallow
access based on file owner (the user who created it), the
owner of the processrequesting access, and permissionson
thefile. DOS hasaminimal implementation of file
permissions, designedto prevent accidental erasurerather
thantoimplement security. TheRead-Only flagisadvisory:
any DOS program, including avirus, can overridethis.

Unix AccessContr ol

Under Unix, access control requiresthe user to supply an
identifying name and apassword beforeletting theuser in.
Then, fileprotectionsembody threekindsof controlsfor

three setsof users. Theseare Read-permission, Write-
permission, and Execute-permission. They apply respectively
tothefile owner (itscreator), adesignated group of users,
and‘everyoneelse'. Typical filepermissionsmight be:

 User may read or write, with no accessto group or other;

» Read-writefor user, read-only for group - e.g. sharing a
report within adepartment but not allowing change;

 Read-write-executefor user, execute-only for groupand
other - aprogram which you wish to make availableto all
users, but of which you do not want to make multiple
copiesavailable.

All file permissions can be set or reset only by thefile owner
or thespecially-privilegedroot account, used by thesystem
supervisor. Disk accessisarbitrated by Supervisor-mode
operating system softwareand cannot bedirectly manipu-
lated by applications.

Trustand M anagement

Inorder toinfect afile,aDOSvirusmust find awritable
executableand modify it. If all executablesinaUnix system
are not writable by the user, the virus cannot makethe
modificationsrequired, becauseexecuted programsdo not
have compl etecontrol of thehost machine. Onefallback
solutionfor theviruswriter isto create new executablesin
writabledirectoriesin the hopethat someonewill runthe
program. The chance of this can beincreased by naming the
fileafter acommon system utility likels(list files) or cp
(copy files), and by puttingitinadirectory knownto beon
users' search paths, suchas /usr/games- sometimes|eft
writableonrelaxed systems.

“ The ultimate coup would beto
have the super-user root run an

infected program, at which point
the virus could do anything”

Any virusmust either rely on such poor management and
trust, or crack system security to get better privileges. Both
approaches have no defenceat all under DOS. No manage-
ment canenforcewrite-protectionif thesystemitself cannot,
and‘DOS Security’ issimply anoxymoron.

Fileinfectionisatransitive process, and under multi-user
systemsanew facet isintroduced. When thevirushas
infected all it can under the permissions of one user, it can
continuethe process: another user may have accesstofiles
and directoriesthefirst did not. Thus, thevirusgains
privilegesasitinfects. The system permitsuserstotrust
each other, and isthe basisfor many system attacks.
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How can one protect against this? Checksshould becarried
out to ensurethat common directoriesarenot world-writable,
and checksums could betaken of standard utilities. Virus
preventionislargely aquestion of good default options- the
PATH shouldlook in standard system directoriesfirst, and
thecurrent directory last, if at all.

UltimatePower

A smart viruscould check thelevel of privilegeit hasbeen
accorded at each stage and usethisasatrigger condition.
Theultimate coup would beto havethe super-userroot run
aninfected program, at which point theviruscould do
anything, even compileaTrojanintothekernel or system
utilities. Also, being accorded system privilegespresentsthe
opportunity to spread rapidly over network links, andto hide
thevirus' existencefrom other system programs.

In the newsthis monthisjust such acase, though by auser-
controlled program rather than by avirus: having attained
root privilegeonamachine, theNIT (Network Interface
Tap) facility was used to snoop on raw network dataand
intercept usernames and passwords as userslogged in across
aremotelink. Theinformation trapped can beused by a
virusto log onto other machinesitself, and propagatefurther.

Here, NIT isnot really the security hole, asitisused by
several system programs; accessibility of the network datais.
A user with hisown PC could snatch datain just such a
way. Systems such asKerberosare designed for system
authentication and encryption of network traffic,andare
availablefor several Unixvarieties.

Thesuperuser isall-powerful inaUnix system; auser (or
virus) which gainsthis power hasthe run of the computer.
Dependingonlocal configuration, nearby systemsmay trust
each other and so may al so be compromised. However, the
problemsof trust are being addressed morerapidly, and
many systemshave aminimal dependency on each other
without limiting | egitimate use. Workstations are aweak
point, so serversdo not typically allow root on aworkstation
unlimited accesstotheir ownfiles.

Certaininbuilt system featurescan work for thevirusrather
than against it. rdistisaprogram designed for keeping a
closegroup of similar machinesup to datewith system
software, and certain directorieson adesignated server are
checked for new copiesof programsbeing added: theseare
automatically distributed to other machinesinthegroup. If a
viruswereto get into such adirectory on the server, the
systemwould happily propagateit, with the other systems
colluding andtrustingtheserver. Conversely, if thevirus
found itsway into the corresponding fileonaclient, it might
beoverwritten when the client was updated.

System Security

Tomakeareal impact, aviruswould haveto embody
knowledge of how to crack security onthetargeted system.
Therearemany bugs, or moreusually configuration or

management problems, which provideinroadstogain
unauthorised power. Adept university students, andUnix
professionals, havefor yearsknown of problemswhich, for
onereason or another, thevendor hasnot fixed. Some of
these people have areputation for being ableto crack the
system at their leisure. The problemsarebeing rectified, but
if avirus could be embodied with knowledge of enough
bugs, many systemswould succumb to at |east one.

That said, any such problem could bereactively fixed
without disrupting systemusability. Any worthwhile
amendmentsto DOSto prevent viruseswould either be
circumventable or result in asystem which simply was not
DOS, and many legitimate working programswould break.
Many Unix problemscan be solved merely by changing
accesspermissionsor by simplekernel modifications.

Filelnfection

I nfection of aUnix executablewould proceedin muchthe
sameway asaDOSEXE file. The header informationis
available on most systemsand isin someways simpler than
theEXEformat:

/* format of the exec header
* known by kernel and by user prograns
*/
struct exec {
unsigned long a_magic; /* magic nunber */

unsigned long a_text; /* size of text seg */
unsigned long a_data; /* size of initialized data */
unsigned long a_bss; /* size of uninitialized data */

unsigned long a_syns; /* size of synmbol table */
unsigned long a_entry; /* entry point */

unsigned long a_trsize; /* size of text relocation */
unsigned long a_drsize; /* size of data relocation */

I

#define OVAG C 0407 /* old inpure format */
#define NMAG C 0410 /* read-only text */
#define ZMAG C 0413 /* demand | oad */

A small virus couldfit in the space between program
segments, or, with more complex codeto restore the state of
thehost’ senvironment when done, add itself to the code
segment. ‘Magic numbers’ at the start of thefileindicate that
thefileisexecutable- Unix doesnot useafileextensionto
designatethat afileisaprogram.

Depending ontheprocessor and memory-management
system used, it might not be possiblefor aprogramtoread
itsown code segment or execute code fromitsdata segment,
and avirus might haveto carry two copiesof itself, or to
resort to file accesses. Once again, thismakesthejob of the
viruswriter moredifficult.

Architectur eLimitation

Probably thebiggest barrier to viruspenetration of Unixis
thediversity of systemarchitecture. Whilethesystem call
interfaceinahigh-level languageisclean, simple, andfairly
constant between versions, compiled code may bevery
different, depending ontheunderlying hardware. A virus
would havetotarget aparticul ar hardware/system combina-
tion, or carry several versionsof code. Thesameproblem
doesnot exist in DOS, asbinary programs are designed to be
runacrossdifferent machines.
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The Unixcommunity distributescodein sourceform, which
tendsto help guard against infectionsby pre-compiled
viruses. A viruscould only beintroduced by trojanised
sourcecode, which can beinspected beforeuse.

Thearchitectureproblem canbelargely sidestepped by using
ashellscript program, whichisan ASCI| text file containing
commands. Unlikethe DOS batch system, there are power-
ful featuresfor filemanipulation, processcontrol, expression
calculation, etc. A simpleviruscan bewrittenin shellscript
alone, and experiments have shown such avirusto be
reasonably effective. However, itscodeisimmediately
visibleto anyonelooking at thefile. Thisistheonly form of
Unix virusyet seen, presented in apaper by Tom Duff of
AT& Tin Computing Systems, Spring 1989.

Boot Pr ocesses

Tocoverfully thepossibility of virusinfection, theUnixboot
process should be considered inthe sasmeway asDOS. Itis
worth noting the rise of PC-based Unix platforms, and
drawing adistinction between DOSvirusesand BIOS boot
viruses. A DOSvirusrelieson thefile servicesof DOSto
propagate, whereas M aster Boot Sector virusesonly rely on
the PC’ ssystem-independent boot processto gain control,
and the BIOSto propagate.

“ having attained root privilege
on a machine, the NIT facility

was used to ... intercept
user namesand passwords’

Onceitsboot processiscomplete, DOS usesthe BIOSfor its
disk accesses: thusaboot virus spreadsto other floppies. If a
Unix-based PC isbooted from an infected disk, thevirushas
immediatecontrol, and couldtrigger - Michelangel o, for
example, would happily destroy aUnix hard disk.

Fromthenon, avirusdesigned for BIOS/DOSisin jeop-
ardy: asUnix providesitsown disk routinesand ignoresthe
unsuitable BIOS ones, the viruswill not spread. WhenUnix
startsup, theviruswill become afish out of water.

Inaconventional Unix machine, the boot processstartsin
the EPROM program provided by the manufacturer. Any
devicecan bespecified for booting: opentape, cartridge,
floppy disk, hard disk, or network aretypical options.
Usually thisisset in hardwareto point to the hard disk,
althoughthiscan often beoverridden. A bootablefloppy
disk would be an easy way for avirusto gain entry ona
workstation, though on anon-PC-based Unixit would
usually require collusion on the part of the user.

When booting from the hard disk, the disk boot program
loadsin thefirst sector of thedisk to afixed point in memory
and hands control toit. Thisthen|oads several more sectors
of boot program from theroot partition; enoughto under-
stand the basic structure of the boot disk. Thekernel file

‘\Unix’ can then beloaded and run. Thisisthe heart of the
system, implementing all the processcontrol and fileaccess
mechanisms. M odifying thekernel would beapotential
infection technique, but would requiremuchmachine-
specificknowledge.

Many system programs are then started and |l eft running in
the background to control and monitor the system, and these
usually haveroot privileges. Any of thesearepotential
targetsfor avirus.

All theseareas should be protected against modification. The
system filesshould only be modifiable by root, and any way
of gaining unauthorised root privilegesshould beprevented.

Theend of the chainisthe user command processor, or shell.
Thisacceptsinput from the user and initiatesthe running of
requested programs. Therearemany situationswherea
program other than the one the user intends can berun, e.g.
the PATH problem of writabledirectoriesdiscussed above.
Privileged programscan also betricked into doing things
they should not, or giving theuser higher privileges.

Prevention and Detection

Tom Duff proposed acountermeasureinvolving changing
themeaning of the‘ execute’ flagonfiles. Thishistorically
means simply that aprogram has been fully compiled and
linked: ‘ permissionrather than certification’ . Duff suggested
that an authority should examineall filesto check that they
should beaccorded certification, and that any modification of
acertifiedfilewouldloseititscertification. Thisprocess
seemsnot yet to have beenimplemented.

Other kernel changescouldimplement achecksumming
mechanism to ensurethat filesare unchanged from a
certified‘ clean’ state. Bothwouldimpedesomeonedevel op-
ing new softwareunlessthey aregiven aspecial ‘ certify’
program, the use of which could belogged.

Conclusion

In summary, it can be seen that there are anumber of factors
which limit the spread of computer viruses on theUnix
platform. Theprincipal hurdleapotential viruswriter must
overcomeisthat posed by the security builtintoUnix: a
processrunswith the same privileges asthe user who
createdit. Under DOS, any programiseffectively root.

Secondly, thevast array of different hardwareconfigurations
onwhich Unixrunsforcesany successful viruseither to
[imit the machines uponwhichit will function, or spreadin
ahighlevel languageform, bethat shellscript or C. Once
again, thismakesthe process of writingaUnix virusvastly
moreinvolved than the 100-byte programsfoundin DOS.

Although Unix has, by and large, escaped virus problemsto
date, that situation may changein thefuture. Evenwiththe
difficultiesoutlined above, itispossibletowriteaUnix
virus; it seemslikely that such an undertaking will be highly
attractivetoalargely Unix-based computer underground.
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PRODUCT REVIEW 1

CPAV for NetWare

Jonathan Burchill

Central Point’ sAnti-Virusfor NetWare(CPAVNEet) claims
toprovideacompleteoperating environment for virus
detectionand protection. The packageisdesignedto protect
both thefile server (or servers) and DOSworkstations, and
providesamessage management and alert system. File
server-specificprotectionisprovided by NLMs(NetWare

L oadable M odules), whilst DOS, Windowsand Macintosh
workstation protectionisprovided by amixtureof worksta-
tion-based scannersand anti-virus TSRs.

Central Point claimsto haveincreased thefunctionality of
CPAVNEt 2.0, and the product now containsanumber of

new features, including Central Alert, aserver-based
packagewhich generatesalert signalswhenever the server or
aworkstation detectsaproblem, and Central Setup, which
canforceuserstorunCentral Point’ sworkstation packages.
CPAVNEet soundslikean M1S Manager’ sdream. Doesit live
uptothisinthecoldlight of day?

Installation

Thepackage containsversionsof thesoftwarefor different
platforms(seebelow), awell-indexed manual, and assorted
bumph. Overall, thequality of thedocumentationisexcellent
intermsof installing, configuring and using the software. It
does, however, lack any real detail ontheprocessesinvolved
on detection and protection, making it difficult to assessits
truestrengthsand capabilities.

The packageincludesCPAV for DOS NetWare, Macintosh
and Central Alert. The DOS and NetWare softwareis
supplied on both 3.5-inch and 5.25-inch media. | was not
abletotry theMacintosh software, so theremainder of this
review concernsonly the DOSand NetWarecomponents.

Most of the programsare supplied in both DOS andWin-
dowsversions. Thefunctionality of thetwoisidentical, and
itisreally amatter of preferencewhichclientisused. All
installation and configuration of theNL M iscarried out from
aDOSworkstation. Thus, beforeinstallingthe NLM, itis
necessary toinstall the DOS software and check that the
workstationisclear of viruses.

TheNLMsrequirethat the server hasat least 8M B of RAM
andisrunning NetWare 3.11 or later (including NetWare
4.0x). No supportisofferedfor older 286-based fileservers.
Central Pointallowsseveral serversto beprotected at once.
Todothis, the protection NLM isloaded on every server,
whilst amaster NLM and the optional Central Alert NLM is
loaded ontothe‘ Master server’. Thisability tolink several
serversinto oneor moregroupsisextremely useful, allowing
centralised control of multipleservers.

Wheninstalling the server software, the user must belogged
inasSupervisor. Thiscondition satisfied, theinstall program
copeswithall theconfiguration details, and optionally
modifiestheserver configurationtoloadtheprotection
NLMsautomatically on powerup.

Onceinstalled, theproductisvery modular. | shall therefore
consider each part of the product inturn, beforegoingonto
discussthevirusdetection capabilitiesof the system.

CPAVNET: Operationand Options

Although each server displaysacontrol screen onthesystem
console, thepackageisdesigned to be controlled and
configured fromaworkstation, usingthe CPAVNET
program. Asstated earlier, both the DOS andWindows
versionsof CPAVNET offeridentical facilities, withalmost
identical interfaces. TheDOSversion offersthenow
standard Central Point DOStext GUI (if such aconcept
exists), allowing both keyboard and mousecontrol.

When using CPAVNET, theuser isin effect loggedinto a
domain (defined at installtime) of servers, withinwhichitis
possibleto select and configureindividual servers. This
centralised control facility istheconcept whichwill allow
viruspreventionfor an entirecompany to becarried out from
oneterminal.

Twotypesof virus-specific detectionareoffered, together
with two methods of checking. Filedetectionisbased on
bothlooking for known virussignaturesinfilesand option-
ally usingthe‘virusanalyser’ software, whichlooksfor
suspiciousinstruction sequences. Filechecking may be
carried out aseither real-time, scheduled or both. Real-time
checking can be set to monitor incoming and/or outgoing
filesfor any combination of DOSand Macintoshviruses.

Thelist of filesscanned can be configured by extension, by
exceptionlist, and by inclusionlist. Central Pointrecom-
mendsthat thevirusanalyser overheadisnotincurredin
real-timescanning. However, onmy trial server, it added
suchlittleoverheadthat | would seriously consider changing
thisoption fromthe default setting.

Schedul ed scanning can beeither periodic (e.g. Monday and
Friday at midnight), or interval based, such asevery 2 hours.
On compl etion of aschedul ed scan another NLM (for
instance abackup NLM) may beloaded and executed.

CPAVNET also allowsseveral actionsto betakenon
discoveringavirus. Theseinclude specifyingtowhoman
alert message should be sent (thefile owner, the last updater
of thefileetc.) and what to do with theinfected file. Options
forinfected filesincludedoing nothing, deleting thefileor
movingthefileto apre-designated directory. Moving thefile
isanexcellent option (especially for product reviewers!) as
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thedirectory towhichitismoved can be set to have no
public accessrights, thusremoving thefilefrom further
accesswhilstretainingit for later analysis.

Theresultsof NLM activity and reportsfrom theworkstation
software (seebelow) are sentto aserver-based logfile,
which growsat an alarming rate, and can quickly become
enormous. Therefore, Central Pointhasincluded various
optionsfor purging of old recordsand filtering the contents
toshow specificinformation.

Onemajor gripeisthat noinformationisprovided onthe
structureand typeof informationinthelogfile, thusprevent-
ing third party report generatorsfrom being used. Thisis
inexcusable and should be remedied as soon aspossible.

Central Setup

Central Setupautomatestheinstallation and configuration
of the DOSworkstation software, and addsaCINSTALL
linetothe server SY STEM login script. Asauser logsin,
Central Setupisableto verify that the user isrunning the
specified protection TSRs, copy new onestotheworkstation
if they are either missing or out of date, check the WIN.INI
and AUTOEXEC.BAT configurationfilesandreboot the
user’ sworkstation if required, so that the changesareforced
tohappen.

Itispossibleto excludeloginsuntil workstation softwareis
correctly installed and active. Central Setupalso offers
configuration of thetime period betweenworkstation scans.

Theseoptionsapply to groupsof users. Thisgrouping isthe
same asthe standard NetWar e groups as configured on the
fileserver. | am not convinced thisisthe best way to classify
users: itispossibleto except anindividual from the group
reguirementsbut not possibleto set specific requirementsfor
anindividual (only for the group to which he/shebelongs). |
would havethoughtit morelikely that protectionrequire-
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Theprincipal strengthof CPAVNEetisitsexcellent control facilities,
alowingtheentirenetwork to beconfigured from oneworkstation.

ments should be set according to the hardware of the specific
workstation (unlikely to bereflected intheNetWaregroups),
and standard Novell security used to control whologsin
fromwhere.

Central Alert

Central Alertisan NLM which can receive messagesfrom
Central Point packagesand then carry out apredefined alert
action. Thepackageswhich send messagesincludeCPAV
for NetWare, DOSand Macintosh, DiskFix, Build Emer-
gency Disk, Disk Optimizer, VSafe and Vwatch. Alertsare
ononeof fivelevelsof severity, and at each level may be
sent to any combination of Electronic pager (both al phanu-
meric and numeric), NetWar e broadcaststo specific work-
stations, alog file, MHS Email, or SNM P messages.

Likethescanner logfile, Central Alertallowsthelogfileto
befiltered and displayed in anumber of ways. Once again,
no detailsof thelogfile structureisgiven.

CPAV for DOS

Workstation protectionisprovided by CPAV Version 2.0for
DOS. Asthishasbeenreviewed inVirusBulletinin full
(VB, August 93, pp.16-19), | will limit myself to abrief
overview of thefacilities, noting the changeswhich occur
when this packageisrun on aprotected network. Protection
consistsof anumber of components. Firstly, thereisCPAV,
the Central Point file scanner and immunizer, thenthe TSR
utilities Vsafeand Vwatch, whichlook for virusactivity,
Bootsafe, autility which hel psguard against boot sector
infection, and ascheduler, to configure unattended scans.

Thescanning utilities, liketheNetWarecomponents,
providethe same detection optionsasthe NLM. Inaddition,
the scanner isabletolook into filescompressed using
PKLite, PKZIP, LZEXE and ARJ. Theworkstation software
isalso ableto comparethefileagainst anintegrity database
built fromtheoriginal file' sdate, time, size, attributes, and
checksum. No informationisgiven about how thechecksum
iscalculated, or how reliableitis.

Thescanner will attempt to clean aninfected file, and also
allowsfilestobe‘immunised’ againstinfection - this
consistsof adding circa1lK of extracodeto theexecutable,
supposedly to hel p theexecutablediscover it hasbeen
infected and heal itself. | find thisprocedure somewhat
dangerous, and am rather sceptical of it.

Theeffect of running the softwarewithinaprotectedfile
server domainistwofold. Firstly, if Central Setup hasbeen
used, the configuration and operation of the softwareonthe
workstationischecked at every login. Secondly, various
componentsof theworkstati on software can send alertsand
statusreportstothefileserver.

Asseveral reviewershavealready remarked, CPAV hangs
themachineif it discoversalot of infected files. Thiswas
either acomplete crash, or variouserror messages such as
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‘fatal error writingdrivec!”. Playing with configuration
optionsaltered the point and nature of the crash, but | was
never ableto run the softwarewithout it hanging. Intheend,
I did get someresults by presenting the Standard test-set to
the scanner in small sections. Thiswasacomplete pain, and
isunacceptableintherea world. ComeonCentral Point -
fix theproblem!

Detection Results

Asthetest results show, the scanner is passabl e on both the
Standard and the In The Wild test-sets. The NLM missed 19
samplesfromtheln TheWild test-set, including Satanbug
and Todor, and all five samplesof Tremor - not very inspir-
ing results, but not disastrous either. When run against the
Standard test-set, the resultswere more encouraging, with a
total of only 15 missedfiles.

Theresultsfromthenewly expanded Polymorphictest-set
were also not as good asthey could be: CPAV missed 87
samplesfrom both the M utation Engineand Uruguay .4
sectionsof thetest-set.

Theworkstation softwaresimilarly inthedetectionresuilts,
finding 213 infected samplesin the Standard test-set. This
roseto 219 with thevirusanalyser turned on. Comparing the
resultsfor the signature detector and thevirusanalyser
showed that the analyser found about 70% of theviruses
which the signature detector found, plusahandful whichit
did not. Thusthevirusanalyser providessomelevel of
additional protection agai nst unknownviruses.

Asafinal test, | took three viruses the scanner had missed -
Todor, Pitch and Power - and executed them. Only Pitch
produced complaintsfrom Vsafeasit attempted to modify
theexecutable, memory and COMMAND.COM. Todor and
Power wereallowedto executewithout complaint, though
subsequent scanning with CPAV showed several filesas
infected with an‘unknownvirus' (Ohwell, off tofind the
clean boot disk). Given that theNetWar e scanner did not
score 100%, it would be possibleto spread aninfectionfairly
widely beforeit wasdetected. Certainly, thisshowsthe
importance of regular use of ascanner and achecksummer.

Thequestion of overheadswhen scanning under NetWareis
atricky one, which cannot befully addressed without some
comparativeresults. | will thereforeholdfireon thisaspect
of the scanner - afull NLM comparativereview will be
compiled inthe summer. Sufficeto say that | found the
overheadsnoticeabl ebut acceptable.

Conclusion

Overall, theintegrated environment of server Central Talk
and CPAVNetworkswell. Thevirusmanagement features
provided areexcellent, but thevirusdetectionresultsare
disappointing - assuch, it will appeal to those siteswhere
thereal problemissecurity management. Central Point has
many of thefeatures of atop-classutility, butin order to beat
itscompetitors, detectionratesmustimprove.

CPAYV for NetWare

NLM Detection Results:

Standard Test-setl!! 212/227 93.4%
In the Wild Test-set? 90/109 82.6%
Polymorphic Test-set® 338/425 79.5%

Scanning Speed:

Speed results for an NLM product are inappropriate
here, due to the multi-tasking nature of the operating
system. Full comparative speed results and over-
heads for all current NLMs will be printed in a
forthcoming VB review.

For full details of the DOS workstation product see
Virus Bulletin, August 1993, pp.16-19.
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PRODUCT REVIEW 2

Virus Check & Cures

Dr Keith Jackson

| thought | kept up to date with various PC anti-virus
products, but | must admit | had never heard of Virus Check
& Curesuntil | receivedthisreview copy. Theproductis
supplied asasingle 1.44 Mbytefloppy disk (3.5-inch, non-
write-protected), asmall booklet, and afew piecesof
bumph. Packaging isexcessive- at |east 30 copiesof Virus
Check & Curescouldfitinthe product’ sbox. However, one
cannot tell abook by its cover; doesVirus Check & Cures
live up tothemaxim ‘small isbeautiful’ ?

Documentation

Thedocumentation comprisesasmall bookl et (8 pages of
A6), not unlikethosewhich accompany variousnon-
prescription medicines, and isabout asmuch use. Thistiny
pamphlet (useof theword manual’ wouldimply something
far more grandiose) explainscomponent partsof Virus
Check & Cures, and how toinstall them. The booklet states
that ‘Virus Check & Curescallsfor minimal use of this
usersmanual’ - agood job that it does! Referenceismadeto
availableon-linehelpfiles, but thesearevirtually uselessat
providingtechnical detail. Onecontainsthismemorable
phrase: ‘ Refer to user manual for moreinformationon
featuresnot listed above and other Virus Check & Cures
options.” Don’tbother.

Fifteentext filesprovided ondisk explain how thevarious
“cure’ (their word) programsincluded withVirus Check &
Cureswork. Theseareall similar, but vary in detail on each
virus. Most warn that when acertain virusis‘ cured’, thereis
a‘small risk of loosing host’. Even allowing for the nonsen-
sical English, | am not sure what this means.

Oneclauseinthesoftwarelicencereally grabbed my
attention: it explainsclearly that thedevel oper of Virus
Check & Curesisresponsiblefor nothing whatever, evenif
he‘ hasbeen advised of the possibility of such damages'.
Only alawyer could concoct such aphrase. Intheselitiga-
tion-hungry times, softwarevendorscommonly disclaimall
responsibility for their wares, but given some of theinstruc-
tionsincluded with Virus Checks & Cures thisadditional
disclaimer isprobably well-advised.

Installation

Twoinstallation methodsare provided, oneeachfor DOS
and Windows. They do basically much the samething,
initialising optionsand copying filesto the hard disk: both
versionsof themain executablefilearein fact oneand the
same. Although it takes an ageto copy acrossall files
required by Virus Check & Cures, theDOS installation

programworkswell. Amongst many available optionsisthe
choiceof subdirectory intowhichthefileswill beplaced,
andtheability tomakealterationsto AUTOEXEC.BAT.

TheWindowsinstallation programispoorer thanitsDOS
cousin. When theVirus Check & Curesfilesare copied to
hard disk, they are tagged with the date and time of installa-
tion, rather than retaining the original values. Thefile
DERBCURE.DOC isinstalled with size 0 bytes (and no
warning messageisproduced).

Virus Check & Curescannot makeitsicon appear until
Windowshas been rebooted - something which other
packagesare capable of doing. TheWindowsinstallation
program alsoinsistson using afixed subdirectory location
for all itsfiles (C:\VP) - the C:\VP prefix is hard coded many
timeswithin the program. | placefileson my hard disk
where | want them, and | refuseto use softwarewhich
insistsonafixed subdirectory location.

“ The documentation claimsthat
Virus Check & Curesdetects

‘99.9% of diskerrors’: it seems
to detect over 100%!”

Features

VirusCheck & Cureshasfive components: aninvestigation
program (actually achecksummer), avirus scanner, an audit
program, amemory scanner, and several ‘ cure’ programs. If
aterationsto AUTOEXEC.BAT havebeenactivated during
installation, amemory-resident programoccupying 16
Kbytesof RAM isadded when the PC is next booted: this
providesanaudit of computer activity.

Thechecksum programisal so executed fromwithin
AUTOEXEC.BAT toensurethat fileson thehard disk have
not been altered. When | tested this, Virus Check & Cures
produced an error message saying, ‘ Anerror hasoccurred
tryingto access-> C:\vpvpar <- Disk File'. Neither this, nor
any other error message, isexplained (or even mentioned) in
thedocumentation. | eventually deduced that thechecksum
program was complaining that it had no checksum informa-
tionto verify. The curefor thisprovedto beto takea* snap’
(their word) of the hard disk, and reboot. Why did the
installation program not do thisitself, and why does nothing
either onscreen or in the documentation apprisethe user of
thisfact?

Themain features of Virus Check & Curesare accessed
froman executableprogram offering drop-downmenu
accesstothefeatures, including viewing audit trail files
created by thememory-resident monitor.
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M emory Scanner

Onecomponent of Virus Check & Curesprovidesthe
facility to scan memory for viruses. Thisprogram maintains
anonscreen count of thetotal amount of memory scanned
whileitisexecuting. Thiscounter stopped at 1080 K bytes,
having taken 3 minutes 19 secondsto scan thisamount of
RAM. Thememory counter went onto 1087 Kbyteswhen
executed under Windows, and memory scantimeroseto 3
minutes45 seconds. Either way, thiscorrespondstojust over
5 Kbytes per second, afigurewhichwould win no prizesfor
speed. Apart from rebooting, execution cannot beterminated
onceamemory scan hascommenced. Scanning of memory
stopped at 1.08 Mbyteswhen fiveMbytesareactually
installed - no explanation astowhy isprovided.

Disk Scanning

When scanning the hard disk of my test computer, Virus
Check & Curestook 6 minutes 55 secondsto search through
ahard disk containing 15 Mbytes of files. When the same
disk was scanned under Windows, the scan timeroseto 10
minutes 17 seconds. By default, Virus Check & Curesscans
for EXE, COM and SY Sfiles; itinspected 331 files out of
978 present on thedisk. Thisisslow - in comparison, Dr.
Solomon’ s Anti-Virus Toolkit did the samein 1 minute 24
seconds, and Sophos' Sweep carried out a“quick’ scanin 2
minutes 15 seconds. Both programs searched over 400files.

One confusing feature of Virus Check & Curesisthat,
although a‘ Fast Scan’ option can be activated, my timing
measurements showed that thishad no effect on scan time.
Eventually, | realised that despite use of theword ‘ scan’, the
optionreferredtoisthe checksumming component of Virus
Check & Cures. The documentation containsno help or
explanationof thispoint.

Thescanner alwaysfound disk errorswhen executed. When

| tested Virus Check & Curesagainst the virus test-set
described intheTechnical Detailssection, it reported adisk
error on 51 different occasions - but thereisnothing wrong
with my hard disk. These errorswerereported whilecarrying
out scanning testsagainst 238 different virussamples,
corresponding to afal sereported error rate of 25%. Thisis
compl etely unacceptable. Themost ludicrouserror reported
was ' Disk sector not found, thismay not becritical’. | view
suchaproblem asvery critical indeed.

For therecord, the normal Virus Check & Curestermination
messageisalways' Disk Error Investigation Completed’.
Doesthistell the user that testing has been completed
successfully, or hasan error beenfound? | haven't aclue.
The documentation claimsthat Virus Check & Curesdetects
99.9% of disk errors': it seemsto detect well over 100%!

Virus Check & Curesrefused to accessthe virustest-set
whenitwasstored on amagneto-optical drive, continually
asking for thewrite protection tag to beremoved. The
chancesof that happening with my standard test-set are zero.
Totest the product’ sdetection capabilities, | had toresort to

copying filesacrossto the hard disk, wherethe message
‘Infected File Archived and L ocked’ wasdisplayedwhen-
ever avirus-infected filewasdetected. Theexplanation of
thismessageisstartling, and deservesdiscussion.

Wordsfail mehere, so | shall let the documentation speak
foritself: ‘ Floppy disksbeing scanned must NOT bewrite
protected, asVV CSCAN requiresto read hidden, systemand
read only files. Toaccomplishthis, thefileattributesare
switched off and onwhilebeingread.” Thisisared herring,
asall scanners| have ever met scan hidden fileswithout
needing to do this. However, Virus Check & Curesreally
doesrefuseto scan adisk unlesswrite-protection hasbeen
disabled. Imaginethe consequences: avirusinfectionis
known to exist at aparticular company, and all floppy disks
must be scanned to find out which onesareinfected. Virus
Check & Curesinsistsonremoval of write-protection, thus
runningtherisk of every floppy disk becominginfected.

VirusCheck & Curesfreely usestheterm ‘inoculation’, but
doesnot explainitsmeaning anywhere. After digging
around, and finding ahidden subdirectory intheroot
directory of my hard disk, | realised that when afilewas
thought to beinfected, it was moved to the hidden subdirec-
tory, and replaced by asmall executablefile, renamed with
the same name asthe original. When executed, thisfile
producesawarning saying it hasbeen ‘ disabled by Virus
Check & Cures . The error message which prompted the
discussion above now beginsto make sense: aninfectedfile
is‘archived’ by movingittoanother subdirectory, and
‘locked’ by being replaced by another program.

VirusDetection Capability

Virus Check & Curesfailed to detect 42 of the virustest
sampleslistedinthe Technical Detail ssection, correspond-
ing to an 83% detectionrate: very poor. It performed
noticeably better against older filesinthetest-set, failingto
detect 9 of the 179 filesin the original VB test-set (2 95%

| UCcheck UCset UCscan UCwscan Audit Archive Upgrade Help Cures Quit |

Enter Path Where UPINC.SYS File Is Located

C:\UCHK | Select Program

CURE17XX. COM
CURE4096. COM
CURE483C. COM
CURE648. COM
CURECHEE. COM
CUREDELI. COM
CUREDURB. COM
CUREFUST. COM
CUREJERU.COM

Escape, PgUp, Pghn, 1}
= F1 For Help on Program =i
€ Copyright 1992 Alucard Inchoate Lt

................

un Progra

VirusCheck & Curesprovidesaselectionof ‘ Cure’ programsfor
optional removal of virusesfromfilesand boot sectors.
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detectionrate). Test samplesadded in December 1993 went
completely undetected, and of thefilesadded inthe previous
test-set update (about ayear ago), only 50% were detected.
No Mutation Engine sampleswere detected. No boot sector
viruses could be used astest samples, as| refused to remove
write-protect tags and run therisk of Virus Check & Cures
fouling up futuretesting. By then, my patience had gone
beyond copying each boot sector virusto another floppy disk,
merely to satisfy thestupid write-protect tag constraint.

When afileisfound to beinfected, one of the*cure’ pro-
grams provided with Virus Check & Curescan be used.
These search the entire hard disk for aspecific virus, and
then attempt to removeit fromany executablefilefoundto
beinfected. | am not in favour of suchtactics; however,
Virus Check & Curesdoes state that replacement of an
infected filewith an original uninfected copy isthe best
option. Theuser must choosethecorrect cure program; Virus
Check & Curesdoesnot do thisautomatically. Given
detection of aparticular virus, why not?

Thefollowing quotefromitsdocumentation providessome
insight into Virus Check & Cures *Y ouwill noticethat
when VCSCAN isrunit takeslonger than other common
virusscanners. Thisisbecause wefeel that thetheory used
by most virus scanners may beincorrect and that amore
thorough check isrequired to pick up new strainsof existing
viruses.” Virus Check & Curesisslower than other scan-
ners; itisalso out of date, and extremely poor at detecting
viruses. Asfor their theory that other scannersare not
following the onetrue path whichleadsto virusdetection,
thisisnot borne out by thefacts. VB printscomparative
reviews showing which scannersare best at virusdetection -
and Virus Check & Curesisone of theworst.

Checksumming

| have already pointed out that Virus Check & Curesinstalls
achecksumming programinto AUTOEXEC.BAT, executed
every timethe PC isrebooted. It hastwo modes of operation:
Slow and Fast. Theformer seemed to detect every singlebit
change madeto any executablefile. Fast seemed only to
detect changes made near the start of afile. The checksum
information was generated by taking a‘ snap’ of the hard
disk, aprocesswhich took 1 minute 3 secondson my test
computer. Virus Check & Curestook 2 minutes5 secondsto
verify these checksumsin Fast mode, and awhopping 14
minutes 54 secondsin Slow mode. Addition of either of
thesetimesto normal bootuptimeis, frankly, unworkable.

FalseClaimsand Strange M essages

After all this, | wasastounded to see that the devel opershad
thegall to claimthat: ‘ Therewill alwaysbe new viruses
appearing, so Wizardwor kswill endeavour to update
VCSCAN onaregular basis' . Thelatest filesonthereview
copy provided aredated 15 July 1992: perhapsregular, but
certainly notfrequent. Aninterval of over eighteen months
between updatesiscompletely unacceptable, and | fail to see
how their claim standsup to scrutiny.

Virus Check & Curesclaimsthat it requires DOSv3.30 or
abovebecause’' DOS 3.2 had several unstableproblems'.
Microsoft’ slawyerswould surely be pleased to hear this.
Thetext file JERUCURE.DOC, included withVirus Check
& Cures, statesthat the original Jerusalem datesfrom 1984
infact, itislater, circa1987/88. The program
CUREDELI.COM (whichremovesJoshi fromaninfected
disk) containsthetext string * Removeany write protect tab
fromyour Backup’. Thisisdaft. Takeacopy, experiment by
all means, but removing awrite-protect tab from abackup
and letting aprogram loose onit isasking for trouble.

A final pieceof nonsense: ‘ no virusdetection systemstested
up to present canidentify aninfection of Deli!” (i.e. Joshi).
Thisisnot, and cannot be, true- if the precise detailsof a
virusareknown, it can always be detected.

Conclusions

Thisprogram should be put out of itsmisery and haveits
floppy disk snapped inhalf. It hasthefeel of an unpolished
product, yet thefilesareold. Did thedevel opersgiveup?It
isslow at scanning, so infrequently updated that the scanner
isvery out of date, so slow at checksummingthatitis, in
practice, unusable. Itinstallsfilesin afixed location when
Windowsisused, produces spuriousdisk errors, and hasno
meaningful documentation. Thiscould bethefirst product |
havereviewed where users might be better off doing nothing
thanfollowingthestated (andinsurmountabl€) instructions
toremovewriteprotectionfrom floppiesbeforescanning.

I would not use Virus Check & Curesunder any circum-
stances, and would not recommend it to my worst enemy.
Don’tbuy it.

Technical Details
Product: VirusCheck & Cures

Developer: Wizardworks, 5354 Parkdale Drive#104, St. Louis
Park, MN 55416, USA. Tel. +1 (612) 544 8581. Fax number not
supplied.

Vendor: Software PartnersPublishing and Distribution Ltd, Unit
A, Meadow Lane, Stlves, CambsPE17 4L G.

Tel. +44 (0)480 497622, Fax +44 (0)480 493614.

Availability: IBM or compatiblewithDOS 3.3 or aboveand
(optionally) Windows3.0 or higher. 512 K bytesof RAM required.
Novell, 3-COM, Artisoft and Token Ring networksall supported.

Version evaluated: 2.00, 2.00.386, 2.198, 3.00 or 3.00.86
(depending onwhereyoulook)

Serial number: Nonevisible

Price: £19.99 (excluding VAT)

Hardwar eused: A Toshiba 3100SX |aptop, incorporatingal6
MHz 386 processor, 5Mbytesof RAM, one3.5-inch (1.4 Mbyte)
floppy disk drive, anda120 M byte hard disk.

Virusesused for testing purposes: A suite of 158 unique
viruses (accordingtothevirusnaming conventionemployed by VB),
spread across247 individual virussampl es, isthecurrent standard
test-set. A specifictestisal somadeagainst 1024 virusesgenerated
by the M utation Engine (whichareparticularly difficult todetect
withcertainty).

For acompletelisting of thevirusesinthetest-setsused, see Virus
Bulletin, February 1994, p.23.
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END NOTES AND NEWS

Thewindsof changesareblowing at McAfee Associates. Company
founder (and ex-CEO) John M cAfeehasrecently resigned fromthepost of
Chief Technical Officerinthecompany after only four months. He
remainsChairman of itsBoard of Directors. Also, 2,000,000 sharesof the
company’ scommonstock, weresnappedupat a‘ significant discount’ by
Summit Partnersand TA Associates. Thiswaspreviously held by the J& J
Trust, of which John M cAfeeisabeneficiary. Inaseparatemove, the
company hassigneda‘ non-bindingletter of intent’ to buy the assetsof
Brightwork Devel opment, anetwork management softwaresupplier.

Intel and Novell havedecidedto maketheir respectivenetwork manage-
ment toolswork together, andare*tightly integrating’ Intel LanDesk
VirusProtect into NetWare' snew NetWar e Distributed Management
System. What thisactually meansremainsto be seen.

A one-day seminar ontheforensi cexamination of personal computers,
aimed at internal auditorsand security managers, will beheld at
Hambr o’ sConference Centre, London, on Friday 8 April, 1994. For
further information contact Rachel Forrest. Tel. +44 (0)71 344 8100.

The VB 94 Conferencewill be held on 8-9 September 1994, at the Hotel
deFrance, Jersey. Tel. +44(0)235531889.

TheUS Department of Defence hasannounced plansto limit military
linkstothelnternet. Network World, acomputer magazine, reportsthat
defenceofficialsintendtoadd aprotectiverelay totheworldwideDefence
DataNetwork (alsoknownas Milnet). Fearsthat hackerscouldinvade
highly sensitivedatanetworkshaveapparently sparked the proposals,
whichhaveasyettobeimplemented.

Central Research Laboratorieshave announced thelaunch of a
fingerprintidentity verification system, knownasVerid. Itworksby
digitally scanningfingerprints, whicharethenstored. Whenthefingerprint
isre-presentedtothescanner, thestored dataisanalysed and cross-
referencedtoverify identification. Tel. +44 (0)71 388 9988.

Central Point hasreleased anew version of its PC-Tool sfor Windows
product, whichincludes CPAV for Windows. Theproductisavailableat a
special introductory priceof just £69+ VAT. Tel. +44 (0)81 848 1414.

RG Softwar e hasannounced anew UK distributor, Hi-Tech Marketing
ServicesLtd, foritsanti-virusproduct Vi-Spy. For further information,
contact KenHighland. Tel. +44 (0)61 941 5073.

The 5th European Forum on I T Quality and Security, organised by XP
Conseil, will beheld on 16/17 March 1994 at the Hotel Concorde

St LazareinParis. EUROSEC' 94 will address, amongst other topics, the
futuredevelopmentsand needsof I T security. Further informationfrom
Mme Hachinon +33 142 68 17 16, fax +33 1 42 66 22 56.

Accordingtoareportin International Banking Regulator, USspy
agenciesmay betappingforeign banks computers. Thereport
claimedthat the US National Security Agency (NSA) had secretly
implanteda‘trapdoor’ intoaTrojanHorseversionof aVAX program
named PROM IS, whichgavethe NSA theability ‘ todirectly access
computersrunningtheprogram’.

Hacker sBewar e. Ma colm Farquharsonwassentenced to six months
imprisonment for UK Computer MisuseAct offenceseventhoughhehad
never touched acomputer! Farquharson madetel ephonecallsto Emma
Pearce, anemployeeof HL Communications, and obtained confidential
informationfromthecompany’ scomputer.

PatriciaHoffman’s VSUM ratingsfor January: 1. Command
Software’ sF-Prot Professional 2.10g - 97.0%, 2. Safetynet’ sVirusNet
Pro2.10 - 95.2%, 3. McAfee Associates ViruScan v111 - 94.6%, 4. Dr.
Solomon’sAVTK 6.55 - 88.4%, 5. IBM Anti-VirusDOS1.04 - 87.0%.
NLMs: 1. McAfee NetShield (3.11) 1.56v111 - 95.5%, 2. Dr. Solomon’s
AVTK NLM 6.54 - 84.2%, 3. Command Software Net-Prot 1.22 - 79.0%,
4. Cheyenne'sInocuLAN 2.0/2.18g - 62.5%, 5. Intel LanProtect 1.53+8/
93S- 59.1%, Central Point AV/NLM 1.0 - 47.3%.
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