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EDITORIAL

kL itishighlyironic
that thosewho are
lining Ludwig's
pocketswithgold
arehislargest and
most power ful
opponentd?

Viruses for Sale, a Dime a Dozen

Thelatest moveby virussupremoMark Ludwig (of LittleBlack Bookinfamy) issetto makemany
peoplesitup andtakenotice: American EaglehaspublishedaCD-ROM packedwithfully working
samplesof computer viruses, viruscreationtoolkits, and malicioussoftware. Althoughviruseshave
beenavailableinlimited quantitiesfor sometime, thisisthefirstlargecollectionmadepublicly
avail able, and hassomeinterestingimplicationsfor theanti-virusindustry.

TheCD-ROM ispriced at $100 and, shouldit sell inany quantity, will make L udwigatidy profit
(oncecompiled, each additional CD costspeanutsto produce). However, how many peoplewill be
preparedto pay for thecollection?Unfortunately, finding prospectivebuyerswill not betoo diffi-
cult. Onehundred dollarsisnot avast sum, and therearedoubtlessplenty of rich schoolchildren
whowill bedrawntothe’ outlaw’ imageportrayed by L udwig.

Inquisitiveminorsarenot Ludwig’ sonly potential customers, nor hismost lucrative. Thislatest
offering hastwo guaranteed buyers: theanti-virusvendorsand thel arge-scal eusersof anti-virus
software. Thevendorswill justify their purchase onthegroundsthat they must protect theusers.
Having spokentoanumber of anti-virusresearchersonthesubject, theoverall conclusionisthat
many feel obligedto buy theCD in order to ensurethat their customer isprotected. To quoteone
well-known scanner manufacturer: * | feel ethically forced to spend money onthisthing.” For users,
theargumentisjust aspervasive: thisrather seedy offeringisout there, and they want to know what
isonit, inorder to evaluatethethreat posed to their organisation (not to mention the chanceto test
their chosen product against someliveviruses).

Itisnot clear how sound either of theseargumentsis, but itishighly ironicthat thosewho arelining
Ludwig’' spocketswith gold arehislargest and most powerful opponents. Theethical questionsare
complex, but onethingisfor certain: thelikely reaction of theindustry ensuresthemarket for the
next edition of thecollection.

Other than amad dash of viruscollectorsrushing out to buy the CD, itisworth reflecting onthe
consequencesof Ludwig’ sactions. Firstly, the CD could becomethe defactotest-set used by PC
magazines- if theindustry cannot supply an unbiased test-set, maybe L udwig can. Cometothink of
it, thismay betheanswer tothe UK government’s ITSEC problems(see VirusBulletin, July 1993,
p.2). Moreover, evenif asampleontheCD is not avirus, an unscrupulousfirm could report thatitis
infected anyway - theuser hasnoway of interpreting thetest results, soit will simply beacase of
thescanner withthehighest scorewinning.

Secondly, anyonewithamodem could put together arudimentary collection of viruses. If one
knowswheretolook, samplesareeasily obtained, yet therearestill only asmall number of variants
inthewild. Themainrisk of the CD isthat it spreadsvirus code around awider audiencethan ever
before- themaost probabl eresult of whichwill betheunintentional infection of someof itsbuyers.

Meanwhile, theindustry paysitsthirty piecesof silver,inthename of protecting ‘ thegood of the
many’. Thisisuncomfortably closeto payingthevirusauthorsfor their handiwork - theequival ent
of aglazier givingal6 year old abrick, muttering about how breakablewindowslook, andtelling
himtherewill bea£20 commission on each customer referred by him. Thequestion of whereto
draw thelinebetween keeping upwithindustry devel opmentsand actually encouraging virus
writingisathorny one, but wherever thelinelies, the purchase of thisCD isperilously closetoit.

Asthetrendfor wider dissemination of viruscode continues, itisrapidly approaching atimewhen
anyonewhowantsaviruscan get one. If thingsdegeneratefurther, maybetheleast painful route
would befor theindustry to offer userstheviruseswhichit wantsthemto have: ‘ Comeon Sir, roll
upfortheVirusService. Simply send your $99.99 and receivethevirustest-set of your choice.
Better yet, guv’ nor, for thediscerning customer, why not buy theentirecollection. Y oursforonly a
dimeadozen... andI’mcuttingmy ownthroat.” Butthenagain, aren’tweall?
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NEWS

Pathogen: Storm in a Teacup?

Most UK readerswill already bewell awareof the storm of
publicity surrounding the SM EG (akaPathogen and Queeg)
viruses. However, despitemaking national news, itis
importanttoevaluatethetrueextent of thethreat.

Thenumber of reportsof Pathogen varied fromvendor to
vendor, withthelargest number coming from S& Sinterna-
tional, whoissued apressreleasewarning usersof ‘a
considerabl ethreat to unprotected computer users’. The S& S
International grandtotal (claimedtobe‘about 12), islarger
thanthenumber of reportstoall other sourcescombined,
with New Scotland Yard and VirusBulletin having two
reportseach, and Sophosone. Giventhat many of these
statisticsarealready knownto overlap, areasonable
estimate of thenumber of sitesaffectedisat most about 15,
makingthe* Security alert’ pressreleasesputoutby S& S

I nternational and Secure Computingwholly unnecessary.

Despitedifferent opinionsabout how widespreadthe
problemis, Pathogeniscertainly ‘inthewild’. A straw poll
of thelarger vendorsshowed that anumber had i ssued
updatesfor their products, including McAfee Associates,
S& Slinternational, Sophos, Frisk Softwarelnternational
and ESaSS. Thosecurrently unableto supply adetection
algorithmincluded Central Point, Intel, and Symantec.

Theother company contacted, IBM, informed usthat their
new version (1.06), dueout at the beginning of June, will
asobeabletodetectthevirus. Accordingto SueLingfrom
IBM, thecompany felt no need for undue panic, and did not
view Pathogen asanissueto causeseriousconcern. This
feelingwasreflected by anumber of other vendors: neither
Central Point, Symantec, IBM or the NCSA received any
callsfrom customerswho experiencedthevirusfirst-hand.

By far themost amusing aspect of theentiremediacircus
wasareport in PC Week claiming that thecompany Gate-
way 2000 had shipped 70 machineswhich contained
softwareinfected withaviruswhichwas' nottheso-called
Smeg polymorphicviruswhichhastroubl ed other manufac-
turers...” Further investigation showedthat the PC Week
articlehad arisen dueto agameof Chinesewhispersplayed
between Gateway anditsPR company, Text 100, which
seemedto have confused theword* bug’ withtheword
‘virus'. Surely thisisan exceptiontotheruleof ‘ nopublici-
tyisbadpublicity’. Nomachineswere, infact, infected.

Itistruethat whereavirusisfound‘inthewild’, there is
causefor concern: however, thisconcern must not degener-
ateintofree-for-all panic. Itisextremely rarefor anew virus
toleaptothetop of thevirusprevalencetable, and new
virusesarediscoveredinthewildall thetime. Pathogenis
noexception: althoughit presentsabove-averagedetection
problems, theentireincident seemsto havebeennomore
thananindustry-provoked storminateacup [

Virus Prevalence Table - April 1994

Virus Incidents (%) Reports
Form 15 41.7%
JackRipper 3 8.3%
New_Zealand 2 3 8.3%
Exebug.4 2 5.6%
Form.b 2 5.6%
Spanish_Telecom 2 5.6%
Cascade 1 2.8%
EXEBug.1 1 2.8%
Form.lI 1 2.8%
Liberty 1 2.8%
Macgyver.2083.b 1 2.8%
Parity_Boot.A 1 2.8%
Penza 1 2.8%
V-Sign 1 2.8%
Viresc 1 2.8%
Total 36 100.0%
NCSA on CompuServe

TheNational Computer Security Association (NCSA) has
announced theestablishment of itsownforumon
CompuServe, whichisdedicated to coverageof information
security and computer ethics.

Onesection, thelnfoSecurity News, will provideup-to-date
information about security incidents, andismarketed asa
‘valuableresourcefor journalistscoveringthefield . Other
individual sectionswhichareavailableincludetopicssuch
asPCandL AN Security, UNIX/Internet Security, Disaster
Recovery, Mainframe Security, Telecom Security,
Encryption, and Anti-VirusSupport.

Theanti-virussupportforumwill beco-moderated by Virus
Bulletin, and aimsto provideavendor-independent forum
for thediscussion of anti-virussoftwareand all other matters
pertainingtoviruses. Any vendor or reader isinvited to post
messagesinthissub-forum.

Informational resourcesavailablethroughthe NCSAinclude
books, researchreports, training materials, conference
proceedings, andtools, all of whicharefeaturedinan
information security resourcecatalogue. Thisisavailable
fromtheorganisationfreeonrequest.

TheNational Computer Security Associationforumcanbe
accessed fromany CompuServecommand prompt by
entering GONCSA'. PrivateEmail tothe NCSA should be
sentto 75300,2557@compuserve.com, andto VirusBulletin
0n100070,1340@compuserve.com [
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IBM PC VIRUSES (UPDATE

Thefollowingisalist of updatesand amendmentsto
the VirusBulletin Tableof Known|BM PC Virusesas Type Codes
of 20May 1994. Each entry consistsof thevirusname,
itsaliases (if any) and thevirustype. Thisisfollowed C InfectsCOM files M InfectsMaster Boot Sector
by ashort description (if available) and a24-byte D InfectsDOSBoot Sector (Track 0, Head 0, Sector 1)
hexadecimal search patternto detect thepresenceof the (logical sector 0.on disk) N Notmemory-resident
virusyvith adisk utility oradedicqtedscannerwhich E InfectsEXEfiles Companionvirus
containsauser-updatablepatternlibrary.

Linkvirus Memory-resident after infection

Ash.449, Ash.1586

Better_World.E
Budo.B

Burger

Cascade

Creeper.472

Curse 1V

Dark_Avenger.1800.Satan
Diamond.1050

Doom_11.1249

Ear.Ear.B

Frodo.Fish_6.E

Fumble.867.F

Genesis

HLL.7940

HLLC

HLLO.3816

CN: Similar to Ash.451. Thereisalso another, seriously flawed Ash variant, 1586 byteslong. It appends
its code to the host file, but does not put aJMP at the beginning of the file, so the code is never executed.

Ash. 449 8DB6 0501 BFOO 01B9 0400 FCF3 A4B4 1A8D 9606 02CD 21B4 4E8D
Ash. 1586 EB02 OOEB 208A 8637 078D B635 01B9 0006 3004 D2Q0 46E2 F9C3

ER: A minor variant detected with the Better_World (previously Fellowship) search pattern.
CR: A new variant of this Finnish overwriting virus. Detected with the Budo pattern.

CN: New variants of this primitive overwriting virus are 505.K, 505.L, 505.M, 505.N, 512.B, 560.A0,
560.AP, 560.AQ and 560.AR. All are detected with the Burger pattern.

CR: Three new variants have now been reported (1701.R, 1704.T and 1704.U), al of which are detected
with the Cascade (1) pattern.

CR: Very similar to the 476-byte variant.

COr eeper . 472 OEOE 071F C3CD 2050 2000 4B74 2658 3D00 0775 15A1 8A01 8BFO

CER: A Dutch 400-byte virus belonging to the small group of those found ‘in thewild'. It containsthe
text ‘CURSE IV - Dedicated to Eve'.

CQurse_| V 80FC 4B74 03E9 0601 501E 5206 53B8 023D CD21 50B8 0057 5BCD
CER: Containsthe text ‘Written by Mad Satan in TAIWAN’. Detected with the Dark_Avenger pattern.

CER: Thisvariant seemsto be based on one of the original 1024-byte variants, but isslightly longer. An
unremarkable variant, detected with the Diamond search string.

CER: A 1249/1261-byte variant, detected with the Doom2 pattern.

C(E)R: Thisvariant isvery similar to the virus that was originally reported as Ear-6, and is detected with
the same pattern. It contains aflaw in the code, however, so will not infect EXE files correctly, causing
file corruption. Thereisaso anew .C variant, which works correctly.

CER: A minor variant. The decryption loop has been slightly altered to invalidate earlier search strings.
Frodo. Fish_6. E ES00 005B 81EB A30D B958 ODRE 8037 ??743 E2F9 2EFE 8FB3 0074

CR: Another minor variant, detected with the Fumble (previously Typo-COM) pattern.

CR: A 504-bytevirus, distributed in source code form. The author calls himself ‘Holy Spirit’, and a
comment in the source code gives the name of thevirusas‘Genesis1.0'.

FEC4 3000 4C74 03E9 B700 5053 5152 5657 061E FA33 (QO8E (026

CN: A non-destructive HL L virus which adds 7924 bytes to the beginning of programsit infects, and 16
bytesto the end. No search string will be given, because of the high risk of false positives. Other parasitic
HLL virusesthismonth are HLL.3677 and HLL.3678.

Cenesi s

P: Four new Pascal or C ‘companion’ viruses have been discovered: HL L C.Christmas (6888),
HLLC.Even_Beeper.D,HLLC.Globe.7705and HLL C.Sauna(8224).

CN: Thisfamily issomewhat artificial, asthe viruses belonging to it have nothing in common other than
being written in Pascal or C and overwriting filesthey infect. As overwriting viruses, they have virtually
no chance of spreading. This particular 3816-byte virusiswrittenin Turbo C. Other HLL O viruses not
previously mentioned by VB are HLL0.3800, HLLO.GOV (EN) and HL L O.Shadowgard (CEN).
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Jerusalem.1808.Executing

Jerusalem.1808.Frere.l
Jerusalem.AntiCad.2454

Jerusalem.Pipi.1536

Jerusalem.PSQR.Satan

Jerusalem.Smile

Jerusalem.Sunday.Nai-Tai

Jihuu.686
Leprosy.Sandra

L ockjaw.Flagyll.371

Old_Yankee.1961.B

Pixel

Proto-T.694

PS-MPC

Skew

Sybille

VCL

VCS.Standard.Bad_Poem
Vienna.608.B

Virdem.1336.Killer.C

CER: The only unusual thing about thisvariant isthat it contains the text * Executing COM files...".
Detected with the Jerusalem-US pattern.

CER: Detected with the Jerusalem-1 pattern. This pattern will also detect anew 1506/1511-byte variant.

CER: Thismight be the oldest variant of the AntiCad group, although discovered only recently. It is
detected with the ACAD-2576 pattern, which also detects a 2656 variant containing the text ‘G Dengue’.

ER: Containsthetext ‘PI-Pl’, and is detected with the Pipi search string, asisthe 1552-byte variant
reported in October 1992.

CER: By the author of the Dark_Avenger.Satan virus, and containing asimilar text string. Detected with
the PSQR pattern.

CER: This2576/2587 byte-variant from Taiwan containsthetext ‘ Smile Again’. Detected with the
Jerusalem-USpattern.

CER: A Taiwanese variant, which does not infect EXE files correctly. Detected with the Jerusalem-1735
pattern. The same pattern will also detect the new Sunday_|1.B variant.

CN: A Finnishvirus. Very similar to the 621-byte original variant and detected by the same search string.

EN: Y et another variant of this overwriting family, 682 byteslong.

Leprosy. Sandra BA0O 01CD 21E8 0100 C3BB 4101 8A27 3226 0601 8827 4381 FB58

ER: Anoverwriting, 371-bytevirus.
Fl agyl | . 371 96 1E50 5352 3000 4B75 03E8 OBOO 5A5B 581F 079D 2EFF 2E73

EN: Thisvariant is detected with the Old_Y ankee pattern, and issimilar to the original variant. However,
despite the fact that it isthe same size, it cannot be disinfected in the same way. Thereis another variant,
1961.C, which isflawed, asit seemsonly to infect the first file it finds, but will do so many times.

CN: Several unremarkable variants have been discovered recently, all of which are detected with the
Pixel-936 pattern. They are 739, 846.B, 851 and 1268.

CR: Detected with the Proto-T pattern. Three other recent Proto-T variantsrequire separate search
patterns. The Proto-T virusfamily isawaiting better analysis and classification, asit is possibleit should
be merged with another Dutch family of viruses.

Pr ot o- T. 1050 1E06 5756 5053 5152 3000 4B75 ODRE 8CLE 2905 2E89 162B 05EB

Prot o-T. 1053 1E06 5756 5053 5152 3000 4B75 ODRE 8CIE 2Q05 2E89 162E OSEB
R tzen. 1087 5053 5152 1E06 5756 9380 FF3D 7414 81FB 004B 740E 5E5F 071F

CN, CEN, EN: Thismonth brings the following variants: G2.573.C (CEN), Pikninny (CEN, 616),
Powermen (EN, 717) and Small_ARCV .B (CN, 236).

CR, ER: Both virusesin thisfamily are very similar, with oneimportant difference: the 445-byte variant
only infects EXE files, but the 458 one will only infect COM files.

Skew. 445 0657 1E50 5152 5653 558B EC33 C98E Cl80 FCAB 7413 FA26 C706

Skew. 458 0657 1E50 5152 5653 558B EC80 FC3D 7522 8BFA B93F 0047 803D

CN: There are several new variants of this East European virus. Two are detected withthe SVC_5.0
pattern. Three new variants, 2936, 3112 and 3241 bytes long, require new patterns.

SVC. 2936 5153 502E A327 OB2E 813E 270B 004B 741B 80FC 3Dr4 1980 FC3E
SVC. 3112 5606 86E0 35FF FF8E CQOOE 1F33 FFB9 A20B FCF3 AG07 5E74 03E9
SVC. 3241 5153 502E A358 OC2E 813E 580C 004B 741B 80FC 3Dr4 1980 FC3E

ER: Two variants of thisfamily are known, 858 and 1200 bytes long.
Sybi | | e. 858 3000 4B75 F350 5351 5256 5755 1E06 1E52 OELF ESA9 015A 1FB8
Sybi Il e. 1200 7503 E990 03B8 OOF0 8B16 7604 CDRF 4174 COOA (075 C8B3 0158

CN: Several new encrypted V CL-generated viruses: Dial.671, Diarrhoea.1221, Pro-Choice (1569) and
Reptoid (2536). Most are of little interest, excepting perhaps the Dial .671 variant, which attemptsto dial
the number 1-900-976-6274. There are also some unencrypted variants this month: 514, 534, 660, 2750,
3243 and Mimic.4863. Finally, there are afew overwriting variants: 356, 418, 509, 541, Cockroach (614
bytes) and Jam (458 bytes), aswell astwo companion viruses: 604 and Heevahava.516.

CN: Anunremarkable variant, containing an extremely bad poem. Detected with the VCS_1.0 string.

CN: Detected with the Vienna-4 pattern. This pattern will also detect anew 526-byte variant, which does
not work properly, asit does not store the original first three bytes of infected files anywhere.

CN: A minor variant, detected with the Virdem pattern.
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INSIGHT

Bob Bales - The NCSA

TheNCSA (National Computer Security Association) was
foundedin 1989, totap amarket intheareaof PC and Local
AreaNetwork security. Onenamehasbecomesynonymous
withtheorganisation: Bob Bales, whohasbeeninvolved
withthe NCSA since 1990, shortly after thegroup’ sincep-
tionby David Stang.

When hemet Stang, Baleswasrunning aconsulting group
specialisinginsystemsintegration and softwaredevel op-
ment. Theprofessional relationshipwhichevolvedledto
Bales' groupdoingwork for Stang, andviceversa. Bales
movetothe NCSA happened soon after.

The Early Days

Part of the NCSA'’ schallengewasto di stingui sh between
what they and other security organi sationsof thetimewere
doing. Themagjor differencewasthat many of theothershad
grownupwithmainframesandwerehaving difficulty
convertingtoPCsand LANSs: ‘ Wewereapproachingthe
problemfromthegroundup,’ explained Bales, ‘andthey,
fromthetop down. Wemetinthemiddle- weoverlap now,
but feel that the NCSAisstill in many waysunique.’

Sincethen, the NCSA hasgrown apace. It hasbuilta
network of support professional s, and membership has
grownfromaround 100 companiestoover 1500- Balessees
thisasindicativeof theevolutionin computer security
awarenessbei ng experienced by many organisations.

Aspirations and Achievements

A primary function of the NCSAistoact asa‘clearing
house’, providinginformationgenerally unavailableto
network administrators. * NCSAmembershipvariesfrom
small networked officestoindustry giants, and wethink we
fill that nichepretty well. If you plot thelargest and the
smallest companiesonan economicline, you can seethat
thereareabout 100,000 companiesin between!’ Balessaid.
‘Weseethisareaasour domain. Our emphasisisonthe

L AN manager, or theperson managing computer security as
acollateral duty.’

TheNCSA offersmany services: abulletinboard, anews| et-
ter,aCompuServeforum, andtel ephonesupport for
memberswith questionson computer security (inparticular,
viruses). Other servicesincludeseminarsand conferences
discountedto members, andthereisacatal oguefull of
resourcematerial swhichareavailableat discount prices.

Theorganisationalso certifiesanti-virusproducts, based on
detectionrates. Present certificationispass/fail: 90% of the
test-set must befound, or theproduct fails. Vendorshave

full accesstothevirustest samples- Balesfeelsthis
opennessisjustified: *We' reprimarily anend-user organisa-
tion; wefeel that if weconstruct atest encouraging vendors
todowell onit, end-userswill bebetter protected by
productswhich participate.’

Another of the NCSA' sconcernsisthe AVPD (Anti-Virus
Product Developers), set upin 1991 to devel op areasof
common concernandinterestintheindustry. It wasagreed
that non-competitiveissueswould beaddressed, suchas
development of astandardlibrary for testing purposes, a
virusnaming convention, and acodeof ethicsfor devel op-
ers. For several years, thiscooperationwastheonly formal
point of contact between vendors, and contributedtothe
emergenceof adegreeof concordanceamongst them.

The Viruslssue

Theincorporation of anti-virussoftwareinto MS-DOS6 has
rai sed awarenessof theproblemsinherent withinthesystem.
Balesdeclared himself pleasedwiththis: * It’ sgood, froman
awarenessstandpoint - if Bill Gatessaysit’ saproblem,
peopleacceptit. MS-DOS6 now seemsto play only asmall
partinmost peopl€’ santi-virusstrategy, but onbalance, |
think it’ sagood addition.

‘Soonevery PCwill haveanti-viruscapabilities. Inour 1991
survey wefoundthat about 43% of infectionsin businesses
occur asaresult of disksbrought fromhome- if wecan
detectinfectionsinthehome, it’ sgoodfor business.’

“with a uniform set of standards,
we may be creating the blueprint

for uniformly-devel oped
malicious code”

Hefeelsstrongly that preventionistheway aheadinthe
fight against viruses. Althoughtheoff-linescannerisstill
important, Balesbelievesthat agood TSRismoreeffective,
providingalineof defencepreventinginfection, where
scannerslook at theenvironment after thefact.

Itiswell-knownthat most usersseeviruspreventionas
synonymouswithvirusscanners- thispreconceptionis
present among NCSA memberstoo. Hebelievesthat action
isneededtorectify this: ‘ Right now, scanning getsbig play,
but asanindustry, weneed to do abetter job of communi-
catingthevirtuesof other approaches.’

Hethinksthat server-based productswhichintegratewith
theworkstation product will becomethemainanti-virus
vehiclein most companies, and viewsthenext step as
comparableproductsfor systemsother than NetWare.
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Legal Queries

TheNCSA, and Bob Balesinparticular, often have contact
with peoplewho havetheir datadestroyed by viruses, or
haveother businessproblemscaused by them. Lawson
computer virusestendtobeanunclearissue: intheUSA,
duetotheFirst Amendment, peopleareloathtorescindthe
supposed freedomtowhichvirusauthorsareentitled, afact
reflectedinthevirus-writing competition currently being
promoted by Mark L udwig. How doesBalesfeel whenhe
seessuch contestshappening, legally and openly?

‘It’ soutrageous. Oneestimatesaysthat, since 1990,
computer viruseshavecaused onebilliondollarsdamage
andexpense. Intoday’ seconomy, wecan't affordthat kind
of businessoverhead, sowethink that such acontest,
althoughnotillegal,istotally irresponsible. WhiletheFirst
Amendment guaranteespeoplelikeLudwigtherighttodo
thethingsthey’ redoing, it also protectsusindecryingthose
sortsof activities. Weintendto try and evoke asense of
moral outrageat suchbehaviour.’

Hebelieves, however, that any legal jurisdictionwouldbe
difficult, intertwined astheissueiswiththe Americanright
tofreedom of speech. Balesbelievesthat thebest solution
would betowork onlegislation whichdealswiththe
aftermath, sothat peoplewhowriteviruseswill pay. The
law needsto bemodified so that when damageoccurs, the
viruswriter isresponsiblefor theresult of hisactions

‘It sdifficult toprosecuteavirusauthor,” Balesexplained.
“Y oumust first provethat hewrotethevirus, and also that
heintended thedamagewhichresultedinatrashed hard
disk. That’ svirtually impossible. Somethinglikethe UK
Computer MisuseAct, whichwould describevirusactivity
asunlawful access, wouldbeuseful.’

Thisisonly oneof themany difficulties: ‘ I’ vespokenwith
Scott Charney, who headsthe Computer CrimeUnitatthe
USDepartment of Justi ce. Hebelievesthat modification of
existinglaw would helpwith prosecutions. Of course, there
isanother phenomenon - thetypical ageof theaverage
hacker or viruswriter. If you’ reconfrontingafourteen-year-
oldkidwho'’ sresponsiblefor theincident, thejusticesystem
tendstobemerciful - publicfloggingsareout of style!’

Part of theproblem, in hiseyes, isthat itisnot possibleto
put avalueondata, althoughinitiativestotry and define
somestandardshavebegun.

‘It'sironic,’ said Bales. ‘ If you can provedamage- todo
this, you haveto reconstruct thedata, and keep labour
recordsassociated withthat effort - thenyou can coll ect
damages. Therearecaseswherethat hashappened. The
better ajob the network manager does, thelesspunitivethe
damages. if all you havetodoisreload all thedatafrom last
night’ shackuptape, thentherewasn’t muchdamage. That's
animbalanceintheway whichthat particular lawis
administeredwhichjustisn’t equitable. Anincompetent
company can collect major damages, and somebody who's
doingagoodjobis... stuck.’

Bales: ‘ Oneestimate saysthat, since 1990, computer viruses
have caused onebillion dollarsdamageand expense. Intoday’ s
economy, wecan't afford that kind of businessoverhead’ .

Planning Ahead

TheNCSA hasbecomewell establishedinthe USA, and
Baleshasmany plansto expanditspresence. Heaimsto
becomemorefocused ontheareasof training, consulting,
and publishing. New projectsincludecreation of multi-
mediaeducational products, and production of conference
proceedingsinmulti-media.

Anotherindication of thiswider viewpointisits new
CompuServeforum (accessed by typing GO NCSA within
CompuServe), intended to beameeting placefor people
concerned with computer security. Topicswill include,
amongst others, computer crime, law, and ethics, viruses,
UNIX security, communication security, encryption, access
control, and busi nessresumption planning. Thevarioussub-
forumswill bemanaged by industry ‘ names'.

Thecurrent USadministration’ semphasisonthenational
informationinfrastructure(NI1), theso-called Data
Superhighway, and health carereform, will soon catapult
digital communicationintothelimelight. However, Bales
believesthat thisdevel opment will bring more problems-
themorewidespread thetechnology, thehigher theprob-
ability that it will comeunder attack. Onesuch dangerisin
theNI1:itwill, hethinks, becomeaset of standardsfor
informationinterchange. Many systemswill belashed
together, and moreemphasiswill beput oninteroperability.

‘Onceyou’ vedonethat,” heexplained, ‘ you' vecreated an
environment whereavirusmight moveandthrive. Today,
duetothefragmented natureof ourinfrastructure, things
don'tinteroperate, soit’ sdifficultfor themto moveabout
and propagate. With auniform set of standards, wemay be
creatingtheblueprint for uniformly-developed malicious
code, bethat worms, Trojans, viruses, or what haveyou. So,
thereisadownsideto theexpansion of technology.’
However, Balessaysthat, comewhat may, the NCSAwill
still bethereto help: ‘Wewill guaranteeafirst line of
defence- wealwayshave, andwealwayswill.’
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VIRUS ANALYSIS 1

Finnish Sprayer: Electronic
Graffiti

Mikko Hypponen
Data Fellows, Finland

Viruswritershave sometimesbeen comparedto peoplewho
creategraffiti. Itisasdifficult tofind arational motivefor
vandalising other peopl e’ sproperty with sloppy spray-
paintingsasto understand therationalebehind creatinga
harmful computer program. Whatever thereason, itis
unfortunatethat both of theseactivitiesremainpopular. In
the case of Finnish Sprayer, onecan seeapersonwho
perhapscombinesboth of these pursuits- the* artist’
scrawlshiselectronicgraffiti over theentirecontentsof an
infectedharddrive.

ThisviruswasfirstfoundinFinlandin December 1993, and
hasquickly spread throughout thecountry. Itwasnotlong
beforeit wasfoundin Sweden, Russiaand Estonia, and it
may well havespread evenfurther.

Installation

Finnish Sprayer isafairly typical boot sector viruswhich
infectsfloppy boot sectorsand hard disk M aster Boot
Sectors(MBS). It employsstealth methodsto conceal its
presence, and containstwo destructivetrigger routines.

Thevirusstorestheoriginal boot sector anditsown codeon
thelast threesectorsof either theactive hard disk partition
or adiskette. WhenaPC isbooted from aninfected disk, the
viruscodeisexecuted, andeither installationor harddrive
infectionbegins.

Itsfirst actionistoload the second sector of itscodefrom
disk. After this, it relocatesall of itscodeto thetop of the
conventional memory areaand continuestheexecutionfrom
there, decreasing theavailablememory by 5K. Thereason
forreservingthislargeareaisunclear - thevirusonly
requires1K of memory tofunction, makingitlikely thatthis
isasimplearithmetical error.

Thenext part of theviruscodeisal so rather unusual: it
checkswhether or not the operation of movingthesecond
part of theviruscodeto memory hasbeen successful. This
isdoneby searching for theletters* Ai’ intheareainto
whichit believesit hasloaded thecode. If thismarker isnot
found, theviruswill try to overwritethefirst sector of the
hard disk withrandom data, and reboot themachine.

Thisdestructiveroutinedoesnot work becauseof apro-
grammingerror, butitisobviously meant to beexecutedif a
read error occursduringthevirus' installation phase, or if
thesecond part of theviruscodeiscorrupted.

Propagation

Thevirusisnow ready toinfect theMBSof thehard disk. It
|loadstheM BStomemory, and analysesthepartition
information. Thevirusthen searchesforitsowninfection
marker: theletters® Ai’ in offset 45h of theMBS. If the
computer isalready infected, theviruscodeexits, andlets
thenormal boot processcontinue.

If themachineisuninfected, theactivepartitionislocated,
anditsfilesystemtypeisidentified - only partitionsusinga
known DOSfilesystemareinfected. Thiskind of checking
israreamong boot sector viruses, and meansthat thevirus
will notinfect PCsrunning other operating systems(e.g.
0S/2andWindowsNT).

If thehard disk isfound suitablefor infection, thevirus
movestheoriginal partitioninformationtothecorrect place
insidetheviral codeand writesanimage of itsfirst sector to
theMBS. Theviruscal culatesthel ocation of theend of the
activepartitionand copiestheorigina MBSandthesecond
part of itsown codetothelast two sectors. Any data
containedwithinthesesectorsisoverwritten.

Thevirusthen executestheoriginal boot sector. It doesnot
stay activeafter theinitial infection (i.e. whenapreviously
uninfected computer isbooted from aninfected diskette),
andwill only functionwhenthe machineisbooted froman
infected hard disk.

TheFinnish Sprayer virushasbeen reported throughout Finland,
with most incidentsconcentrated in the south of the country.
Reportsareindicated by black dots.
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Stealth

Oncetheharddisk isinfected, theviruscodewill be
executed during every boot-up. Itsoperationissimilarto
that of thefloppy disk boot code, but after initialisationit
makesadatecheck, and collectstheoriginal Int 13hvector
forlater use. Finnish Sprayer theninstallsitsownInt 13h
handler by modifyingtheinterrupttableinlow system
memory to point directly totheviruscode.

Thevirus' Int 13hhandler startsby checkingthecalled
function. If thisisnot adisk read, theviruspassesthe call
ontotheoriginal Int 13hhandler, otherwisearudimentary
check ismadeto ascertain whether thecall isdirectedtoa
fixed disk or afloppy drive. Thisinformationisusedto
branchprogramflow.

Inthe caseof aread from hard disk, theviruschecks
whether itisarequest toread the MBS. If so, theregister
valueswill bereplaced withthehead/cylinder/sector values
of theoriginal MBSand control ispassedtotheoriginal Int
13hhandler. TheBIOSroutinesthen completethestealth
operation by reading theoriginal MBStomemory, and
returningittothecallingfunction.

Thevirusdoesnot stealth thelast two sectorsof hard disks,
and doesnot stealth floppy disksat all. If theintercepted
Int 13hcall isaread fromafloppy disk, theviruschecks
whether or not thedisk isalready infected. If itisnot, the
virusinspectsthe ' total number of sectors’ fieldintheboot
sector in order totoascertainthediskettetype.

Thevirusrecognisesthefour commontypesof diskette:
360K B, 720K B, 1.2MB and 1.44MB. If thedisk’ sstructure
doesnot match any of these, theviruswill notinfectit. Non-
standard (for example, FDformatted) 180K B and 2.88M B
floppiesareneverinfected. If thevirusrecognisesthedisk
type, itwritesitsown codeto theboot sector and overwrites
thetwo last sectorsof thefloppy with acopy of theoriginal
boot sector and theremainder of itscode.

Activation

Duringevery boot-upfromtheharddrive, Finnish Sprayer
will check thereal-timeclock date. If thedateis25March,
theviruswill activate, overwriting random sectorsonthe
activepartition. Therandom number isgenerated by using
non-initialisedregistersasdestinationvaluesand enteringa
loop, which callsthe BIOSdisk writefunction, decrement-
ingthehead valueafter eachwrite.

After thisdestructiveroutine, theviruschangesthescreen
backgroundto grey and displaysthetext:

FI NNI SH_SPRAYER. 1. Send your painting +358-0-
4322019 (FAX), [Aija]

Sincethistextisencrypted withaX OR 50h operation, itis
notvisibleinsidetheviruscode. Thephonenumber isthat
of theFinnish Houseof Parliament, whichreceived dozens
of faxeson activation day thisyear. After thedisplay

routine, thevirushangsthemachineby enteringaninfinite

loop. It should benoted that sincereal -timeclocksare
generally availableonly on AT machinesand above, this
routinewill fail onolder machines. Onsuchcomputers, the
viruswill never activate. Finnish Sprayer alsocontainsthe
followingunencryptedtext, whichisnever shown:

Tks to B.B, Z-VirX ..... [A]a]

Thisstringisalsoused aspart of thevirus' self-recognition
signature. Incidentally, thetrigger dateof 25Marchisalso
the‘nameday’ of Aija(agirl’ sname)inFinland.

Conclusions

Thecoding styleof Finnish Sprayer variesbetweendifferent
partsof thevirus. Thismight indicatethat theauthor has
incorporated partsof older virusesintoitsmake-up, a -
though no obvioussimilaritieswith other commonviruses
exist. Another explanationisthat thisvirusmight bethe
work of anumber of different people, working asateam.

Finnishanti-virusorgani sationshavefollowedtheFinnish
Sprayer incident very closely, which hasmadeit possibleto
compileremarkably accuratestatistics. Someof this
informationisshown onthemap onthefacing page.

During March 1994, Finnish Sprayer wasreportedto have
activated onapproximately two hundred PCsin Finland
alone. Thetotal number of infected machinesrisesto several
hundred, possibly even onethousand. Thisisquiteamazing,
sincetheviruswasfirst found only afew monthsago. Such
new virusesarebecomingincreasingly common-for theill-
prepared PC user, the* writingisonthewall’ ...

Finnish Sprayer

Aliases: Ajja.
Type: Memory-resident boot sector virus.
Infection: Hard disk Master Boot Sectors and

floppy boot sectors.
Self-recognitionin Memory:

None.
Self-recognition on Disk:

Letters ‘Ai’ at offset 45h in boot sector.
Hex pattern:

49B8 0103 33DB CD13 OEO7 B8Ol
0333 DBB9 0100 B600 CD13 5AC3

Intercepts:  Int 13h for stealth and infection.

Trigger: Displays message and overwrites part
of active partition on 25 March.

Removal: Under clean system conditions, return
original boot sector to its original place.
Alternatively, overwrite viral code using

the DOS command FDISK/MBR.
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VIRUS ANALYSIS 2

Lock up your Source Code!

Eugene Kaspersky

Thevirusresearcherisanindefatigablecharacter, spending
histimediscovering new algorithms, breakingviruscode,
and provingtimeand againthat peoplewhowriteviruses
arenomatchfor thosewhofight to stop them spreading.
Nonethel ess, every now and thenanew viruspopsupwhich
posesmorethan minor problemsfor theresearchers. The
latest suchinnovationistheinfection of sourcecodefiles,
andispublished asso-called | egitimateresearch by none
otherthanMark Ludwig.

Thesevirusesarethe‘ new generation’, spreading viaanon-
executabl eobject. Thismanner of infection has, of course,
alwaysheentheoretically possible, but seeingthetheory put
intopracticeisfascinating.

Getting There

Early viruseswerefairly simpleand uncomplicated,
spreading by replication - somewhat likecell fission. These
creationsinfected COM, EXE, SY Sfiles, executablefilesof
other platformssuch as MS-Windowsand OS2, and boot
sectors. Suchvirusesalter thecodeof executablefiles
(parasiticinfectors), usesubstitutefilenames(companion
viruses), or replaceboot sectorswithviruscode. Ineach
case, thevirusmakeschangesto an executableobject, or to
theway inwhichan objectistreated by thesystem.

Thenext‘era , infectionof ‘ pre-executabl €’ files, camewith
therecent discovery of avirusnamed Shifting Objectives:
thistargetsobject modules, thehalf-way housebetween
program and sourcecode(see VBMarch 1994 pp.11-12).

Finally, thevirusauthor hasturned hisattentiontothe
beginning of thechain: thesourcecodefilefromwhichthe
object modul esarecompiled. Changesaremadetothe
sourcecode, whichisthen compiledinto object modules
(OBJfile) andlinkedintoexecutablefiles.

Thespread of thesourcecodevirusesresembl estherepro-
duction of thebutterfly: alarvaisdropped, which becomesa
caterpillar, whichlater developsintoabutterfly.

Incorporation in Source Code

Sourcecodevirusesmodify thesourcecodeof programsin
such away that onceaprogramiscompiledit containsvirus
code. Thesourcesareknownas'infected sources’, andthe
trojanised executablefileasan‘infectedfile’, just asafter
modification by anordinary virus. Two problemsrel ateto
thespread of such avirus: thefirst pertainstolimitationsin
thesourcelanguage, thesecondtofinding theright placein
thesourcecodefor storageof thevirus' source.

Inorder toinfect asource codefile, thevirusaddsitsown
sourcecodetothat file. Itisvital that both thevirusandthe
host filearewritteninthesameprogramminglanguage,
becausethenext stageinthevirus' lifecycleisat compile
time, whentheinfectedfileiscompiledtoforman object
modulewhich containstheviruscode.

Findingthecorrect placeinwhichtoinstall thevirussource
isof paramountimportance: if thevirusplacesitself at the
wrong positionintheinfected source, either thecompiler
will generateerror and/or warning messagesand will not
generateexecutabl efiles, or thecompiledviruscodewill
never receivecontrol fromthehost code.

Alsotobeconsideredistheproblem of hidingthevirusin
theinfected source code. If alargeblock of textisaddedto
thefile, evenacursory glanceat thefilewill alert the
programmer toitspresence.

“the source codevirus... hits
sour ce code which will then be

compiled into object modules and
linked into executable files’

Insidethe Virus

Therearealready anumber of sourcecodeviruseswritten
forthe PC (aswell asseveral for UNIX - seeVB, March 94,
p.15). Thefirstiswritten by noneother thanMark Ludwig,
and beginswiththecopyright string:

/*Mcrosoft C 7.0-conpatible source code virus
This file contains the actual body of the
Vi rus.

This code is (C) 1993 by Anmerican Eagle
Publications, Inc. P.O Box 41401 Tucson, AZ
85717

ALL RIGHTS RESERVED. YOU NAY NOT COPY OR

DI STRIBUTE THIS CODE IN ANY FORM SOURCE OR
EXECUTABLE, W THOUT PRIOR WRI TTEN PERM SSI ON
FROM THE PUBLISHER!'!! */

Thisinitself israther an odd statement, giventhe self-
replicating natureof avirus. Oneassumesthat L udwig (of
American EaglePublicationsinc) isawareof thefact that it
isnot yet possibleto sueavirus[ Evenifitisanartificial
lifeform, capableof evolving! Ed.].

Theremainder of theviruscodeconsistsof subroutines
whichexplaintheactual workingsof thevirus, andits
infectionroutine. Whenaninfected programisexecuted, the
virussearchesforthestring‘ INCLUDE=" inthesystem
environment area. Usually, thisstring pointsto thesubdirec-
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tory which containscommon header filesfor the Microsoft
C compiler. If thisisnot found, thevirusterminatesits
infectionroutineand passescontrol tothehost program.

If thisenvironment variableisdefined, thevirusthen creates
itsown header file, writingitsown source codetwiceto that
file, onceasthefollowingdataarray:

static char
virush[]={47,42,77,105,99, 114,111, 115, 111. ..

and alsoinstandard Clanguage:

/*M crosoft C 7.0-conpatible source code virus
int ok_to_attach(char *fn)

{
FILE *host_file;

Thisisnecessary becauseexecutablefilesdonot contain
their own sourcecode, but only assembler instructionsand
datafields. Oncompilationintoan executablefile, the
sourcetext of theviruswill belost, but thevirusmust keep
acopy of thetextinorder toinfect other sourcefiles.

After creatingtheVIRUS.H header fil e, thevirussearches
thecurrent directory for fileswiththefileextensionC’. If
found, thevirusscansforthestring* #include<virus.h>' to
detect already infected sourcefiles. If afiledoesnot contain
thisstring, thevirusstartsitsinfectionroutine.

Theviruscreatesatemporary filetoread andwriteinfected
sourcesand del etesit after infection. Thesourcefileis
analysed, andthevirusaddsthestrings* #include<virus.h>’'
atthefilebeginningand‘sc_virus();’ whichcallsthevirus
routinebeforethelast '}’ bracket. Asaresult, thesource
codefileTEST.C

mai n() {
printf(“Hello world!”);
}

becomes

#include “virus.h”

mai n() {
printf(“Hello world!");
sc_virus();

}

Thevirusheader fileisthenwrittenintothedirectory
specified by theINCLUDE variable, and thesourcecodeis
read through twice: onceasaC sourcefor thecompiler, and
onceasadataarray. Oncethesechangeshavebeen made,
thework isfinished, and the .Cfileisinfected. When that
fileiscompiled, linked, and executed, theviruswill search
for other Cfilesandtheentireprocesswill berepeated.

M ore Source Code Viruses

Ludwig’ svirusisunfortunately not theonly known source
codevirus. Thesecondissimilar but not aslong, and
containsneither commentsnor optimised sourcecode. On
infectionit createsthefileV784.Hinstead of VIRUS.H, and

alsousesanother subroutinename. Thecall tothemain
virusroutineis‘ s784();’, rather than (asinthefirst virus)
‘sc_virus();’. Thus, thisvirusiscapableof hidingitself more
efficiently thanitspredecessor.

Thelast sourcecodevirussearchesandinfects.PA Sfiles,
i.e.isaPascal sourceinfector. It doesnot createincludefiles
butinsertsitscompletesourcecodeintoinfectedfiles.

Itisdifficult tofix thelength of source codefiles, asthe
length of the header fileisnot thelength of thevirus(the
virussavesitscodeinheader filetwice: in hexadecimal
ASCII andinsourceformats). Thelength of thevirusin
executabl efiles(andin object modules) dependsonthe
compiler, thecompiler version, selected memory model,
optimizationflagsandsoon.

Thelength of theheader filesin Source_Family 1is53256
bytes,andin Source_Family_2,14955bytes. Thethirdvirus
(for Pascal) increasesthefilesby about 52K . Thelength of
executablefilesgrowsfromabout 8K to 20K, dependingon
thecompiler optionssel ected.

Final Note

Thesethreevirusescarry their own sourcecodeabout with
them, andthereforedo not requiredisassembly inthe
traditional way. They are, asdiscussed, thefirst virusesto
target sourcefiles.

Themethodsand ideasdescribed abovearethefirstfroma
multitude of possiblemethodsof sourcecodeinfection. One
canonly wait and seewhat cropsup next.

Source Family

Aliases: None known.

Type: Non memory-resident, parasitic source
file infectors.

Infection: .C or .PAS files, dependent on virus

version.
Self-recognitionin Memory:

None - the virus does not become
memory-resident.

Self-recognitionin Files:

File beginning checked for virus source
code.

Hex Pattern: Part of virus source code may be used
as search pattern, but it is difficult to
detectin compiled files.

Trigger: No trigger routines.

Removal: Under clean system conditions identify
and replace infected files; delete virus

headerfiles.
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FEATURE

Heuristics: for Better or for
Worse?

Whenreviewinganti-virussoftware, itisnot uncommonfor
themain body of thereview to beconcernedwiththevirus-
specificpartsof theproduct, with other featuresgettingonly
acursory mention. Of theseoverlooked el ements, possibly
themostinterestingisheuristicvirusdetection. Advocates
of thetechniquepoint outitsability to provide protection
against countlessasyet unwrittenviruses, whilecritics
claimthat thetechniqueisinherently flawed, and proneto
falsepositives. Thisarticleexamineshow heuristicvirus
detectionworks, and comparestheperformanceof someof
theheuristic-based scannerscurrently onthemarket.

Hand-waving or Hard Science?

Theunderlying concept of heuristicsisvery simple. An
experiencedvirusresearcher could makeagood guessasto
whether or not afilewasinfected almost at aglance. This
decisionwould bebased onthe*look’ of thecode. For
example, doesthefilecontain codewhich appearstoreduce
systemmemory?Doestheprogramuse’odd’ codefrag-
ments(e.g. PUSH SP, RET)?A heuristicvirusscanner
attemptstoemulatethis‘ guess insoftware.

Trueheuristicanalysisof computer programsmovesquickly
intotheareaof artificial intelligence, butitispossibleto
illustratethebasi cideaswithout thediscussion becoming
tootechnical. All virusesmust contain codetoinfect other
objects, andareusually writteninassembler. They very
rarely carry out any ‘ housekeeping’ tasks, such assearching
for commandlineoptions, or clearingthescreen, which
would becommoninalegitimate program. However, they
oftenstart with codeto makethemsel vesmemory-resident,
or locatean already resident copy, frequently viaan undocu-
mented Int 21hcall. Heuristic scanning makesuseof these
(and other) differencesin‘ appearance’ inorder toascertain
whether or not afileisclean.

Asanexampleof basic heuristicanalysis, consider aCOM
filewhichbeginsasfollows:

1233: 0100 B405 MOV AH, 05h
1233: 0104 CD13 INT 13h

Thismakesacall totheBIOSwhichwould format thefixed
disk. Clearly, any programwhich beginswiththeseinstruc-
tionishighly suspicious, andisprobably aTrojanhorse. A
heuristic scanner would recogni setheseinstructionsas
potentially damaging, andwarntheuser that thefile
appearedto containmaliciouscode. Moreover, by using
morecomplex codeanalysis, routineswhich attempt towrite
toother executablefilescan belocated and identified.

Compression and Encryption

Oneof theareasinwhich heuristic detection hasbeen
seriously limitedisexamination of anencrypted or com-
pressedfile. Evidently, if themainbody of afileisnotinan
immediately executableformat, itisimpossibletocarry out
abehavioural analysisof thecode.

Fortunately, thisproblem can beovercome. Inthecase of
compressedfiles, thedevel opershaveadded codewhich
decompressesthefile‘ onthefly’, andthen subjectsthe
expanded codeto heuristicanalysis. Thus, any viruslurking
insidethecompression shouldbeseen.

Thecaseof encrypted virusesismuch moredifficultto
solve, becauseunlikecompressedfiles, thereisno* stand-
ard’ virusencryptiontechnique. Theapproachtakenhereis
to examinethestart of thesuspect file. If it appearsto
containaloopwhichaltersthecontentsof another memory
location, thebehaviour of theloopismodelledinsoftware,
andtheviruscodeisdecrypted. Notethat thisdoesnot
involveactually runningthevirus, only modellingthe
changesmadeduringthedecryptionroutine.

Oncetheloop hascompleted, thedecrypted codecanbe
analysed. Thistechniqueallowsthescanner to peer within
theouter shell of theencryption, and givesexcellent results
when appliedto polymorphicviruses.

Problems

Oneof thebiggest problemswith heuristicsisthat of false
positives-i.e. labelling acleanfileasinfected. Thisismuch
morecommonwith heuristicsthanwithatraditional virus
scanner. Inthelatter case, oneissearching for something
specific; intheformer, the softwareismaking an estimate of
how muchaprogram‘looks' likeavirus. Inalargeorgani-
sation, fal sepositivescan bemoredamaging thanfalse
negatives, and vendorshavedoneagreat deal of work trying
tominimisetheproblem.

Oneof thesimplest waysinwhich thiscan bedoneisto
increasethenumber of virus-likefeaturesafilemust havein
order tobelabelled asinfected. Clearly, thisreducesthe
number of falsepositives, but will also meanthat the
number of virusesdetected by theheuristicelementsinthe
softwarearereduced.

Another problemisthat itispossibletowriteviruscodein
suchaway that it hidesitstruefunction. For example, there
areanumber of waysinwhichtohook aparticular interrupt:
al thevirusauthor hasto doistry out several techniques
until hediscoversonewhich doesnot raiseany of the
heuristicflags. Itisvery difficult to prevent thistypeof
attack, asthevirusauthor hasan essentially infinitetimeto
try out new ideasagai nst the heuristic scanner.
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The Tests

Inorder totest the heuristic componentsof the products,
somevery simpletestswerecarried out. Firstly, thevirus
scanner wasrunonanumber of infectedfiles, withall virus-
specificelementsdisabled. Thus, thefigurespresented do
not reflect theoverall detectionability of thesoftware, only
that of itsheuristic scanner.

Secondly, thesoftwarewastested against alargecollection
of executablefiles, includinganumber of filessentto Virus
Bulletinassuspected viruseswhichwerelater identified as
falsepositives. Thistest-set (100M B of executablefiles) was
used to measure of thenumber of fal sepositivesgenerated
by thesoftware. Detailsof thevirustest-setsused aregiven
intheTechnical Detail ssection at theend of thearticle.

Central Point Anti-Virus

In the Wild 64/109
Standard 142/229
Polymorphic See text

After thereleaseof MS-DOS6, Central Pointlaunchedan
updated version of itspopular CPAV product. Thenew
incarnationfeatured anumber of enhancements, oneof
whichwasa‘VirusAnalyser’. Thisclaimstobean expert
system, capabl eof detectingvirus-likecode- nofurther
detailsaregiveninthedocumentation.

Theresultsof thetestsshow that theproduct i s capabl e of
detecting arespectablenumber of virusesusingjustits
heuristicengine. However, onthetest machine, CPAV
repeatedly aborted withanumber of different run-time
errors(thefollowingisatypical example:*“WNCPAV
caused aGeneral Protection Faultinmodule<unknown>
24BF:0D42@WWNCPAYV will now close’). Thisproblem
wasrepeatable, and associated with scanning particular files.
Thismadeitimpossibleto calculatehow many of the
polymorphicvirusesweredetected by the CPAV heuristics,
but thefigurewasapproximately 550/750.

Thereport generated by CPAV isparticularly bland, simply
statingthat ‘ VirusViral CodeF wasfoundinaparticular
file. Accordingtothemanual, thismeansthat the suspicious
codewasfoundinafile. Intheevent of the scanner encoun-
tering aboot sector virus, themessage‘ Viral CodeB’ is
displayed. Nofurther informationisgivenonthe Central
Point expert system, other than stating that the system
detectsviruses’ usingfactual knowledgeandreasoning’.

Theoverall detection rateof thescanner could not be
measured, as CPAV crashed duringtesting, generating
illegal instructionerrors. Thisproblem hasbeenreportedin
VirusBulletinnumeroustimes, and still needsto befixed.

Theproduct wasnot wholly immunetofalsepositive
problems, labelling onefileasinfectedwith‘ Viral codeF' .
Withthevirus-specificengineenabled, another uninfected

filewasreported asbeinginfected. Whenusedinalarge
company with many thousandsof machines, thismay well
beanunacceptably highrateof error.

F-Prot
In the Wild 49/109
Standard 103/229
Polymorphic 39/750

Theheuristicelementswithin F-Prot havechanged over the
courseof time, asemphasisshifted from purevirusdetection
totherealisationthat fal se positiveswerejust asseriousas
falsenegatives. Thus, thesensitivity of theheuristicswithin
theprogram hasbeen reduced. Notwithstanding, the
detectionresultswhen run against the Polymorphic test-set
arerather disappointing.

Oneof thebest features of the heuristic componentisthat it
ispossibletoreceiveareport onwhichvirus-likefeatures
wereexhibited by aprogram. Anexampleof atypical report
isshownbelow:

C:\ VI RUSES\ | NTHEW L\ EDD- 2100. EXE cont ai ns
unusual code, which is normally only found in
viruses.

- self-relocating code
- invalid tine/date
- strange structure

Pl ease contact Frisk Software International to
check if this is a known false alarm or send
us a copy for analysis.

Theprincipal advantageof the F-Prot heuristicsisthatin
thefalsepositivetests, theproduct successfully identified all
filesasuninfected. Thispartly accountsfor theuninspiring
detectionresults, and makestheproduct highly useable.

ThunderBY TE Anti-Virus

In the Wild 73/109
Standard 149/229
Polymorphic 594/750

Of al theproductstested, theoverall winner intermsof
detectionand usability was Thunder BYTE, by ESaSS. The
detectionresultswerehighly impressive, scoringwell
against each of thetest-setsused.

TBAV alowstheuser to switch betweentwodifferentlevels
of heuristics. Thedefault settingisto useminimal code
analysis. Thisisdesignedto minimisefal sepositives
generated by theprogram, whilestill detecting viruses
missed by thevirus-specific searchengine. Thefigures
givenfor the product weretakeninthisdefault mode.
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Thesecond modeincreasesthesensitivity of theheuristic
engineby lowering the number of featuresafileneedsto
havein order to beconsidered suspicious. Withthismode
selected, thedetectionresultsroseto 98/109 (Inthewild),
211/229 (Standard) and 719/750 (Polymorphic). Unfortu-
nately, it al so caused anumber of false positives: inthelow-
sensitivity mode TBAV had nofal sepositives; inthehigher
mode, therewere 38.

Another featureof noteistheamount of information
displayed by theproduct when it encountersasuspicious
file. A typical exampleisdisplayed below:

C: \ VI RUSES\ | NTHEW L\ EDD- 2100. EXE probably
infected by an unknown virus

c No checksunirecovery information (Anti-
Vir.Dat) available.

F Suspicious file access. Mght be able to
infect a file.

E Fl exi ble Entry-point. The code seens to be
designed to be linked on any |ocation
within an executable file. Common for
Vi ruses.

L The program traps the |oading of software.
M ght be a virus that intercepts program
load to infect the software.

D Disk wite access. The program wites to
di sk without using DOS.

M Menory resident code. The program m ght
stay resident in nenory.

T Incorrect tinestanp. Some viruses use this
to mark infected files.

z EXE/ COM determ nation. The program tries
to check whether a file is a COM or EXE
file. Viruses need to do this to infect a
program

B Back to entry point. Contains code to re-
start the program after nodifications at
the entry-point are nade. Very usual for
viruses.

ThunderBYTE alsodeal swithencrypted viruses, by analys-
ingthedecryptionroutineand attemptingtodecrypt the
encrypted code. Thiscodeisthen subjectedtofurther
analysis. Usingthistechnique, TBAV managedto detect well
over 90% of all thepolymorphicstested.

Anti-VirusProfessional

In the Wild 87/107
Standard 173/229
Polymorphic 577/750

Anti-VirusProfessional (AVP) isarelatively new namein
VirusBulletin, althoughitwill befamiliar to subscribersin
Russia. Devel oped by EugeneK aspersky for KAMI, AVPis
tobefound on several anonymousftp sitesinthe West.

Thesensitivity of theheuristicswithin AVP isnot user-
definable, and can only beturned on or off. Thissmall
limitation aside, theproduct worked well and detecteda
largenumber of viruses. Thosedetected by theheuristic
enginearenot describedinany detail, beyondthebland
statement ‘virusType..." followed by theproduct’ sestimate
of thevirus' length.

Virusdetectionwasextremely good, achievingaslightly
lower detectionratethan TBAV. However, AVP did cause
threefal se positiveswhen run against thetest collection of
cleanfiles- anunacceptably highresult.

Analysis and Conclusions

Itisrarefor any VB review to end withawholly positive
note, andthiscomparativeisnoexception. However, one
pleasing statisticisthat, in each case, theheuristicdetection
wascapableof finding at |east someviruses. Inparticular,
theexcellent detectionresultsof ThunderBYTEand AVP are
worthy of praise.

Thelargest drawback with apackagewhichutilisesheuristic
analysisisitspropensity for falsepositives. Althoughthe
testswereconducted on far too small asampleof filesto be
representative, they do show that, onalargesite, false
positiveswill happen. For theaverageuser, thehigh
heuristicmodein ThunderBYTE isprobably unusable, as
thereisno practical way of ascertai ningwhether suspicious
filesareinfected or not. A falsepositivecanwasteasmuch
timeasagenuinevirusinfection.

Theseresultsmakeit difficult to decidehow much of a
benefit aheuristic scanneris. Thetradeoff betweenfal se-
positivesandfal se-negativesisnowhereasclear asfor
genericvirusdetection, andtheacceptabl ethresholdfor
error will vary from organi sationto organisation. For the
dedicatedvirushunter, theextensiveanalysisprovided by
TBAV placesitwell infront of thecompetition, but more
thanalittletechnical knowledgeisrequiredto makethe
most of itsmany features. At the other end of thescale, F-
Prot’ sheuristicsdetectionresultslagged behind thoseof its
competitors, but nofalsealarmswerecaused. Theideal
choiceof product will vary from siteto site; itisleft upto
thereader to decidewhich (if any) will suit him best.

Technical Details:

Testswerecarried out onan Opus Technol ogies25M Hz 386SX,
with10M B RAM, ahigh-density 3.5-inch drive, ahigh density
5.25-inch driveand an 80 Mbyte hard drive. The machinewas
running MS-DOS6.2and Microsoft Windows3.1.

Each test-set containsgenuineinfections(in both COM and EXE
format whereappropriate) of thefollowing viruses:

W Standard Test-Set: Asprintedin VB, February 1994, p.23
(fileinfectorsonly).

@ ntheWild Test-Set: Asprintedin VB, May 1994, p.22.

B3 Polymor phic T est-Set: A special expanded version of the
polymorphictest-set, comprising 750 genuinesampl esof:
Coffeeshop (500), Cruncher (25), Uruguay.4 (75), Satanbug
(200), SMEG.Pathogen (100).
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TUTORIAL

Stealthy Subjects

Oneof theattributeswhichisoften used to describeavirus
isthat of * Stealth’ . Unfortunately, themechanismsof stealth
areshroudedin mystery totheaverageM 1 SManager. Much
of thisimagearisesfromtheway inwhich stealth viruses
operate: whenafull stealthvirusismemory-resident,
infectedfileswill appear tobe* clean’, right downtothelast
bit. However, thereisnothing magical about this- the
trickery described aboveisnothing morethanasimple
exerciseinassembly-level programming. Thisarticlewill
examineexactly how stealth virusesfunction, and how their
attemptsatinvisibility canbenullified.

How it Works

Thesimplestway to understand how onecomputer program
can hidefrom another on disk isto examinehow atypical
stealthvirusfunctions. If onewereto examineadirectory of
adisk beforeand after it wasinfected with the4K virus, one
would seeno changestofiledate or timestamps, or tofile
lengths: indeed, if oneopened aninfectedfileand compared
itbyteby bytewithanuninfected original, nodifference
would beapparent... aslong astheviruswasal ready
memory-resident ontheinfected machine.

Thisinvisibility reliesupontheway inwhichDOS pro-
gramscommunicatewiththecomputer hardware.

Now You Seelt...

Thepurposeof anoperating systemistoprovideaninter-
facebetweenthird-party softwarerunning onthemachine
andthelow-level I/Ofunctionswhichnearly all programs
needtouse(e.g. reading fromthedisk, outputtingtothe
screen). Thisinterfaceallowsprogramstobedevel opedfor
awiderangeof physically different machineswith compati-
bility issuesalready dealt with by theoperating system.

Althoughaprogram doesnot needtotakeadvantageof this
standardinterface, any executablefilewhichaccessesthe
hardwaredirectly would haveto beableto deal withthe
multitudeof different standardstowhich PC components
adhere. Thiswouldbehighly inefficient (nottomention
completelyimpractical).

Theinterfacebetweenaprogramandthehardwareismade
up of anumber of calls, known as interrupts. Onthe PC,
oneof theby-productsof thisdesignisthat nearly al calls
totheoperating system aremadeviaoneor two different
interrupts. A precisedescription of how aninterrupt func-
tionsonthe |BM PCisbeyond the scopeof thisarticle.
However, all thatisneeded to understand how stealth
viruseswork isageneral overview of theactionsthe
processor takeswhenitencountersan‘ INT’ call.

Aninterruptisan
instructiontothe ‘ ‘
processor which | |
instigatesacall to
:trgor?deirr?rrnogr;a(;?y_ Interrupt Handler ]
WhenanInterrupt
(INT)instructionis
encountered, the
machinemakesa
noteof thecurrent
positioninthe
callingprogram, and
thenjumpstoa
subroutine(or
interrupt handler) in
memory. The
locationof this
subroutinewill vary
for differentmachine ~ InterruptVector —
configurations, soa
pointertoitisstored
inafixed areaof low
memory knownas
theinterrupt vector
table. Thecorrect val uesof thesevectorsareloaded during
theboot process. When called, theinterrupt handler carries
outwhatever functionit wasdesignedtodobeforereturning
control tothecalling program. Inthecaseof DOS, this
providesaccesstoall itsfunctions.

Calling Program

Diagrammatic RAM map of interrupt
processing onan uninfected PC.

Itisrelatively easy towrite programsin such away astobe
machineindependent. Programscommunicatewiththe
machinehardwareviainterrupts, with machine-specific code
(e.g.adevicedriverfor anunusual graphicscard) dealing
withrequeststo accessthehardware. Thisallowstheuser to
choosefromarangeof different add-onswhichhave
different characteristics, merely by loadingasmall device
driver whichtranslatestherequestsof thecalling program
intoinstructionswhichthehardwarecan understand.

Althoughthereare256 differentinterrupts, therearethree
DOSinterruptswhichareextensively used by viruses:

* Int21h- TheDOSfunctiondispatcher
* Int24h-TheDOScritical error handler
* Int2Fh- The DOSmultiplexinterrupt

Inadditiontothese, thereisanother commonly used
interrupt, Int 13h, which providesdirect accesstothedisk.
Usingjustthesefour interrupts, aprogram canaccessnearly
every serviceneededfor basicl/Oandfunctionality. This
providesabigadvantageintermsof simplicity and usabili-
ty, but alsoprovidesa’ bottleneck’ throughwhichcallsto
thedisk usually pass.
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Now You Don’t!

Duetothenonexistenceof memory protectionunder
MS-DOS, any program canalter thevaluesstoredinthe
interrupt vector table. Thisisadouble-edged sword. Firstly,
it meansthat aprogramwhichwantstointercept callsto
DOS(for example, aT SR which monitorssuspiciousdisk
activity) caneasily insertitsown addressintotheinterrupt
vector table. However, thedownsideisthat aviruscan do
exactly thesamething.

A termwhichisoften used withinthe pagesof Virus
Bulletinis*interrupt hooking’. Thisisusedto describethe
processof alteringtheaddressintheinterrupt vector tableto
pointtoavirus. Thereafter, whenever aprogram attemptsto
usethatinterrupt, control ispassed totheviruscode. This
cancarry out whatever actionsit deemsnecessary, before
passing control ontotheoriginal handler. Armedwiththis
knowledge, onecan seethat theprocessof stealthisfar from
magical - indeed, arudimentary stealthroutineisasimple
exerciseinstudent-level computing.

Asanexampleof asuch aroutine, let usconsider the
mechanism of hiding anincreaseinthelength of infected
files. DOSwould normally useanInt 21hcall tolocatea
file. Consider thefollowing codefragment:

nmov ax, 4EOOh ;Set up Int 21h function
;nunber
mov cx, 0020h ;Set up attribute bits

;of file to find

nmov dx, _filename_ptr ;Set DX to point to
;fil enanme

int 21h ;Call Int 21h handl er

Thisissuesacall tothe DOSfunction dispatcher tofind the
firstfilematching thefilenamepointedtoby DS:DX.Onan
uninfected system, thiswouldreturncritical information
aboutthefile.

However, if thevirusismemory-resident, thelnt21hcall
passescontrol totheviruscode. At thispoint, thevirus
couldexaminethetargetfile, and attempt toascertain
whether or notit wasinfected. Techniquesfor thisself-
infection check rangefrom examiningthetimeor datestamp
of thefilefor aparticular value, downto checking specific
codesectionswithintheprogram.

If thistest showsthat thevirushasalready infected thefile,
itcould allow thecall to passtotheoriginal Int 21h handler,
but withthereturn addressfromthiscall settothevirus
code. Theviruscouldthen alter thedatareturned by the
DOScal; inthisexample, itwouldinvolvesubtractingthe
length of thevirusfromthelength of thefile. Therefore, a
directory listing of aninfected machinewould show no
apparentincreaseinfilesize.

Extreme Stances

Hidinganincreaseinfilesizeisperhapsthesimplest action
whichamemory-resident viruscan carry out, but several
viruseshavetakenthingsmuchfurther. The4K virus(aka

Frodo.Frodo.4K) interceptsanumber of different Int21h
subfunctions. Whenthevirusisresident, it examinesnearly
twenty different systemrequests. Asidefromtheobvious
repair of infectedfilesize, 4K alsomonitorsattemptstoread
aninfectedfile. If suchacall isintercepted, thevirusreturns
theoriginal contentsof thehost file. Whenthat fileis
closed, thevirusexaminesitsextension, andif itiseither
COM or EXE, infectsit.

Thismeansthat if onewereto useachecksumming package
which accessed thedisk throughthe DOSfunction handlers,
no changeswouldbeseenininfectedfiles, and thedisk
wouldbereported asclean. However, theaction of check-
summingthefilesinvolvesopeningand closing every
executable, thereby infecting every suitablefileonthedisk.

Thishighlightstheneedfor cleanbootstrapping: if avirusis
memory-resident, it canblock many of thedifferent attempts
tosearchforit. Therefore, many anti-viruspackagesrequire
that amachineisbooted fromaclean, write-protected
systemdisk beforeviruscheckingtakesplace.

Fighting Back

Virusauthorsarewell awarethat if their codeisnot running
itisrelatively easy to detect. For thisreason, they have
attemptedtoimprovethestealth capabilitiesof their
creationsinanumber of differentways.

Firstly, most usersstill do not carry out aclean boot before
scanning adisk for viruses(inthe case of a Windows-based
anti-virusproduct, thisisana most impossiblefeat).
Therefore, whenascanner isexecuted, it usually hasthe
optionof checkingmemory for viruseswhichareknownto
causeaproblem. If
any suchvirusesare

found, theuseris

aertedandrequested | |
toclean-bootthe | |
machine.

Interrupt Handler
Anattack against
thistechniqueisto Virus Code 1

makethevirusvery
difficulttodetectin
memory by encrypt-
ingmemory-resident
codeaswell asthe
viruscodeondisk
(anexampleof such
avirusisUru-
guay.6). Findingan
encryptedvirusin
memoryismore
difficultthanfinding
thesameviruson
disk: whensearching

Calling Program

— InterruptVector —

Interrupt processing onaninfected
machine. Thereturnvaluesof the
call arecontrolled by thevirus.

apotentially infected
file itiseasy totrace
thepath of execution
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[Physical Sector: Cyl B, Side B, Sector 1
7 FA 33 CA 8E D@ BC 8@ 7C - 8B F4 50
BF @@ B6 B9 6@ @1 F2 A5 - EA 1D @86

0 B3 84 80 3C 8@ 74 OE 88 - 3C 88 75

: CB 75 EF CD 18 8B 14 8B - 4C 82 8B

: CB 74 1A 8@ 3C @@ 74 F4 - BE 8B 86

+ 56 BB @87 8@ B4 G@E CD 18 - SE EB F@ E

C B8 @1 @2 57 CD - 13 5F 73 @

BE A3 @6 EB D3 - BE C2 @6 Bl

@ 1F FB FC
@@ 6@ BE BE 87
1 C6 18 FE
E C6 18 FE
BF 85 88
€8 CD 13

7
8
C
E
C
B
C
F FE 7D 81 3D

5
@
8
8
3
F
3
P

7 8B F5 EA 8@ - 7C 00 8@ 49 6E 76 61 6C U~
61 72 74 69 - 74 69 6F 6E 28 74 61 62 i

¢
8 78
8@ 45 72 72 6F 72 - 28 6C 6F 61 64 69 6E 67
65 72 61 74 69 - 6E 67 28 73 79 73 74 65
[3

4D 69 73 73 69 6E - 67 20 6F 78 65 72 61 74 n.
6728 73 79 73 74 - 65 6D 0@ 60 @6 @0 09 09 i

00 0@ 60 @0 90 60 - @8 0O 60 60 @ B0 09
00 00 60 @0 90 60 - 98 00 B0 60 @8 60 00
00 0@ 60 @A 9@ 0@ - @8 00 00 66
: @@ 60 00 80 60 90 @0 60 - @6 00 89 66
: 1@ 60 60 0@ A 60 B0 @A - 66 BA 00 6 6l
Z : 0@ 60 A9 B0 69 60 60 89 - EEEEBBEEEEEEW
ﬁ:f:lw 8 of 163,799

Press ALT or F18 to select menus

Stealth in Action

Above: the result of viewing
a Spanish_Telecom-
infected Master Boot Sector
with the virus memory-
resident. Note that every-
thing appears normal...
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Unfortunately, everything is
not as it seems. The results
of the same operation are
shown below, this time
after booting from a clean
system disk.
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Disk Edito

throughthefile, whereasinmemory,
itisdifficulttoknow wherethevirus
codebeginsand ends.

Anexampleof aviruswhich attempts
todothisisSatanbug. Whenresident,
thisvirusmultiply encryptsitself,
only calling decryptionroutineswhen
specificareasof thecodeare
accessed. Thismakesitvery difficult
todetectreliably onceitisrunning. It
isthereforeadvisabletobootfroma
cleansystemdisk beforecheckinga
diskforviruses.

Another tactic used by thevirus
authorsistoensurethat thevirus
remainsactiveinmemory evenafter a
warm boot of themachine. Thistrick
isrelatively simpletoaccomplish, and
meansthat theuser isforcedto cold
boot hismachineby powering off. It
iswell-worthrememberingthisfact
when examiningamachinewhich
might beinfected.

New Steps

Thelatest developmentinvirusesin
termsof memory-resident behaviour
isthat used by the EXEBugvirus(see
VirusBulletin January 93, p.13). This
virustakesadvantageof a‘feature’ in
aparticular version of the AMI BIOS,
whichallowstheuser toforceaboot
fromtheC: drive. After theviruscode

hasbeenloadedin, abootis*faked'
fromtheA: drive. Althoughtheuser
believesthat thevirusisnot active
(after all, themachinewasapparently
cold-bootedfromanuninfected
diskette), thevirusismemory-
resident, andinterceptsall accessesto
theM aster Boot Sector. Fortunately,
thefeatureintheBlOSonwhichthe
virusreliesisnonstandard, and
thereforedoesnot work onthevast
magjority of machines. Most anti-virus
productswill warntheuser if this
virusisdetectedinmemory, butif a
user isparticularly concerned about
hismachine, heshould examinethe
valuesstoredintheCM OS, and check
that thedrivesettingsareasthey are
expectedtobe.

Thingscanbecomestill morecompli-
cated. Althoughmost virusesimple-
ment stealth at aninterrupt level, itis
possibletointercept disk readsand
writesat anevenlower level by
trappingthecallsmadetothehard-
ware. Duetotheextremely low-level
natureof thisapproach, numerous
compatibility issuesareraised, but
thereareviruseswhichattempt touse
thistechnique.

Oneexampleof suchavirusis
Strange. ThevirusisaMaster Boot
Sectorinfector, whichmonitorsall
callsmadetothedisk at aport level.

If it detectsany readsof the MBS, it
ensuresthat theoriginal contentsof
theMBSarereturned. Theadvantage
of thistechniqueover thetraditional
interception of Int 13hcallsisthat
evenif ananti-virusprogramcontains
‘anti-stealth’ code(thatis, it attempts
toaccessthedisk directly), it will still
be’ stealthed’ by thevirus. Once
again, thenonstandard natureof the
callsmeansthat Strangewill not
function correctly onanumber of
machines, limitingitsthreattothe
user (see VB, April 1993, pp.12-13).

Conclusions

Hopefully, it should now beapparent
that searching adisk for viruseswhen
avirusisalready activeinmemory is
alost cause, which canleadto even
morefilesonthedisk becoming
infected. Therefore, whendealing
withapotentially infected machine,
thereareanumber of pointswhichthe
user shouldtakeintoaccount.

Firstly theuser must reboot amachine
fromacleanwrite-protected system
disk beforemakingany checksfor
infection. Itisessential that sucha
boot disk ismade- thelast timeat
which onewantsto berooting
through dusty boxesof diskettesis
whenanew virusisontheloose.

Creatingaboot disk fora‘vanilla
DOSsystemiseasy. However, if any
disk compression softwareisused, it
isimportanttoinstall theappropriate
devicedriversonthebootdisk. This
processisdiscussedinaprevious
articlein VirusBulletin (September
93, p.23): sufficeit to say that the
guickest way toensurethat anewly-
created boot disk isfunctioningisto
testit.

Secondly, theuser shouldbear in
mindthat acompl ete power-down of
themachineisnecessary - asimple
Ctrl-Alt-Del isnot enough.

Themostimportant fact about stealth
virusesisthat if they arenot memory-
resident, they cannot hidethechanges
they have madetoinfectedfiles, and
thevirusauthor’ shardwork will have
beenwasted. Stealthwill only work if
youletit.
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PRODUCT REVIEW 1

Net-Prot: F-Prot for NetWare

Jonathan Burchell

Readerswill aready befamiliar with Command Software
Systems’ F-Prot Professional, whichisawell-established
packageheldinhigh esteemby usersandindustry alike.
Thismonth’ sreview |ooksat Net-Prot, whichincludesboth
DOSandNLM versionsof thesoftware.

The package seemsto set out tobe minimalistinitsap-
proach, comprisingjust two 3.5-inchfloppy disksandaslim
manual, merely ten pageslong. No mentionismadeof the
availability of other media- presumably, onecould apply to
Command Softwar eif thesearerequired.

Installation

Toinstall theprogram, itisfirst necessary tologinas
supervisor. Thesuppliedinstall programthen copiesthe
product’ sfilestotheserver directory, theuser being asked
only whether or not AUTOEXEC.NCF should bemodified
toload F-Protwhentheserverisstarted. TheNLM claims
tobecompatiblewith Novell NetWarev3.11,v3.12and
v4.0x; however, testingwasonly carried out under v3.11.

Whenl loadedtheNL M, thesoftwareimmediately gener-
ated an error message. Themanual pointsoutthat F-Prot
requiresthelatest versionof CLIB.NLM tobeinstalled, and
that it may benecessary to downloaditfroma Novell
distributionsite. After someconvol uted manoeuvres(the
Internetisawonderful thing!) thiswasachieved, allowing
F-Prottoloadwithout any error messages.

However, without I nter net access(oramodemanda
CompuServeaccount), procuringthenewest librariesisa

time-consuminganddifficult procedure. Command Software

should obtain permissionfrom Novell toredistributethe
latest CLI1B.NLM withtheir software, modifyingtheinstall
programto copy itoverif necessary.

Additionally, why cantheinstall program not check the
version of CLIB ontheserver and warn of any potential
problem?Thiswouldbefar moreuser-friendly than having
thesoftwareabort with an error messageat thevery outset.

Configuration Options

Thefew configurationoptionsoffered by theNL M software
arecontrolled from the setup program, which may beset up
tobepassword-protected. Theprogram canberun by any
user whoislogged inassupervisor, or who haswrite
permissiontotheserver systemdirectories. Itallowsfor
real-timescanning mode, controllingthescanning of files
moving onor off theserver, and may be set to any combina-
tionof fileexecution, fileread andfilewrite.

If avirusisdetected, theinfected filemay bemovedtoa
guarantinedirectory, or, alternatively, renamed or del eted.
F-Prot createsthequarantinedirectory aspart of theinstall
procedure, and cannot besettouseadifferent directory.

Whenaninfectedfileisdiscovered, awarning messagemay
besent towhomever originated thefilerequest and/or to
other nominated usersor Novell groups. Itisnot possibleto
customi sethewarning message, or to request that it be sent
toagroup plusalist of individual users.

F-Protispreconfiguredto scanthosefilesmostlikely to
becomeinfected (thosewithextensionsCOM, EXE, OVL
etc.), but further extensionsmay beaddedtothespecified
list, which appearslimitedto approximately fifteenentries.
This, however, isnot enoughtoretainthepredefinedlistand
add all theextensionsof thevirustest-set. Thereisno
apparent optionto specify all files: settingthefileextension
toawildcard‘*’ did not work.

TheSchedulerwhichisincludedisfairly basic,and allows
the user to specify scantimeaccording to daysof theweek
and atimeto operate. It isalso capabl e of delaying thescan
if thefileserverisinheavy use(qualified asapercentage
loadingfigure).

Pointsto Ponder

TheNLM isvery simplistic, and whilst simplecanbegood,
itisnecessary to point out theissuesit failsto address. First
amongst theseisthedocumentation. | amall for conserva-
tion, and savingtheplanet’ seco-system: lessthanthree
pagesinthemanual deal withNLM operationand configu-
ration. Thiswould befine, if good on-linedocumentation
and hel p existed. Command Softwareprovidesneither.

MS-DOS Prompt

NET-PROT Anti-Uirus NLM vi.24 (c)1993-94 Conmand Sof tware Systems, Inc.

Active: 3 Days 21 Hours 12 Minutes 4 Seconds
Utilization: 2z During Pull Scan - Avg: 41z Peak: 7%
Next full Scan: Tuesday, May 24, 12:@Bam
Last full Scan: Monday, May 23, 11:88am
Files Scanned: 5883 Viruses Found: @

Real-time Status
Scanning method: File Execution File Reads File Writes
Recovery method: Move Infected File

Files Scanned: 8281 Uiruses Found: 1548

File Scanning Activity
User: SUPERVISOR Conn: 9  [PAGGAAGh:ABAABABCS6FD] 5,23 - 2:22:80p
Read 8YS:SYSTEM/IBMSRUN.OUL

Last Uirus Detected

User: NET-PROT.NLM Conn: @  [AAAAAAAA:AAAAAAARAAAA] 5,23 - 1B:67:3%
Scan  ROOT:CONFINED.UIR/USER/JCB/INTHU/HALLOCHE. CO1

Type: Halloechen Action: Moved

ESC - Unload NET-PROT Fi@ - Initiate Full Scan

Rather surprisingly, giventhereputation of the DOS-based
product, Net-Prot fallsdown badly intermsof virusdetection,
missingalmost all polymorphicviruses.
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Thesecondissueisthefact that the F-Prot NLM lacks
many of themoreadvanced featuresto befoundin other
server-based anti-virussoftware. Theseincludetheability to
treat groupsof serversaslogical domains, theability toload
specificNLMsaccordingto scanresults, and theability to
customisetheentireoperation of thescanner. Net-Prot does
generatealogfile, butitisnot documented anywhere. No
reportingor viewingfacilitiesareprovided.

Somevery basicfeatureswerealso absent: | found, for
instance, not being ableto setthescantoinclude‘al files' a
major disadvantage. Werel to usethe softwareinaproduc-
tionenvironment, | would want to be ableto customisethe
‘infectionfound’ message. Ensuringthat usersdonot panic
at aninappropriatemessageisof paramount importance.

Furthermore, although F-Prot claimstobe (and probably is)
NetWare4.0compatible, | could seenoreferenceto
supportingthemoreadvancedfeaturesof v4.0,suchas
automati c datacompressionand backupmediamigration.

Neither could | find mentionof, nor detect any linkage
between, workstationand server utilities. Thesedaysone
expectstheserver NLM to act asacentralisedlogger of
events, andtointeract withtheworkstation utilities, double-
checkingtheir integrity and ensuring that they areloaded at
logintime. F-Prot hasnoneof thesefeatures.

Thescanner wasnot themost efficient | haveencountered:
about theonly thinginitsfavour isthat it seemsto placean
amost negligibleload ontheserver. | could not measure
any degradation of filethroughput with thescanner loaded
and scanning. It performed poorly onboth the Standard and
thelntheWildtest-sets, and al so almost compl etely missed
thepolymorphicand Diet compressedfiles.

Within DOS

TheF-Prot Professional for DOSpackageprovidesthree
main utilities: aDOS-based scanner, areal-timescanner and
afileintegrity package. A Windowsprogramisalsoin-
stalled, whichisabletoreceiveand display messagesfrom
theDOSTSRswhentheuser isin Windows.

Onceinstalled, F-Prot actsasaclassic DOScharacter-based
menuing front-endtothescanner, theconfiguration utilities
andtheon-lineencyclopaedia. Thescanner canbeconfig-
ured according totype of scan, disk areasto scan, actionto
betaken ondetection, targets, andfiles.

Configuration accordingtotypeof scanallowsachoiceof
threescanning methods: secure, quick, and heuristic. The
securemethod usesmultiplesignaturesto detect possible
infection, and offersthepossibility of disinfection. Quick
scanisfaster than secure, but not asthorough, and offersno
disinfectionpossibilities. Theheuristic scandoesnot rely on
specificsignatures, but seeksspecific codesequenceswhich
may bepart of atypical virus. Thismight becodewhich
writestothedisk viathe BIOS, or which attemptsto make
theprogramresidentinanon-standardway. Theadvantage

MS-DOS Prompt

F-PROT Professional hy Command Software Systems
Uersion 2.11a - Pebruary 1994 Author: Pridrik Skulason

Begin Scan...

Secure Scan
Search: Hard disk
fiction: Report only
Targets: Boot/File/Packed

Files: Standard executahles

What type of scanning to use.

 ENTER - Select  ESC - Main menu |

In contrast to the NetWareversion, F-Prot scored well onthe
test-sets, and waseasy and flexibleto use.

of theheuristic scanisthat it doesnot rely onthe signature
database; thedisadvantagebeingthatit canbe‘triggered’ by
legitimateprograms(seealsopp.12-14).

Any combination of local hard disks, diskettesand network
drivesmay bescanned. Itisalso possibleto specify a
specificdrive/pathtobesearched. Theactiontobetakenon
detectionmay besetto Report, Disinfect, Del eteor Rename.
Thedisinfect and delete actionsmay be set to becarried out
automatically, ortorequest confirmationfromtheuser.

Choiceof targetsallowsspecification of any combination of
boot sector viruses, fileviruses, user-defined stringsand
packedfiles. Thefilesoption choosesfilesto besearched by
extension. Aswell asastandard list, theoption of <All
files> and auser-specifiedlistareprovided. Unlikethe

NL M -based scanner, wild card extensionsareallowed and
didwork.

On-lineHelp

Inadditionto configuring thescanner, the F-Prot front-end
givesaccesstoagoodon-linevirusencyclopaedia. Thislists
al virusesknownto F-Prot, together with background
information onthevirusanditsactions. Anoptionis
providedtodefinenew virussignatures: thispromptsfor the
virusname, thetypeof infectionit generates(boot sector,
COM or EXE) and ahexadecimal searchstring. Itisnot
clear why it should want to know if thevirusinfects COM

or EXEfiles- what about other filetypesspecifiedto be
searched?Perhapsthisinformationisusedtoreducefalse
positives, orisutilised by theheuristic scanner.

TheDOSscanner doesnot haveto beusedinteractively, and
may berunfromthecommandline. A largenumber of
optionswitchesallow therun-timeconfiguration and control
of thescanner. Inthismode, F-Prot canberunfromwithin
batchfilessuchasAUTOEXEC.BAT. Further control of the
scanning processisavailable: F-Protwill generatedifferent
DOSERRORLEVEL exitcodesaccordingtoscanresults.
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Thisscanner haswildly different resultstotheNLM
version, detecting almost 100% of the* Standard’ andthe’In
theWild’ test-sets. It wasal somuch better at polymorphic
detection, althoughit did missall samplesof both Uruguay
and Cruncher. Itisworth noting, that whenruninits‘ quick’
mode, thedetectionresultsbecameidentical tothoseof the
server-based software.

Thereal-timescanner includedin F-Prot allowschecking of
filesasthey areloaded and executed at theworkstation. The
real -timechecker usesthe samesignaturedatabaseasthe
scanner, but will not performany heuristic-typeanalysis. If
thereal-timescanner detectsapossibleinfection, it canbe
setto notify theuser, and to broadcast anetwork message.

Eventhoughthereal -timescannerisaDOSTSR, auserin
MS-Windowswill besuccessfully notifiedthroughthe
suppliedwindowsutility. | waspleased to seethat network
broadcastingissupported not only for Novell but alsofor
Banyan networks. Consideringthat Banyan sitesareoften
enormous, with many usersandfileservers, thisisauseful
ability, and onewhichotherswould dowell toemul ate.

The File Integrity Checking Package.

Thecheck program allowschecksumstobecal culated for
filesondisk, and cal culatesnew checksums. CHECK.EXE
canattemptrestoration of alteredfileswhichwereprevious-
ly checked. However, thedocumentation givesfew detail s
of thechecking method used, or themannerinwhich
restorationisattempted, soitisdifficult to assessthe
integrity of theprocess.

Thereisalso noindication asto whether or not the check-
sumdatabaseisprotected, althoughitispossibletorename
and password-protectit. Presumably, thiswould provide
further security. Anadditional TSR providesreal-time
checking of filesasthey areloaded for execution. Itis
possibleto specify theactionto betakenif afileisloaded
whichisnotinthedatabase, or which hasbeen altered since
thedatabasewascreated.

Conclusions

Themainproblemwith Net-Protissimply that theNLM
virusdetection rateistoolow. Tobeany useat al in day-to-
day work, ascanner must scorewell invirusdetection,
particularly against thosevirusesinthewild. Thisiseven
moreimportant onanetwork thanunder ‘ vanilla DOS.

TheDOScomponentswereexcellent, and | anmystified as
towhy suchalargedifference should exist betweenthetwo
products. TheNL M lacksthekindsof featureswhich other
server-based productshave: itsonly advantageisthatitis
extremely simpletoinstall and use. Perhapsif ithada
higher detectionratio, it couldfind aplaceasafit-and-
forgettypescanner/real timechecker for small networks.
Net-Protisanew product: clearly, further developmentis
needed beforeit comesintolinewiththeaccuracy of the
other componentsof the F-Prot stable.

Net-Prot

Detection Results (Secure mode):

NLM Scanner

Standard Test-Set 1 205/229 89.5%
In the Wild Test-Set @ 86/109 78.9%
Polymorphic Test-Set & 2/450 0.4%
DOS Scanner

Standard Test-Set 1 226/229 98.7%
In the Wild Test-Set® 107/109 98.1%
Polymorphic Test-Set®! 365/450 81.1%

Scanning Speed:

Speed results for an NLM product are inappropriate,
due to the multi-tasking nature of the operating
system. Full comparative speed results and over-
heads for all current NLMs will be printed in a forth-
coming VB review.

Technical Details

Product: Net-Prot

Developer : Frisk Softwarelnternational, P.O. Box 7180, 127
Reykjavik, Iceland.
Tel. +354 1617273, Fax +354 1 617274.

Vendor : Command Software, 1061 East | ndian Road, Suite 500,
Jupiter, FI 33477, USA.
Tel. +1 407 575 3200, Fax +1 407 555 3026.

Price: £495 per server. Additionally, £89.95 per workstation.

Hardwar e used: Client machine- 33 MHz 486, 200Meg I DE
drive, 16 MbyteRAM . Fileserver - 33 MHz 486, EISA bus, 32
bit caching disk controller, NetWare3.11, 16 MybteRAM.

Each test-set containsgenuineinfections(in both COM and EXE
format whereappropriate) of thefollowing viruses:

[ Standard Test-Set: Asprintedin VB, February 1994, p.23
(fileinfectorsonly).

@ntheWild Test-Set: 4K (Frodo.Frodo.A), Barrotes.1310.A,
BFD-451, Butterfly, Captain_Trips, Cascade.1701, Cas-
cade.1704,CMOS1-T1,CMOS1-T1, Coffeeshop,
Dark_Avenger.1800.A, Dark_Avenger.2100.DI.A,
Dark_Avenger.Father, Datalock.920.A, Dir-11.A, DOSHunter,
Eddie-2.A,Fax_Free.Topo, Fichv.2.1, Flip.2153.E,
Green_Caterpillar.1575.A, Halloechen.A, Helloween.1376,
Hidenowt, HLL C.Even_Beeper.A, Jerusalem.1808.Standard,
Jerusalem.Anticad, Jerusalem.PcVrsDs,
Jerusalem.Zerotime Australian.A, Keypress.1232.A,
Liberty.2857.D,Maltese Amoeba, Necros, No_Frills.843,
No_Frills.Dudley, Nomenklatura, Nothing, Nov_17th.855.A,
Npox.963.A,0ld_Yankee.1,0ld_Y ankee.2, Pitch, Piter.A,
Power_Pump.1, Revenge, Screaming_Fist.|1.696, Satanbug,
SBC, Sibel_Sheep, Spanish_Telecom, Spanz, Starship,
SVC.3103.A, Syslock.Macho, Tequila, Todor, Tremor (5),
VacsinaPenza. 700, VacsinaTP.5.A, Vienna.627.A,
Vienna.648.A, ViennaW-13.534.A, ViennaW-13.507.B,
Virdem.1336.English, Warrior, Whale, X PEH.4928

B Polymor phic T est-Set: Thetest-set consistsof 450 genuine
samplesof: Coffeeshop (375), Cruncher (25), Uruguay.4 (50).
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PRODUCT REVIEW 2

Vi-Spy, with My Little Eye..

Dr Keith Jackson

RG Softwar €' sVi-Spy hasbeenreviewed by VBtwice
before, initially inMay 1990, and latterly in August of 1992.
In past comparativetests, theproduct hasalwaysperformed
very well, frequently appearinginthetop handful of
products. Thelatest releaseof Vi-Spy addsseveral new
featurestothesoftware, which now comprisesascanner,
TSRvirusdetection, anintegrity checker, ascheduler, and
facilitiesfor removingvirusesfrominfectedfiles. Vi-Spy
operatesunder either DOSor Windows, and supportsa
selection of networks. Thesenetworking optionswill bethe
subject of alater stand-alonereview.

Documentation

Thedocumentation shipped with the product comprisestwo
A5books, identifiedasa‘ Guideto Operations’ (154 pages,
including aseven-pageindex), anda‘ Computer Virus
Primer and Troubleshooting Guide’ (67 pages).

The'GuidetoOperations’ isvery thorough, and easy to
understand. Inmarked contrast to certain packagesreviewed
recently, all error messagesaredocumented.

The* Computer VirusPrimer and Troubleshooting Guide’
describeswhat virusesare, how to combat them, and what
actionstotakeif avirusisdetected. It also providesagood
explanation of how aPC boots, and how aviruscaninteract
withthisprocess. Lasttimearound | reviewed thisbook
very favourably: it hasnot been updated (thiswould have
been unnecessary, asgeneral rulesdo not alter withtime), so
theoriginal conclusionsstill stand.

Installation

Vi-Spyisprovidedonone3.5-inch (1.44MB) floppy disk.
Other disks- 5.25-inch (360 KB or 1.2 MB), or 3.5-inch
(720K B) - areavailablefreeof charge, simply by fillingin
aform providedwiththedocumentation. Thelast timethis
product wasreviewed, the packagecameonboth 3.5-inch
and5.25-inchfloppy disks. Althoughnearly al software
productsareshippedinthisfashion(most notably, Micro-
soft), anti-virussoftwareisneeded onevery machineinan
organisation, rightdowntosingledriveXTs. Thelossof the
choiceof mediaasstandard seemslikeastep backwards.

Installation of Vi-Spy onto hard disk wasalwaysstraightfor-
ward: thisstill holdstrue. Theinstallation program searches
for existing copiesof Vi-Spy, and decideswhether thisisan
upgradeor anoriginal installation. After performingafast
scan (memory, all boot sectors, and someDOSfiles), and
askingif Windowswill beusedwith Vi-Spy, any desired
subdirectory can beusedto containthe54 Vi-Spyfiles

(requiring 1.19 M B of disk space). Changesareoptionally
madetotheDOSfileAUTOEXEC.BAT, andthespecial
WindowsconfigurationfileWIN.INI.

If Windowsisrequested, theinstallation program‘ firesit
up’, requeststhat pathsto desired subdirectory locationsare
specified, andleavestheuserin Windowsto test thingsout.
Onleaving Windows, the DOSinstallation programre-
emergesand compl etesitstasks- anicetouch.

Scanning

Thescanner inthisproduct currently knowsabout 1879
uniquevirusnames(asopposedto number of viruses). The
two previousproduct reviewssearched for 750(1992) and
46(1990) virusesrespectively - oh, for thesimpledays!

Thisscanner isavailableaseither acommandline-driven
DOSprogram,aDOSprogram which usesdrop-down
menus, or aWindowsprogram. All threeversionsexecute
thecommand lineversiontodotheactual disk scan,
althoughitisnot possibletoalter all of itsfeaturesfrom
withinthemenu-drivenversions.

“Vi-Spy detected all 239 parasitic

test viruses, and all nine boot
sector test samples”

Whenrun, all availabledrivesarechecked by default,
although ascan of aspecific drivecan beselected on
reguest. Every versionof Vi-Spy | haveseen hascontained
thisfeature, whichdefinitely encouragesthoroughness.

| tested scanning speed whilst Vi-Spy wasinspectingthe
hard disk of my test computer (957 filesspread across 36.2
Mbytes), atest whichtook 28 secondsto complete. In
comparison, Dr Solomon’ sAVTK scannedthesamehard
diskin 21 seconds, and Sophos’ Sweep took 25 secondsfor
aquick scan, and 1 minute 13 secondsfor acomplete scan.

Thisscantimewasmeasuredinwhat isdenoted as* Opti-
mal’ mode, wheretheproduct only checks'important’ parts
of thedisk, and executabl efiles. Although Vi-Spy knows
about many formsof compressedfiles, it only warnsthat
suchfilesexist, and doesnot scanwithinthem.

Thescanner canalsobeusedin‘Intense’ mode, which
inspectsmany morefileextensions(thistook 1 minute 18
secondsto scanthesamehard disk), and‘ Maximum’ mode
whereall filesarechecked against all virussignatures
(increasing thescantimeto 3 minutes 10 seconds). A
scanning modeentitled DOSCiritical’ isalsoavailable: this
inspectsonly the MBS and the DOSboot sector of ahard
disk, and compl etesitstestsalmostinstantaneously.
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| reemeasured theabovetimingsusingthe Windowsversion
of Vi-Spy. Whenlast reviewed, timingsunder DOSand
Windowswereidentical. Thisisnolonger thecase: thethree
measurementsdescribed abovehaveincreased. An‘ Opti-
mal’ scantook 1 minute5 seconds, an*Intense’ scan, 2
minutes 13 seconds, anda‘ Maximum’ scan (DOSscan 3
minutes10) needed 5 minutes 18 secondsto compl ete.
Thesefiguresrepresent an overhead ranging from 60to
130%- clearly something haschanged over theyears.

TheWindowsversionof thescanner is(thankfully) very
plaininappearance, and doesnot havea'jazzed-up’ user
interface. Thisismeant asacompliment - fancy graphicsare
irrelevantwhensearchingfor viruses.

Themenu-drivenversionof Vi-Spyandtheraw DOS
scanner usedifferent naming conventionsfor varioustypes
of scanavailable(e.g. Optimal = Turbo, and Intense=Full).
Themanual explainsthispoint, but | findit bewildering, and
would contendthat itisan unnecessary confusionwhich
shouldbeeradicated.

Vi-Spy hasalwaysbeen very good at detecting viruses, and
nothing much haschangedinthat department. Initslast
review, it detected all of thetest virusesbar one. Even
though the number of virusesinthetest set hasat | east
trebled sincethen, Vi-Spy detected all 239 parasitictest
viruses, and all nineboot sector test samples.

Therewas, however, aproblemwhenthescanner wastested
againstthe 1024 M utation Engine (MtE) samples- here, it
detected only 83%. Eventhis, though, ismuch better than
many similar productscanachieve.

Memory-resident Features

Threememory-resident detection systemsareprovidedwith
Vi-Spy. Thedefault program (RV S) checksprogramfiles
when executed, copied, and uncompressed; preventsan

Ui-Spy Documentation Info Edit eXit
| =[8]=—————= Ui-Spy Run Options
1| Drive List or Path to Scan Report Depth
(+) Uerbose
) Quiet

[X] Clean Viruses () Background

Scan Depth Report To
€ ) Maximum (+) Screen
() Intense () Printer
(+) Optimal () File
() DOS Critical ONLY
Print File Name

[ 1 Change Detection VI-SPY, PRT

Memory Checking
() No Memory Check
(+) 1mb Memory Check
( ) 648kb ONLY

(C) 1992-1993 RG Softuware Systems
Scottsdale, Arizona USA
(602> 423-8000

[X] Uideo Memory Check

Vi-Spy providesacombination of easeof useand excellent
detection, scoringwell inall tests.

accidental floppy disk boot; i nspectstheboot sector of all
floppy disks, warnswhen aprogramisattemptingtoremain
memory-resident; preventswritingtoahard disk’ sPartition
tableor boot sector, and warnswhen an executableprogram
haschangedinsize.

A second memory-resident programisavailablewithall
thesefeatures, whichadditionally verifiesachecksum of
each executableprogrambeforeallowing execution. A
stripped-downversionwhich only examinesthechecksumis
alsoavailable. With oneexception, thevirusdetection
capability of thememory-resident component part of Vi-Spy
provedidentical tothevirusdetection capability offered by
thescanner. Thememory-resident programspotted all virus
samplesexcept onecopy of theLiberty virus.

Rather curiously, theother four test samplesof thisvirus
weredetected correctly, andfor reasons| cannot fathom, the
memory-resident program decidedthat oneLiberty test
samplewasnot aninfectedfile. Testingthe Vi-Spy memory-
resident program (RV S) against MtE samplesproduced
identical test resultsto those obtai ned with the scanner (83%
detected), evendowntothesame MtEtestfilesbeing
missedinboth cases.

Small, Speedy and Safe

Any memory-resident monitoring programwhichiscarrying
out testsbeforeallowing afileto beexecutedisbound to
haveanimpact on system performance. Thisvariesfrom
zero (usually from programswhich, nomatter what they
claim, arenot actually doing agreat deal), up to unusably
largeoverheads.

Totesttheoverhead, | measuredtheincreaseintimetaken
tocopy 38files(1.20 M B) fromonesubdirectory to another,
making surethat the copy wasmadeto/from exactly the
same partsof thehard disk. When RV Swasnot |oaded, the
testtook 17.3 seconds, whichincreasedto 21.5 secondswith
RV Sactiveindefault setup mode. Thisisan overhead of
24% onfilecopying - presumably thisalso appliestofile
loading, andiscertainly not excessive.

Giventhat VirusBulletin haspublished comparativereviews
of memory-resident anti-virusproductsinthepast (see Virus
Bulletin, September 1993, pp.15-19) , and been scathing
about measured (asopposedto claimed) performance, the
abovefiguresareveryimpressive. Not only doesthe
detectionrateof thememory-resident softwareapproach
closeto 100%, but the overhead of 24% on system through-
outisalsoacceptable.

M ost similar productseither fail to detect areasonable
number of viruses(inwhich casethey areuseless), or
imposean unacceptableoverhead (inwhich casethey won't
getused). ProductslikeRV Sareconspicuously rareinthe
anti-virusindustry.

Vi-Spy' smemory-resident component canalsoprevent an
accidental boot from afloppy disk. If afloppy disk isleftin
driveA, Vi-Spyintervenesand requestsconfirmationthat a
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boot fromfloppy disk wasintended. Thememory-resident
softwareoccupieslessthan 17K of memory, and operatesin
EMSmemory,if available.

Checksumming

Thefirsttimetheintegrity checker optionissel ected, disk
scantimesincreasewhileit createsachecksum database.
Forinstance, theabove-quoted timeof 28 secondsto scan
thehard disk of my test computerin‘ Optimal’ moderoseto
34 seconds- asmall but noticeableincrease. After thisfirst
execution, thescanner took only 14 secondstoverify the
checksums(whenrequested).

Thesequick timingsconcur withthefact that thedocumen-
tation statesquiteclearly that not all partsof afileare
checksummed. Tokeepthechecksumverificationtime
withinreasonablebounds, thisisinevitable.

Calculating checksumsacrossall partsof all filesisavery
time-consuming process. Thedetail sof which partsof a
programareincludedinthechecksum processarenot
explained; however, my testsshowed that partsof afile
fromthe 129th byte onwardscan bechanged at will, and Vi-
Spy doesnot seemtonotice.

Grouches and Grumbles

I haveonly afew complaintsabout Vi-Spy, all of whichare
small. Firstly, theoptionto maintainamemory map of all
memory-resident programsisapai nwhenamulti-path boot
isused. | sometimesuse4DOSasacommand processor,
and sometimesthe MS-DOSequivalent, COMMAND.COM.
Switching fromoneto theother causesthe boot sequenceto
stop, and Vi-Spy asksif thedetected alterationtothe
memory mapiscorrect, requesting authorisationto update
themap. Thisfeaturecan bedisabled, butispresentina
defaultinstallation.

My multi-path boot al sofooled theinstall ation program,
whichonly modified AUTOEXEC.BAT inthefinal oneof
thevariouspossibleboot sequences. Giventhat MS-DOS
now incorporatesamulti-path boot asastandard feature
fromversion 6.0 onwards, thisneedsal teration.

Another grouchisthat Vi-Spyinsistson maintainingitsown
filesinasubdirectory intheroot of drive C (called
RGVSPY DB). Thisisanuisance, andevenif it canbe
circumvented by somejiggery-pokery, Vi-Soyshould
maintainitsfileswithinauser-designated subdirectory.

Thetextfileviewer availablewiththe DOSdrop-down
menuversion of thescanner (V SMENU) hasanodd quirk.
It canbeeither keyboard- or mouse-driven. However, if one
movesdown alongway by dragging thetext bar withthe
mouse, whenthekeyboardisnext used, thetext filesprings
back towherethelast keyboard command leftit. The
movement withinthefile caused by themouse seemstobe
ignored. Theeffectisalmost asif themouseandthe
keyboard controlsareindependent of each other.

I wasintriguedto seethat Vi-Spy now includesfacilities
whichwill (sometimes?) removevirusesfrominfectedfiles.
Previousversionswhich| haverevieweddidnotinclude
suchfeatures. Whilethedocumentation still statesthat itis
better to deleteaninfected fileand replaceit, | think that
most userswill not follow thisgood advice, optinginstead
simply to pressakey, and havetheir worriesdisappear.

Incommonwith other anti-virusmanufacturers, thedevel-
opersof Vi-Spy haveno doubt had to bow to user demands
for such afeature. | do not haveto respondto such commer-
cial pressures, sol shall continueto point out how stupid,
and potentially dangerous, suchfeaturescanbe.

However, astheheading of thissection suggests, all these
observationsreally aresmall moans, rather than serious
criticism. They arequirks, rather than problems, and given
that version 12 of the software hasonly been shippingfor a
matter of weeks, they arenot wholly surprising.

Conclusions

Initspreviousincarnations, | havefound Vi-Spy simpleto
understand, and easy touse. Additionally, it hasalwaysbeen
fleet of foot in searching for virussignaturesonadisk. |
havefound noreasontoalter theseconclusions ininvesti-
gatingthisproduct for thecurrent review.

Thescanner isvery goodindeed. Itisasfast asmany of the
quickest scannersaround, and offersavery high detection
rate, though MtE detection needsmorework. Vi-Spy
concentratesonbeingavery goodvirusdetectionutility,
ignoresthefrills, and doesnot wasteitseffort on pretty
Windowsfront ends, whichareultimately uselessinsucha
package. Thisone' sheartily recommended.

Technical Details
Product: Vi-Spy

Developer/Vendor : RG Software Systems|nc., 6900
E.Camelback Rd., #630 Scottsdale, AZ 85251, USA.
Tel. +1 602 423 8000, Fax +1 602 423 8389,
BBS+16029706901.

Availability: 8088 processor or better, 256 Kbytesof RAM, 1.5
Mbytesof hard disk space (optional). Either MS-DOSor
PC-DOScanbeused. Thecommand |ine-driven scanner requires
DOSV2.0; al other Vi-Spy programsrequire DOSv3.2 or above.
Either version 3.0 or 3.1 of Windows can be used.

Versionevaluated: 12.00, Rel.01.94
Serial number:VSP9412011.
Price: $149.95with quarterly updates.

Hardwareused: A 33MHz 486 clonewith4 Mbytesof RAM,
one3.5-inch (1.4 Mbyte) floppy disk drive, one5.25-inch (1.2
Mbyte) floppy disk drive, and a120 M byte hard disk, running
under MS-DOSV5.00.

Virusesused for testing purposes: Thissuiteof 158 unique
viruses(accordingto thevirusnaming convention employed by
VB), spread across 247 individual virussamples, isthe current
standard test-set. A specifictest isalso madeagainst 1024
virusesgenerated by the M utation Engine (which areparticul arly
difficult todetect with certainty).

For acompletelist of virusesin thetest-sets, see VirusBulletin,
February 1994, p.23.
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END NOTES AND NEWS

Accordingtoareportin Corporate Security Digest, American
prosecutorshaveapoor level of understanding of thetechnology used
inmany computer crime cases. Scott Charney, chief of the Justice
Department’ sComputer CrimeUnit, noted that someprosecutorsopt
tousemorefamiliar statutes, such aswirefraud, rather thanthe
computer law. ‘ Computer crimelendsitself to other crimes- theft,
embezzlement, wirefraud,” commented Jeff Herig, special agentfor
theFlorida Department of Law Enforcement. ‘ If | can provetheeasy
crime, why go to thetroubl e of explaining computer crimeto thejury?

S& Sinternational’ sstatutory accountsfor theyear ending 31 May
1993 show that the company isin the process of being sued for over
half amillion poundsfor breach of contract. When questioned, Dr
Solomon refused to comment, simply stating that the case* had nothing
todowithfailureof the product’.

Networ k Connection Ltd haslaunched aproduct designedto scan
UUENCODED messagesfor vir uses Theproduct sitsbetweena
protected system and an | nter net gateway, and checksmail messages
for encoded executables. The product uses McAfee SCAN, but other
DOS-based viruscheckersareal so supported. Tel. +44 (0)483 776000.

KPMG Management Consultingclaimsthat 79% of company PCsare
inadequately protectedagainst unauthorised access. BrianK ervell-
Whiteof KPMG commented: * Though companiesnow recognisethe
asset value of thedatathey hold, until senior management recognise
that security isamanagement i ssueand becomeactively involved, the
recklessapproach to computer security will continue, withall its
associatedrisks.’

SophosisholdingaComputer VirusW or kshopat the Sophos
training suitein Abingdon, near Oxford, on 27/28 July. Cost for one
day is£295+V AT, andfor both days£545+V AT. For further informa-
tion, contact Karen Richardson. Tel. +44(0)235559933.

Jitec Corporationhasannounced thelaunch of anew ‘virus-
immunecomputer’. Theanti-virussystemisbuiltaroundthe‘totally
andliterally invincibleanti-virustechnology, EVAC (ElectronicVirus
Activity Control)’. Inthe event of thisclaim being true, it could bethe
end for over twenty anti-virussoftwarevendors. Theindustry holdsits
breath... again.

A team of 600 computer buffshassucceeded infactorisinga129-digit
modulusused for dataencryptionunder RSA. However, thegroup,
using 1600 machines, still took eight monthsto crack thecode. This
breakthrough posesfew problemsfor current encryption users: most
companiesand government agenciesuse 150- or 200-digit keys.

CD-ROM manufacturer Chinon Americalncwarned usersthat its
namehasbeen putonaTrojan program entitled CD-IT.ZIP.The
program, which claimsto convert an ordinary CD-ROM driveintoa
CD-Recordabledevice, destroyscritical systemfilesontheuser’ shard
drive. Chinon specul atesthat the vandal s picked itscompany name*to
makeit seem that the software wasbeing endorsed by awell-known
and reputable CD-ROM manufacturer’ . Usersarewarned not to usethe
file. Anyonewithinformation which could lead tothearrest and
prosecution of thoseresponsiblefor the CD-IT program areasked to
call Chinon. Tel. +1 310533 0274.

The VB Conferencewill be held on 8-9 September 1994, at the Hotel
deFrance, Jersey. Tel. +44 (0)235531889.

VSUM Certificationsfor April: 1. McAfeeAssociatesViruScan V114,
97.8%, 2. SafetyNet’ sVirusNet Pro2.11a, 96.2%, 3. Command
Software€’ sF-Prot Professional 2.10g, 96.1%, 4. Sophos Sweep 2.58,
93.0%, 5. Dr Solomon’ sAVTK 6.60, 90.5%. NLMs: 1. McAfee
NetShield 1.6V113, 95.8%, 2. Sophos Sweep NLM 2.58, 92.9%, 3. Dr
Solomon’ sAVTK, 82.7%, 4. Command Softwar € sNet-Prot 1.22
77.8%, 5. Norton Anti-VirusNLM 1.0, 76.7%.

VIRUSBULLETIN ©1994VirusBulletin Ltd, 21 TheQuadrant, Abingdon, Oxfordshire, OX14 3Y S, England. Tel. +44 (0)235555139. /94/$0.00+2.50
No part of this publication may be reproduced, stored in aretrieval system, or transmitted in any form without the prior written permission of the publishers.



