Proxies: You might have already observed some websites logging your IP address while browsing through the pages on the web. Proxies will help you to stay anonymous from such websites. But if you use a proxy address, the proxy server will stay as a separate entity between the browser and the actual website. All the data transfers will thus take place through that proxy server.
      +-+-+-+-+             +-+-+-+-+-+-+               +-+-+-+-+-+-+-+

      |       |------------>|           |-------------->|             |

      | User  |             |   Proxy   |               |   Website   |

      |       |<------------|           |<--------------|             |

      +-+-+-+-+             +-+-+-+-+-+-+               +-+-+-+-+-+-+-+

Proxy server lists can be found at various websites for free. You can use those proxy server addresses to stay anonymous from the web. You can find continuously updated proxy server lists at http://www.proxymania.com. To configure your browser to connect through a proxy follow the procedure below:

In Internet Explorer: Open a browser window; click tools->Internet Options->Connections Tab. You can find Local Area Network Setting [LAN] settings there. Click the button LAN Settings.

In the pop-up window you can find Proxy server section. Check the Use a proxy server for your LAN option. Now in the Address and Port fields enter the proxy server address and the port number that you have obtained from http://www.proxymania.com (there are a lots of such sites).
In Netscape: Open a browser Window; select edit->preferences->advanced->proxies->"Manual proxy configuration" then fill in the proxy address and the port number there.
After you have configured your browser you will be ready surfing the net from that proxy address. But the disadvantage is that most proxy servers are slow and this may reduce your browsing speeds. Also you have to frequently change your proxy server address with new ones for better browsing speeds.
Proxies work only on port 80 (HTTP). But you want to connect to another port on a remote system, this will not work. Read on to find how to do that.

Wingates: Wingate is also a proxy that can be used to make anonymous telnet sessions. Wingate is primarily used to share internet connection among the computers. Wingate services run on port 23 of the host. So, it allows any system to connect to port 23 on the host without any password. The figure below shows the working of a Wingates session.
      +-+-+-+-+             +-+-+-+-+-+-+               +-+-+-+-+-+-+-+

      |       |------------>|           |-------------->|             |

      | User  |             |  Wingate  |               | Destination |

      |       |<------------|           |<--------------|             |

      +-+-+-+-+             +-+-+-+-+-+-+               +-+-+-+-+-+-+-+

Hiding your IP address is definitely an essential part of a successful hack. So, Wingates can be used for that. The destination system receiving the data cannot see the user staying behind the Wingate server. The destination system will see the IP address of the Wingate’s server only.
But if you use only one wingate server to establish a connection with your target system there are better chances that you will be caught. So, normally we use more than three wingate servers to establish a connection with our target.

+-+-+-+-+        +-+-+-       +-+-+-       +-+-+-     +-+-+-+-+-+-+-+-+
|       |------->|    |------>|    |------>|    |---->|               |
| User  |        | WG |       | WG |       | WG |     |  Destination  |

|       |<-------|    |<------|    |<------|    |<----|               |
+-+-+-+-+        +-+-+-       +-+-+-       +-+-+-     +-+-+-+-+-+-+-+-+
There are lots of software available on the net to help you find a wingate server. Check http://packetstormsecurity.org/wingate-scanner/ for a list of wingate scanners.
Once you have found your system running a wingate server and the port on which it is running (normally runs on port 23), connect that system using the telnet command.

Click Start->Run and type telnet <hostname>. This will bring you up to a wingate prompt:

Wingate>

Once you arrive at the Wingate prompt you can telnet to any open port on a remote system from the Wingate server.
Wingate> telnet 203.197.XXX.149 23

This way we can connect to remote system via the wingate server. But if you want to connect to a target:23 via Wingate1:23, Wingate2:23 and Wingate3:23 follow the procedure.
First connect to Wingate1 and then connect to Wingate2 from Wingate1. From Wingate2 connect to Wingate3 and then to our target.

telnet wingate1

Wingate1> telnet Wingate2 23
Wingate2> telnet Wingate3 23

Wingate3> telnet target 23

Target>

Thus we can connect to our target system and stay anonymous from the target logs. Using a number of Wingate servers is a good way to stay anonymous but as the number of wingates between the user and the destination increases it decrease the connection speeds. So, decide yourself how many wingates to use depending on the connection speeds.
