Kerberos Authentication System
Previously you’ve seen the HTTP Authentication system, but that is less secure and it is vulnerable to spoofed attacks. Kerberos promises to give a better authentication system to the world. Kerberos is a network security system originally developed for project Athena at MIT.
Kerberos is a private-key encryption based security system that provides mutual authentication between the users and the servers in an open network environment. Kerberos performs authentication as a trusted third party authentication service by using conventional cryptography i.e., shared secret key. It verifies that a user is legitimate when the user logs in, as well as every time the user requests a service. This system is designed to provide authentication for users who may be logging into the server from an unattended workstation. Such stations are regarded as suspect, or untrusted, because their physical security cannot be guaranteed. In order for the client and the server to communicate with each other, both of them have to first verify their identity with the Kerberos Authentication System. So, this system ensures enough security against spoofed attacks.
In Kerberos Authentication System, in addition to the client and server there are two other important parts.
· The Kerberos Authentication Server (KAS)

· The Kerberos Ticket Granting Server (TGS)

Before we look at the authentication process in Kerberos there are some basic terms you have to know about:
· Kerberos Authentication Server (KAS): KAS is a manually trusted third party server which verifies the identities of both server and client.
· Credentials: A ticket and secret session key necessary to successfully use that ticket in an authentication exchange.
· Ticket: A record that helps a client authenticate itself into a server. It contains the client's identity; a session key, a timestamp, and other information, all sealed using the server's secret key. It only serves to authenticate a client when presented along with a fresh Authenticator.

· Authenticator: A record containing information that can be shown to have been recently generated using the session key known only by the client and server.

· Session Key: A temporary encryption key used in communication, with a lifetime limited to the duration of a single login "session".

The Authentication process: 

1) The client sends a request, containing its identity, to the Kerberos authentication server requesting “Credentials” for use with the Ticket Granting Server (TGS).

2) The KAS looks up for the client’s identity in the Kerberos database and obtains a session key. The KAS then responds with these “Credentials”, encrypted in the client’s key.
3) The client upon receiving the “Credentials” decrypts it using the secret key which is only known to it and the KAS. The client then sends a message to the Ticket Granting Server (TGS) with the Initial Ticket, server name, Timestamp.
4) The TGS upon receiving the message from the client decrypts the message. The TGS now checks for the server name and obtains Server’s encryption key.
The TGS now generates a new session key for the benefit of the server and client. It then assembles it with a ticket and sends that back to the client.
5) The client upon receiving this message decrypts it using the TGS session key which only the client and the TGS share. From that it obtains a new session key which it shares with the server and also a Ticket which is encrypted with Server’s key.
The client now generates an authenticator and encrypts it using the new session key. It then sends the authenticator and the Server key encrypted Ticket to the Server requesting its service.
6) Once the server has validated the client, the client then requires the server to send back a message with the timestamp. This message is encrypted using the session key that was sent from the client to the server. This is to prevent a cracker from spoofing the server

The following are some important points we should remember about the Kerberos Authentication System:
· For the client to communicate with the server tickets are issues. The first ticket, initial ticket, is issued by the Kerberos Authentication Server to validate the Ticket Granting Server. All the remaining tickets will be issued by the TGS only.

· Tickets are reusable whereas a new authenticator is required every time the client initiates a new connection with the server.
· Every ticket is assigned a unique session key.
· The server should maintain a history of previous client requests for which the timestamp in the authenticator is still valid. This helps the server to reject duplicate requests that could arise from a stolen ticket and authenticator.
But nothing in this world is perfect. Even Kerberos imposes a few assumptions on the environment in which it can function properly:

· The client/server must keep their secret keys secure. If an attacker somehow obtains the secret keys, the system may be vulnerable to spoofed attacks.

· “Denial of Service” attacks are not solved with Kerberos. With a simple DOS attack, an attacker can prevent an application from participating in authentication process.
· “Password Guessing” attacks are not solved with Kerberos. 

· Each host on the network must have a “loosely synchronized” clock to the time of other hosts.

