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EDITORIAL

Crying “*Wolf!”’

A noticeable tendency in recent months has been for software
companiesand other virus‘interested’ agenciestocry ‘‘wolf!"’
These commercial agenciesthrive on computer viruseswhich
have now become big industry particularly in Europe and the
United States. Each and every new ‘specimen’ is greeted with
‘shock-horror’ exclamationsand over-dramatic pronouncements
of impending Armageddon. These organisationsthen offer
solace through the purchase of their particular brand of
medicine - usually an “all singing, all dancing” software
remedy.

Thiscommercial exploitation of thevirus problem, driven by
the need to produce ever more spectacular and frightening
‘coups’, isgiving rise to serious questions about ethics and
responsibility.

Therecent PC Today incident in the United Kingdom (VB,
August, 90) reveal ed acounter-productive tendency on behalf of
some organisationsand individual sto promote panic, unwit-
tingly or otherwise.

There can belittle doubt that the production of ‘freebie’ disks
at Database Publications Ltd was seriously mismanaged prior
tothisincident. A letter from the Features Editor of PC Today
which appears on page eight states that security has now been
tightened. There are many disturbing issues arising from the
incident, not the least of which concernsthe reaction of
Database Publications’ management upon suspecting that they
wereresponsiblefor distributing virus code nationwide. The
first action taken, ill-advised as it now appears, was to contact
the news media and other interested parties - a guaranteed way
topromotehysteria.

The fact that the virus code and itstrigger action on all the
duplicated disks was inactive and that thisinformation could
be confirmed within half an hour of professional analysis
should haverendered urgent alerts quite unnecessary. Instead,
the VB office wasinnundated with calls from subscribers and
otherswho had read apocryphal and lurid accounts of this
incident on bulletin boards in both the UK and the States.

Widescale public alerts about these incidents are counter-
productive. Proclamations of impending disaster will be
ignored if they consistently proveto be inaccurate. Thisisthe
‘cry wolf’ syndrome and may |lead organisationsto dismiss
warnings even when they are warranted. Public pronounce-
mentsthat virus codeisreadily available at newsagentsare
alsoirresponsible and will inevitably result in inquisitive
tinkering or more malicious activities. In fact, thisvirus code,
despiteitsinactivity, is probably in wider circulation and the
subject of more extensive experimentation than would have

been the case had no announcement been made. Exaggerated
clamour on this sensitive subject may well lead to public and
corporate cynicismand a relapse from current vigilance.

The‘virusindustry’, which isnow aregrettable fact of life,
must not stoop to thelevel of creating or exaggerating the
dangers. The desire to produce the best software to combat the
greatest number of viruses and the competitive urgeto be the
first with the ‘news' is serving to reduce professional standards.
Statements are being made without due care and analysis. This
tendency towardsgrand announcements, noticeable on both
sides of the Atlantic, is not in the interests of computer users
and isto be frowned upon.

Regarding the PC Today incident, magazineswhich distribute
‘freebie’ software must take note of thisincident and learn from
it. At the very minimum, publishersintending to distribute such
software must screen development machines, aswell asdisk
duplication process. Many software companiesare now using
notchlessdisks(i.e. write-protected). However,Database
Publications, inlinewith nearly all other UK PC magazine
publishers, distributesits software on notched disks.

Any publisher or other distributor should recall virus-infected
software. In thisinstance, hysteriawasinduced for no good
reason because Database Publications announced, by means of
apressrelease, that the disks contained virus code. This
information waswidely and publicly disseminated before
anyone had full possession of the facts. A message on the CIX
bulletin board on the evening of July 24th was among thefirst
alerts placing the information in the public domain.

L earning from the various blunders that encapsulate the whole
incident, future organisationsfinding themselvesin this
unfortunate situation would be well advised to get expert
confirmation that suspect disksar evirusinfected and active
before any further action istaken. Thisanalysis can be done
quickly and efficiently without any need for public announce-
ments.

If the disks are in any way dangerous they should then be
recalled. In the United Kingdom, two retailers,John Menzies
and W. H. Smith are responsiblefor nearly eighty per cent of
high-street newspaper and periodical trade; notification to both
outletswould be eminently sensible. Subscriberswho receive
the contaminated software should be notified by first-class post.
General alerts should only be posted once all dangerous
materials have been taken out of circulation. Of course, such
actionswill only be necessary if slack or non-existent security
continuesin the publishing community.

Crying ‘‘wolf!"" isboth dangerous and pointless. Wewish to
assure subscribers that should they receive an aert from the
Virus Bulletin at some point in the future, it will be because
that alert iswarranted.
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TECHNICAL NOTES

“Companion” Viruses

It may seem simpleto give a precise definition of acomputer
virus. One of the most common definitionsis:

A programthat can infect other programs, by modifying them
toinclude a (possibly altered) copy of itself.

However, thisdefinition is not perfect asit does not cover one
classof viruses, currently represented by the TPwormand AIDS
Il viruses reported in this month’ s update to theVB Table of
Known IBM Viruses (pages 6-7).

These “ companion” viruses do not alter programs They
spread by using a special feature of the operating system - the
fact that if two programs exist with the same name, but
different extensions (COM and EXE), theM S-DOS operating
system will executethe COM file. The viruses exploit this by
locating an EXE file and creating anew program in the same
directory, with the same name, but aCOM extension. This
program containing the virus code, isthen hidden by changing
thefile attributes. When the user attemptsto execute the EXE
file, the COM fileisactivated instead. The virus does whatever
it was designed to do and then it simply executes the EXE file.
Integrity checking programswhich do not report the
presence of unauthorised filesor which only monitor EXE
fileswill not detect ‘companion’ viruses.

Joker - aVirus?

Earlier this year a diskette was sent from Poland to virus
researchersin the West. It turned out to contain samples of the
Oropax virus, two Polish variants of the Viennavirus, named
W13-A and W13-B, aswell asthe Vcomm virus.

In addition the diskette contained a program named
JOCKER.EXE (sic). Whether this program isavirusor not, is
disputed. It has been widely reported as acomputer virus but
thereisvery little evidence to support these reports.

Virus researchers have been unable to make the program do
anything of interest - when executed it will just display the
message “Error in EXE file”, asif DOS was reporting a
damaged file. The program contains several interesting text
strings, some of which contain spelling or syntax errors:

Wt er det ect i n Co- processor

| amhungry! I nsert HAMBURGERI nto Drive A
Hard Di sk’ s head has been dest r oyed.

Can you bor ow ne your one?

M ssinglight magentaribboninprinter!
Insert tractor toil et paper intoprinter.
D sconnect your nouse, there are sone cat s!

These text strings would be typical of the TSR “joke” program
- aTrojan which might display one of them whenever the user
entered acommand, but so far this behaviour has not been
observed, nor isthere evidence that JOCK ER.EXE containsa
virus, other than areport from one person who claimsto have
found traces of it in another program, after running
JOCKER.EXE. Thisahility to replicate has not been observed
under test conditions.

Asthe program isfairly long (12,806 bytes), does not appear to
be a serious threat, and has appeared at a time when more
pressing analysis of other programs has proved necessary,
nobody has had timeto disassembleit. The question of whether
JOCKER.EXE isavirusor not still remains unanswered.
Someone, somewhereislaughing.

Sharewar eAnti-VirusPrograms

As VB reported |ast month, many companies have restricted the
use of shareware and freeware programs, to reduce the risk of
virusinfections. The question arisesif these restrictions should
apply to shareware anti-virus programsaswell.

The shareware programs are less expensive, but they have a
major problem, which isthe possibility of becoming infected
with avirus, or corrupted in some other way, somewherein
transit between the author and the user. Other problems are the
lack of support, documentation and sufficient betatesting.

On the other hand, the best shareware programs are updated
faster than commercial programs - the delay between thefirst
reporting of anew virus and an updated version of the program
isoftenjust afew days. From atechnical point of view,
shareware programs are not inferior - some of the Macintosh
programsin particular are better than most, if not all, of the
commercial ones. Provided that the softwareisobtained
from areliable source, thereisno special reason to avoid
reputable sharewar e programs (See‘ Should We Trust Public
Domain Anti-Virus Software?’, VB January ' 90).

“Multi-Partite’’ Viruses

It used to be possibleto divide virusesinto two clearly defined
groups - boot sector viruses (infecting the Partition Boot Sector
or the Disk Boot Sector), and parasitic viruses, infecting COM
and/or EXE files.

A new group of viruses has appeared recently which isable
to spread by infecting both the boot sector and program
files. Thistype of viruswrites a short |oader-type program to
the boot sector, whose purposeitisto load the virusinto
memory. It will then also infect programs asthey are executed.
Thisability to infect multiple system and program elements
givesrisetotheterm ‘‘multi-partite’ infection. The viruses
currently known to use this method are Anthrax, Flip (see Virus
Dissection, pp.18-20) and V-1, but their numberswill, without
doubt, increase in the future.
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OVERVIEW

“Stealth” Viruses

Good camouflage obviously improvesthe chancesto penetrate
enemy territory, without being noticed. The devel opment of
‘radar invisible’ aircraft by theUnited States Air Forceis
testament to the role of deception in warfare. The expression
“stealth” has now been purloined from the military to describe
aseries of computer viruses which attempt to hide from the
enemy - the combined forces of users and anti-virus software.

Specifically, the term “stealth” is used to refer to the group of
viruses which makethe virus codedisappear from the infected
mediawhilethey are activein memory. *

Thefirst “stealth” virus was the old and well-known Brain
virus. Whileit was active in memory the viruswould intercept
any INT 13H operation, and if the boot sector was read, the
viruswould return the original non-infected boot sector instead.
Thevirus could be detected in memory, but all infected
diskettes looked “normal”, while it was active. Asthissimple
method reduces the probability of detection, it is expected to be
acommon feature of future boot sector viruses.

In the case of parasitic viruses, the implementation of camou-
flage methodsis more complex. Two conditions must be met:

1. Anyincreasein file size must not be detectable when the user
issuesa DIR command.

2. Any program reading fromthe file must not read the virus
code, only the contents of the original program.

The “companion” viruses described on page 3 of this edition
fulfill both conditions, asthey do not alter the “infected” file
at all. It has not yet been decided whether to include this set of
virusesin the “stealth” category. The fact that “ companion”
viruses cause no file alterations and do not infect any programs
at all appearsto place themin a unique category.

Itiseasy to avoid an increasein file size by overwriting a
program with the virus code, as the 405, 382 and Burger viruses
do. Thismethod destroysthe original file, making the virus
easily detectable. It is not a“stealth” technique.

The method used by the “Number of the Beast” virusis of
considerableinterest, asthe virus codeis hidden in unused, free
space after the end of the program itself. This method has one
serious drawback (from the virus writer’ s point of view) - the
virus codeisnot included when the DOS COPY command is
used to copy an infected program.

The most advanced method for hiding any increaseinfile
length consists of intercepting the “Find first” and “Find

next” functionsof INT 21H. If the information returned
indicates that the fileisinfected, the virus modifiesit, returning

the original length of the program. This method is used by Zero
Bug and 4K (Frodo). If such avirusisactivein memory, itis
possiblethat programswill beirreparably damaged. Thereason
isamismatch between the number of clustersin use according
tothe FAT and the number of clustersrequired according to the
reported (but incorrect) length of the file. Running the DOS
CHKDSK program whilethevirusisactivein memory may
result in anumber of reported errorsin the FAT. If the user
attemptsto correct this, by running CHKDSK/F, thevirus-
occupied clusterswill be freed, making it impossible to recover
theoriginal program.

The second condition avirus must fulfill to belong in the
‘‘stealth’” category ismoredifficult toimplement. Itispossible
to hide virus code by the use of several methods, two of which
are currently used. M ore sophisticated methods, not usedin
currently known viruses, are not described here.

The first method involvesintercepting “open file” function
callsand determining if thefile being opened is an infected
program. If so, the fileisdisinfected before control is passed on
to DOS. Any anti-virus program opening afile for examination
will not detect virus activity in thefile.

A virususing this method, 4K for example, can be removed by
avery simpledisinfection method. Entering the command

COPY *. * NUL

in each directory will removethevirusfrom all infected
programs. Thiswill work unless, of course, thevirusre-infects
thefile as soon as it is closed, resulting in files being “ clean”
whenever aprogram examined them, but infected otherwise.

The second method involves intercepting the “Read” function
and exchanging the contents of the input buffer with the
original code, whenever apart of thevirus codeisread. This
method is used by the “Number of the Beast” virus, which
overwritesthefirst 512 bytes of infected fileswith the virus
code. When this part of the program isread, the viruslocates
and returnsthe original contents of the first 512 bytes.

Checksum Problems

Checksum programs are vulnerable to “stealth-type’’ viruses,
because their effectivenessis based on the assumption that the
program they read from the disk isidentical to the program
which will be executed. Theimportance of running thistype
of program only after the computer hasbeen booted from a
“clean” write-protected system diskette must therefore be
emphasised once again.

* In last month’s VB, the 1260 virus was called ‘ Sealth’. The name
has now officially reverted to 1260. Viruses which rely on a random
encryption key to avoid detection are not categorised as “ stealth”
Viruses.
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PROCEDURES

New Zealand Virus- A Non-Destructive
Disinfection Routine

Anincreasing number of New Zealand (2) * virusinfectionsare
being reported from around the world. Eliminating this
particular computer virusisamoreinvolved task than removing
aninfection by a parasitic virus or any other boot sector virus
currently in thewild. The procedures outlined here are designed
to simplify disinfection of disksinfected by thisvery common
virus.

Thereason for thisadded complexity in disinfecting an afflicted
PC isthat New Zealand is one of afew known virusesto date
whichinfect the Disk Boot Sector (see pp.15-16). Thisisthe
first physical sector on apartitionable hard disk, addressable as
sector 1, track 0, head 0. A dissection of the virus can be found
inthe May edition of Virus Bulletin.

Thefollowing isashort-cut procedure for eliminating the virus
from infected disks using The Norton Utilities (tm), version 4.0
or above. Note that the viruscannot be eliminated from the
hard disks by usingthe DOSFORMAT command - an alterna-
tiveto this procedureisto use alow-level disk formatting
program. (See Detection and Brute Force Disinfection, VB, July
1990, pp 3-5). Floppy disks can be disinfected by using the
DOSFORMAT command.

Disksneeded:

1. Clean, write-protected system floppy disk
normally supplied by the PC manufacturer.

2.Write-protected floppy disk with TheNorton
Utilities, V4.0 or above. (Referred to below as
NU).

Procedure

1. Switchthe PC off.
2. Insert the clean write-protected system floppy disk.
3. Switchthe PC on.

4. After the PC hasbootstrapped, insert the write-
protected floppy disk withNU.

5.Type
NJC

6. Select “Explore disk” option.
7. Select “ Choose item” option.
8. Select “ Absolute sector” option.

9. Select drive“C:".

10. “Drive selected is C:” will be displayed. Select:
“Side: 0", “Cylinder 0", “ Sector 7", “Number
sectors: 1”

11. Select “Edit/display” option. Check that the sector
displayed isthe Disk Boot Sector - you will see some
text in theright-hand column and the last two bytes
of the sector will be“55 AA” hexadecimal.Do not
proceed if thisisnot the case.

12. Select “Writeitem to disk” option.

13. Select “ Absolute sector” mode.

14. Select new drive“C:".

15. “Drive selected is C:” will be displayed. Select:
“Side: 0", “Cylinder 0", “Sector 1”.

16. A warning will be displayed. Select “Yes’ option.

17. NU will display “Finished writing”. The PC hard
disk isnow disinfected.

18. PressEsc repeatedly to exit from NU.

Caveat:

The above method works for the New Zealand (2) virus, but
may not work in the case of avirus mutation.M ake surethat
the sector displayed in step 11 aboveisthedisk boot sector
before copying it toitsoriginal position.

Eliminating New Zealand from Floppy Disks

1. Bootstrap the PC from aclean, write-protected
system floppy disk normally supplied by the PC
manufacturer.

2. Backup any datafrom theinfected disk (this can be
donequitesafely).

3. Use DOSFORMAT to eliminate thevirus.

Further Notes

Data corruption: Please note that the New Zealand virus can
corrupt thefirst File Allocation Table (FAT) on some hard
disks. Y ou can use NU to copy the second (uncorrupted) FAT
intothefirst FAT. On 1.2 MByte5 1/4 inch floppy disks
corruptionisalso likely to occur, asthe virus overwritesthe
third sector of theroot directory, corrupting diskswith more
than 32 files.

Note: The above procedure will not disinfect hard disks
infected by New Zealand (1).

* New Zealand (2) refers to the nomenclature used in theVB
Table of Known IBM PC Viruses published in August 1990.
Thisversion of thevirusisvery common. We have receivedno
reports of New Zealand (1) being found in the wild.
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KNOWN IBM PC VIRUSES (UPDATE)

Thisisalist of new computer virusesviruses affecting IBM PCsand compatibles, including XTs, ATsand PS/2s. Thefirst part of thelist gives
aliasesand brief descriptions of viruses which have been seen, whilethe second part lists viruseswhich have been reported. Each entry consists of
thevirus group name, its aliases and the virustype (See “ Type codes’ table). Thisisfollowed by a short description (if available) and a10to 16
byte hexadecimal pattern which can be used to detect the presence of the virus by the “ search” routine of disk utility programs such as The Norton
Utilitiesor your favouritedisk scanning program. Offset (in hexadecimal) normally meansthe number of bytesfrom thevirusentry point. For
parasitic viruses, theinfectivelength (the amount by which thelength of an infected filehasincreased) isalso given.

Amendments and updated information as of August 24th, 1990. Thefull table was published in VB, August 1990.

TypeCodes:

C =InfectsCOM files D =Infects partition boot sector (Logical sector 0 on disk)

E = InfectsEXEfiles M = Infects disk boot sector (Track 0, head 0, sector 1 on disk)
N = Not memory-resident after infection R =Memory-resident after infection

P = Companion Virus[1]

SEENVIRUSES

1024 - CER: A Bulgarian virus, possibly written by the person calling himself (?) “Dark Avenger”. Thisvirusmay be an earlier version of the
Eddievirus. No side-effectsor activation dates have been found.

1024 00B4 40CD 2172 043B C174 01F9 C39C OEE8 ; Ofset 170
AIDSII - PN: A “companion” virus[1], 8064 byteslong, which displays a message when it activates. To locate the virus, search for COM files
corresponding to EXE files, but marked “Hidden” and located in the same subdirectory.
Blood - CN: A simplevirusfrom Natal, South Africa. The 418 byte virusdoesnothing of interest, except from replicating.
Bl ood 1EOE 1FB4 19CD 2150 B202 B40E CD21 B41A; Off set O7F
Burger - CN: Just likethe 405 virus, this primitive 560 byte virus overwritestheinfected files, which makesit easily detectable.
Burger B447 0401 508A DO8D 3646 02CD 2158 B40E ; O f set 01B
Flash - CER: This688 bytevirusisawaiting analysis.
Fl ash 005E 8BDE 81C3 0F00 BOOO FAD5 0A88 O7EB  ; O fset 007

Itavir - EN: Whenthevirusactivates, it will writerandom datato all 1/O ports causing unpredictable behaviour like screen flicker, hissing from the
loudspeaker etc. Infectivelengthis 3880 bytes.

Itavir 83C4 025A595B 5850 5351 52CD 2672 0083  ; Off set 198

Joshi - MR: Thisvirusfrom Indiadisplays the message “ type Happy Birthday Joshi” on 5th January of every year. Unlessthe user entersthe text
verbatim, thecomputer will hang.

Joshi 50CB BB78 0036 C537 1E56 1653 BF2A00B9 ; Of f set 046

Slow - CER: Thisencrypted virusisa 1716 bytelong mutation of the Jerusalem virus. It originatesfrom Australiaand its side-effect isreported to
be aslow-down of theinfected PCs. No other side-effectsare known, asthevirusisawaiting analysis.

S ow E800 005E 8BDE 9090 81C6 ; Ofset O

Subliminal - CR: This1496 bytevirusisprobably an earlier version of the Dyslexiavirus. When active, theviruswill attempt to flash the message
“LOVE, REMEMBER” onthe screen for afraction of asecond, which istoo short to be easily noticed.

Subl i m nal AE26 3805 EOF9 8BD7 83C2 0306 1F2E C706; O f set 435
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TPworm - PN: A ‘companion’ virus[1] written by the author of the Vacsinaand Y ankee Doodleviruses. Thevirus has been distributed in theform
of ‘C’ source code. Hence, theinfectivelength and hexadecimal patternsdepend onthe‘C’ compiler used.

TUQ, RPVS-CN: A simplevirusfrom West Germany without side-effects. Infectivelength is453 bytes.
jlse] 5653 8CC38 8ED8 BEO1 012E 8B04 0503 0157 ; O f set O5E

V-1-DCR: Thisvirusisone of thefirst to infect both the boot sector and programs[2]. Itis 1253 byteslong and destructive: when activated, it
overwritesthedisk with garbage.

V-1 8EQD 26A1 1304 4848 503D 0001 7203 2D3E  ; O fset 02B

REPORTEDVIRUSES

382- CN: Simpleoverwriting virusfrom Taiwan which overwritespart of the program.

1226 - CR: Reportedin Bulgaria.

1381 - EN: Virusreported to contain the string “INTERNAL ERROR 02CH”.

2100- CER: A Bulgarian 2100 byte virus, probably written by the author of the Dark Avenger.

AirCop - DR: Virusmay display the message “ Red State, Germ Offensive. AIRCOP” or crash the system. Originated in Taiwan.

Anthrax - MCER: One of thefirst virusesto infect the Disk Bootstrap Sector aswell as programs[2]. Side-effectsare not known, but thelengthis
reported to be between 1040 and 1232 bytes. Originated in Eastern Europe.

AntiCad: Possibly an aliasof V-1, but may also beadifferent 10005 bytelong virus.

AntiPascal, 605 - CN: ThisBulgarian virus corrupts PAS and BAK files. A 400 byte'mutation has al so been reported.
Casper - CN: Thisvirus uses the same encryption method asthe 1260 virus, but itslength isonly 1200 bytes.

Filler - DR: Reportedin Hungary.

G-virus- CR: Reportedly amutation of the Perfumevirus, but with different text strings: **G-VIRUSV 1.3" and “ Bitte gebe den G-Virus Code
ein”.

L eprosy - CRN: Anoverwriting viruswith aninfectivelength of 666 bytes. It originatesfrom California.
Mardi Bros- DR: A French viruswhich changesthe volume label to “Mardi Bros”.

Microbes- DR: A virusfrom Indiawith unknown side-effects.

Ontario- CER: A 512 byte encrypted virusfrom Canada.

Phoenix, P1 - CR: A family of three 1701 or 1704 byte viruses from Bulgaria, not related to Cascade viruses. They are reported to use a self-
modifying encryption method, similar to thethat used in the 1260 virus.

Plastique - CER: A bug-ridden 3012 byte virusfrom Taiwan. A 4096 version has also been reported.

Taiwan 3- CER: Probably not related to the Taiwan virus, thisisa 2900 byte virus from Taiwan with unknown side-effects.

TCC - CER: A 4909 bytevirusfrom France. Side-effectsare unknown.

Tiny family - CN: A family of the smallest viruses discovered so far. Their sizesrange from 158 to 198 bytesand their country of originisBulgaria.
Wolfman - CER: A 2064 bytevirusfrom Taiwan.

[1] Theterm‘companionvirus describesany computer viruswhich locates an EXE file and then createsanew program in the same directory with
aCOM extension. Thisbogus COM filecontainstheviruscode and isinvoked beforethelegitimate EXE file executes. For moreinformation see
Technical Notes on page 3.

[2] The appearance of computer viruseswhich infect both the boot sector and program filesisarel atively new phenomenon. Two examples, Flip
and V-1 have been analysed with afurther specimen‘ Anthrax’ appearing inthismonth’s* reported only’ section.Thetype code of the Flip virus
(published inaccurately in last month’s VB) has now been corrected to read M CER. (See Technical Notes on page 3 and Virus Dissection, pp. 18-
20).
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LETTERS

PC Today
DatabasePublications
EuropaHouse
Macclesfield SK104NP

7th August, 1990

Dear Edward,

Further to our conversation today, | am most concerned about
the report in your latest Virus Bulletin that a variant of the
Stoned viruswas found on our free disk entitled 10 Of The
Best. Thiswas on the cover of the March 1990 issue of
Personal Computing (now PC Today) volume 3 number 11.

In view of the current publicity about the Disk Killer virus and
our cover disk, | would like to make your readers aware of the
circumstances since it would be possible for them to jump to
thewrong conclusion - that the March disk was duplicated
with avirus. Thiswas not the case.

Theincident concerned one specific disk. Tests on both the
master copy and samplestaken from newsagents' shelves
failed to reveal an infection. The person who madethe
complaint suggested the most likely explanation to be that the
newsagent’ steenage son had taken the magazine from the
shelf, run the disk on an infected machine, then replaced the
magazine/disk in the shop.

To help avoid the repetition of such an incident, from the June
issue weinstituted a system whereby the cover disk has a self-
checking CRC routineto verify that files have not been altered
inany way. Not totally fool proof, but no other magazineis
doing this.

With regard to the wider question of preventing virusesfinding
their way on to masters and thereby on to duplicated disks,
from the September issue our master copies are being checked
by Alan Solomon’scompany S& SEnterprises. Alliedto more
stringent checking at our office, this particular spectre should
now belaid to rest asfar asPC Today is concerned.

Whenyou haveverified thisstory, I'd be grateful if you could
send me a copy of whatever you print on the subject.

Y ourssincerely,

lan C. Sharpe
FeaturesEditor

Editor’s comment. Mr. Sharpe points out that the ‘ Ten of the
Best’ disk distributed by Database Publicationsin March of
thisyear had become virusinfectedafter duplication and
distribution. Theinfected disk wasthus an isolated incident.

Our report (VB, August 1990, p 24.) was published to empha-
sise the fact that Mr. Sharpe was made singularly aware of the
dangers presented by computer viruses six months prior to the
PC Today incident. | also find it inexplicable that PC Today's
July edition included an anti-virus program which either went
unused or wastotally ineffective.

If Mr. Sharpe’ sversion of eventsin March is correct, and there
isno reason to think it is not, the disk wasinfected by the
newsagent’ s son. Softwarein high-street newsagentsis
vulnerableto such accidents aswell as malicioustampering. A
number of contaminationincidentsinvolving groundglassin
baby foods, mercury injected into oranges and other such acts
of terrorism aimed at consumers have forced manufacturersto
adopt tamper-resi stent packaging. M agazine publishers might
careto take aleaf from the food industry and introduce tamper-
resistant notchlessfloppy disks.

IBAS
Box 1250, N-2201
Kongsvinger, Norway

Sir,
Comment to Jim Bates article ‘Datacrime 1 - Refined Hatred’
in VB, August 90.

We noticed from Mr Bates article that he believesthat thereis
‘virtually no hope of recovery’ [of the hard disk data] after
having run the trigger routine of the Datacrimevirus. The
damage that thisvirus performsisaccording to Mr Bates that
thefirst cylinder of thefirst physical hard disk inthe PCis
low-level formatted. Thisresultsin the Master Boot Record
(aka Disk Boot Sector, Ed.) being destroyed, along with more
or less of the FATs depending on the disk’ s size.

Wewould like Mr Bates (and VB readers) to know that the
above descibed damage indeed has the best chances of
recovery. Infact, all partitions but the first can be recovered
totally without any complications. Also, non-fragmentedfiles
residing in subdirectories of the first partition can easily be
recovered. Even more data can be recovered but at greater
expense.

IBASisacompany which specialisesin datarecovery. Wedo
recover damageslike the one described above almost daily and
weregard these as simple recovery cases. In our |aboratories
we also recover data after physical damage, like aheadcrash.
Where the magnetic coating has been damaged or removed, we
recover datafrom the surrounding areaswherethe coating is
still intact. It isalso possibleto recover datawhich physically
has been overwritten.

GuroByeBSc.
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Copy Protection Systems- aNecessary Evil.

Having read Dr K eith Jackson’ sdamning conclusions (VB,
August 1990), concerning copy-protected anti-virusproducts
and your editorial decision to exclude such from all future
reviewsin VirusBulletin, | wondered if your readership may
like to read the other side of the argument.

I should point out that Visionsoft’ santi-virus product, Immu-
nizer, isindeed copy-protected but thiswasnot the subject of
any of Keith’scriticismsasit was not submitted for review
beforeyour recent ban on protected software.

To provide adefence, we need to start by identifying the
factorsthat make K eith so opposed to protection mechanisms.
Isit copy-protection that Keith objectsto, or the nuisance
element that seems to be a by-product of such mechanisms? If
we can reduce or remove these annoyances, perhaps copy-
protection does have aplace.

K eith quotes a catal ogue of horrors associated with faulty copy-
protected software. These would still apply if the productsin
question had not been copy-protected. For instance, software
that can not be uninstalled easily, and delays with a supplier
changing disksfrom oneformat to another. These are problems
with softwaredesign and company efficiency,not copy-
protection.

Keith's condemnation of the necessity for the master disk to
always be present when running the software would normally
have my full support. However, there are occasionswhen this
isactually good practice - virus protection is one such occa-
sion. The last thing anyone wantsisfor the anti-virus software
to becomeacarrier. | believe that any EXE components that
can reasonably beleft off the hard disk during installation
should be kept on awrite-protected distribution disk.

Most, if not all, of Keith’s objections can be removed by awell
designed protection method and an efficient customer support
plan. Using Immunizer as an example:

The program is provided on dual media as standard, so there
are no problems about not being able to copy the software to
your particular disk format. In the unlikely event of the user
requiring areplacement disk, the company would send a
replacement to aregistered user the same day that the request
was made.

Themain component isamemory-resident devicedriver, that
isnot subject to any copy-protection mechanisms. The user
interface software which isonly needed for installation or
configurationisacopy-protected EXE file. Thusyouwould
only require the master disk to be present when performing any
customisation viathisinterface. At all other timesthisEXE is
stored on acopy-protected disk. At no timeisany protected
software installed on the user’ s hard disk.The user can remove
the program from the machine at any time with acouple of key
presses, viathe aboveinterface program.

While | sympathise with Keith’s experiences, | feel that by
grouping all copy-protection mechanismsunder oneumbrella,
you are doing aslight disserviceto products where copy-
protection has been kept to a cal culated minimum.

Why do companies choose copy protectionin thefirst place?
The expense of development costs of some anti-virus products,
equivalent to the sumsinvested in product leadersin the
spreadsheet or database arena, make such products amajor
investment. It is sound business practice to attempt to protect
themin someway.

Obviously, asfar asVirus Bulletin is concerned, the dieis cast
and copy-protected products are now taboo. But perhaps some
of your readership may agreethat copy-protection does not
have to be anuisance and is anecessary evil.

KevinPowis
Technical Manager
Visionsoft Ltd.

Keith Jackson comments Mr. Powis suggeststhat copy-
protection can sometimes be auseful thing. | beg to differ on
this point. Copy-protection isa nonsense, alwayswas and
alwayswill be.

Asfor musing on whether | object to copy-protection per se, or
to problemscreated by copy-protection schemes, | thought that
| had made myself quite clear:

Copy-protection prevents userstaking regular backups,
interfereswith the operation of software packages, and adds
one more level of complexity to what may already be quite a
complex process.

I usually sum this up with the quote “Life is too short to deal
with the ‘ritual dance’ imposed by copy-protection schemes”.
Visionsoft have been aware of my viewsfor sometime (since
22nd May 1990 to be precise). They have chosen to copy-
protect their anti-virus software and | think such adecisionis
wrong. Companiesthat purchaselarge amounts of software
seem to agree with my expressed views, and studiously avoid
copy-protected software. Visionsoft’ ssaleswill bethefinal
arbiter of this matter.

A few points of fact:

1) Theletter statesthat my ‘ catal ogue of horrors’ associated
with copy-protection would still apply if the productswere not
copy-protected. Thisisprovably untrue.

2) | disagree that my objections can be removed by awell
designed copy-protection method, and an efficient customer
support plan. They cannot.

3) Thebest ‘ calculated minimum level’ of copy-protectionis
not to impose such methodsin the first place.
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WORLDWIDE

Chinese Census Crisis

Concerned about possible disruptionsto the fourth national
census, the Chinese state statistics bureau has devised
regulationsaimed at curbing damage to national statistical
computing systemsfrom computer viruses. Reporting from
Beijing (August 27th), the Xinhua press service saysthat the
regulation was enacted “to combat a dozen kinds of viruses
which are threatening various computer systemsin China’.
The state statistics bureau is responsible for national social,
economic, scientific and technological statistical work and
related data processing. The agency owns some 10,000 micro
and minicomputers.

United StatesProposesTough L egislation

A congressional hearing haswelcomed the proposals of a
Senate bill to modernise theComputer Fraud & Abuse Act
1986. The bill extends the definition of “access’ to include
theintentional transmission or distribution of unauthorised and
pernicious software. Felony penalties could run to amaximum
five year prison sentence and a $250,000 fine.

However, thebill goesfurther, saying that anyone who
unknowingly but “recklessly” transmits destructive software
could face amisdemeanor penalty of up to oneyear’ simprison-
ment and afine of $5,000. The bill also recommends extending
these provisionsbeyond ‘ federal interest’ computersto include
computers used in interstate commerce and communications. It
would also allow civil actionsfor compensation against |osses
caused by computer misuse.

The USDepartment of Justice stated that the misdemeanour
provision was designed to add flexibility. Deputy Assistant
Attorney General Mark Richard said “It could be employed
against computer hackers and persons responsiblefor computer
viruses where the intent to damage a system or defraud can’t
be shown conclusively”. The misdemeanour provisionis
causing disquiet inlegal circlesdueto thelikelihood of
lawsuits agai nst companies responsiblefor accidental computer
virustransmission.

Marc Rotenberg of CPSR (see below) said *‘ Thereason for this
recklessness provision isto make clear to computer usersthat
they should not engage in experiments that place other users at
risk’’.

USGroup AddressesCivil Rights

The Computer Professionalsfor Social Responsibility (CPSR),
apublic advocacy group based in Palo Alto, California, isto
host a series of discussionsin Washington DC about computer
users’ civil rights. Eric Roberts, CPSR president said agap

between technicians and policy makers should be bridged.
According to Robertsthereistoo much misinformation about
computers and networkswhich “ could produce terribly
misguided policy”.

Electronic information systemsare giving riseto anumber of
legal debates. Fundamental issuesto be tackled include the
concept of ‘electronic trespass’ and whether or not digital
information is protected by theFirst Amendment of the United
SatesConstitution.

Roberts hopesto bring together key policy makers, computer
users, law enforcement agencies, computer industry representa-
tives and security experts. CPSR will also act as awatchdog
over computer crimeinvestigations. The project isunderwrit-
ten with a$275,000 grant from theElectronic Frontier
Foundation founded by the computer pioneer Mitch Kapor.

VirusPlagued Russialnvokesthe‘Hooliganism’ Act

One of the earliest cases of acomputer virusin the Soviet
Union occurred in 1988 when an unidentified programmer at
the Gorky Automobile Works on the VVolgariver was charged
with deliberately using avirusto shut down an assembly line
in adispute over work conditions. The man was convicted
under Article 206, the ‘hooliganism’ law. Article 206 states
that “violating public order in a coarse manner and express-
ing a clear disrespect toward society” is an offence punishable
by amaximum prison sentence of six years' imprisonment.

Pirated software has been reported as very common in the
Soviet Union and is believed to have contributed to the
escalating virus problem. Computer viruses at largein the
USSR include Dark Avenger, Y ankee, Vacsina, Sunday, Pixel,
Disk Killer, Cascade, New Zealand, Italian, Jerusalem, Brain,
W-13 and anumber of unspecified members of the Bulgarian
family. Indigenousanti-virus programsinclude Aidstest by
Lozynsky, Anti-Kot and Anti-Kor by Kotik.

Japanese Computer Viruses” Commissioned”

The Japan Times reported in July that 40 computer hackers
across Japan were paid to write computer viruses specifically
targeted at Sharp Corporation products.

The Japanese Computer Clubs Federation claimed that ahigh
school student working at the club’ sfacilities had participated
in devel oping and distributing virus programs.

A version of ‘Farside Moon’, acomputer game fromArt Dink
Co. (Narashino, Chiba prefecture) was reported as being virus
infected. 1,500 copies of theinfected program, whichis
compatible with the Sharp X-68000 PC, are believed to have
been distributed.

Sharp Corporation are understood to have shipped 100,000 X -
68000s. Copiesof ‘ Farside Moon’ are being recalled.
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SPECIAL FEATURE

David Ferbrache

Trojan Hor se Techniquesto Compromise
Sensitive or Classified Data

Inthisarticle, David Ferbrache examinesthethreat to high
security systems posed by Trojan horse and viral code. In
particular theissue of compromise of classified data through
the use of such codeis considered.

Secure systems tend to apply two main forms of access and
dataflow controls, namely:

- Discretionary access controls(DAC)
- Mandatory access controls(MAC)

Interms of theU.S. Department of Defense Trusted Computer
System Evaluation Criteria (TCSEC, also called the‘ Orange
Book’) [1] thesefall into class C and B systems respectively.
Discretionary access systemsrely on the user (or the system by
default) to specify restrictions on access to user data. Such
restrictions are in the form of anaccess control list (ACL) or
matrix, or in the form of a capability based system.

Theformer consists of alist of authorised users of each
classified object, the latter allowsthe creator of the classified
object to pass out aright to access the abject. Thisright (or
capability) can be propagated by thereceiver.

A utility invoked by aprivileged user could access data at that
user’ saccess level, and without restriction can normally write
or propagate data to the unrestricted accessfiles or networks.
Trojan horses can thus compromise datain such environ-
ments. A Trojan horsein the form of auseful utility could
easily berun by awide variety of users, with awide variety of
system permissions.

M andatory AccessControls

The military security principles of formal clearance and need
to know before accessis allowed to classified data, have been
encapsulated in theBell-LaPadula security model. This model
(whichisthe basisof the TCSEC * Orange Book’ mandatory
access model) specifiestwo constraints upon dataflow,
namely:

- No Read Up - auser’s clearance must be greater than or
equal to the classification of the object or dataheistrying to
read.

- NoWrite Down - auser may only write data to objects of
classification greater than or equal to hisclearance.

These two principles implement the “formal clearance”
requirement, preventing the user from reading highly classified
data, and from declassifying data by writing it to alower
security file. Dataisthus constrained to remain at the classifi-
cation, or to beraised in classification level.

Thissimple model of hierarchical security classification (e.g.
UNCLASSIFIED,RESTRICTED, CONFIDENTIAL, SECRET,
TOP SECRET) isextended by including the concept of
compartmentsof information. The compartment system
prevents datafrom flowing out of acompartment. Each user is
then authorised to access certain compartments of data (at a
given classification or lower), thusimplementing the “need to
know” by further access restrictions.

The MAC scheme inhibits the writing of datato alower
classification file (or afile which is not in the compartment),
whereit could be potentially compromised by the person
introducing the Trojan. In the absence of DAC thereisno
restriction on the Trojan horse copying its codeinto higher and
higher classification files (with stricter and stricter compart-
ments). MAC only attemptsto restrict the flow of information
tolower classification environments, not to higher classifica-
tions.

The'OrangeBook’

Devised by the United States Department of Defensein
1975, the* Orange Book’ (officially,DOD Trusted
Computer Security Evaluation Criteria) providesformal
criteriafor security in amulti-user computer system. The
Orange Book is concerned with theconfidentiality of
datawhich limitsitsrelevance to commercial computer
security with itsincreasing emphasis upon systemsand
dataavailability and integrity.

The Orange Book criteriaare divided intodivisionsand
classes. Confidence or trust in acomputer system
increaseswith each successively higher division awarded.
Thecriteriaare divided into four divisions: D, C, B and A
ordered in ahierarchical manner with Division D
reserved for systemsfailing to meet evaluation standards
and Division A being reserved for systemsproviding the
most comprehensive security. There are then anumber of
sub-divisions called classes (C1, C2,B1, B2, B3, Al and
A?2). Covert channel analysis, whereby covert channels
must be searched for and the maximum bandwidth of
each channel measured, commences at Division B Class
B2.

Trusted Computer System Evaluation Criteria, Department of
Defense, Computer Security Center, Fort George Meade,
Maryland 20755, USA.
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Insummary:

1. DAC - cannot prevent datafrom being written to lower
classificationfiles.

2. MAC - prevents 1. but cannot prevent the Trojan from
writing itscodeto higher classification files.

Integrity L evelsand Compartments

An extension to theBell-LaPadula model to incorporatethe
concept of program and dataintegrity has been proposed, using
the corresponding ideaof integrity levelsand compartments
[2]. Thus each program in the environment has an associated
“integrity” level which represents the certainty that the
program isacorrect implementation of an authorised algo-
rithm. This element of certainty may be based on the adoption
of formal methods of verification, restrictionson design
methodol ogy and theincorporation of configuration change
controls.

Inthisregard aprogram of agivenintegrity cannot:

- Modify an object of agiven integrity unlessthe program’s
integrity (and that of the data used by the program) is greater
than or equal to that of the object.

- Execute an object unless the object’ sintegrity is greater than
or equal to that of the program executing it.

Theintegrity extension will inhibit a*“low-integrity” Trojan
horse (from an untrusted source such asUSENET) from:

- Modifying an object of higher integrity (ie propagating its
viral or destructive code)

- Executing alower integrity object (i.e. invoking aprivileged
system operation)

Thismodel, if correctly implemented, would resolvethe Trojan
horse propagation problem in theBell-LaPadula model. The
difficulty with such asystem isthat aformal authentication
procedure must exist for each program introduced into ahigh
integrity level. Objectstend to accumulate in high security and
low integrity levelsasaresult of the application of the above
constraints.

There exists, however, onefinal route by which a Trojan can
propagate datain apparent violation of MAC security con-
straints - that of the covert channel.

Covert Channel Overview

A covert channel isa“hidden” or unspecified route over
which information can betransmitted without theinter-
vention of the security system. Numerous covert channels
exist (with avariety of bandwidths) in the complex environ-
ment of modern operating systems.

Covert channelsare divided into three categories, namely:

1. Storage channels(using common areas of memory or
storage between processes)

2. Timing channels(using careful measurement of system
performance)

3. Denial of service channels(by detecting forced denial of
resources and services)

All covert channelsresult from deviationsin the virtual
machine model (in which each process active on the system
conceptually has exclusive use of all system resources). These
deviations may take the form of a shared dataarealinking two
processes (possibly through the use of avariable maintained by
the kernel which is accessibleto both processes), changesin
system throughput and process delays, or denial of accessto
systemresources.

Examples of each type of channel might be:

1. Storage- an accessible flag in the kernel; a counter of
processes created (or other system gathered statistics); file
creation, destruction or manipulation in shared secondary
storage; use of users’ terminalsto relay data between proc-
esses; dataretained accidentally by server system processes.

2. Timing- contention for system processors; flushing of
secondary storage caches; changesin paging and swapping
behaviour of virtual memory; changesin disk access speeds...
all detectable by carefully measuring the time taken by the
system to carry out services on behalf of the processes.

3. Denial of service- through the exhaustion of fixed kernel
datastructures; disk capacity; resource contention and dead-
lock; and, in the extreme, crashing of the entire machine.

A simpletiming covert channel can be described as:

Process A hasaccessto classified information (SECRET) and
containsaTrojan horse.

Process B has no privileged access and so can write datato
public networks, and thus to the person introducing the Trojan.

A cannot write datato B directly because thiswould violate
theMAC model.

So A decidesto signal dataslowly by running in atight loop to
signal a“1”, or suspending for 1 second to signal a“0".

B is on the same processor, so it runs atimed code segment
which takes 1 second with exclusive use of the processor. If it
takes one second to execute then it knowsthatA is suspended,
and has sent a“0". If it takes 2 seconds then it is contending
with A for the processor, thusA hassenta“1”.
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Thus aslow, but possible, covert timing channel has been
implemented.

Numerousroutes exist for a Trojan horse utility to affect the
system in amanner detectable by anon-privileged monitor
process.

The datatransfer rates of such covert channelsarelow in
comparison with thosein overt channels(i.e. disk or communi-
cationschannels), varying from about 100 bits/second to
fractions of abit/second. The TCSEC requiresthat all covert
channels of bandwidth > 0.1 bit/second be audited in B3 or
greater systems. This rate represents atransfer speed of:

Per second 0.1 bit
Per hour 360 bits (45 bytes)
Per day 8.6 Khits (~1Kbyte)

Thissmall datarate may represent asignificant compromise of
dataif thetarget fileis classified or commercially sensitive
(such asthe corporate medium term plans).

The United Kingdom confidencelevels[4] address covert
channelsbriefly at UKL 4 evaluation (where it becomesa
requirement to identify the classes of such channel which may
exist), and at UKL 6 (where arequirement existsfor a
comprehensive search for all such channels).

Bell-L aPadulaM odel

Devised by D. E. Bell and L. J. LaPadulain a study for
the Mitre Corporation in the United Statesin 1976, the
Bell-LaPadula model proposesaformal set of access
control rules.

The security model wasoriginally devised for military
systemsand introduced the concept of subjectsand
objectswhereby asystem isdescribed as secure only if
the security clearance of the subject (system processes
such as Read, Append, Write) is comparable with the
classification of the object (files containing information).
In order to determine whether or not accessis permitted,
the clearance of the subject is compared to the classifica-
tion of the object and adetermination is made asto
whether the subject is authorised for specific access.

The USDepartment of Defense used the Bell-LaPadula
model in devising its‘ Orange book’ criteria.

Secure Computer Systems: Unified Exposition and Multics
Interpretation, MTR-2997 Rev 1., MITRE Corp., Bedford,
Mass., USA. March 1976.

Estimation of Covert Channel Bandwidth

Various estimation formul a have been proposed regarding the
bandwidth of covert channels. In general anoiseless channel
has atransmission rate of:

b/(T +T+2T ) bits/sec
where:

b = bits of datatransmitted by each state change imple-
menting the channel

T=timefor thereceiver to read the channel
T = time for the sender to write the channel

T =timefor the operating system to switch between
execution of thereceiver and sender processes

Thusif ashared flag exists which takes 0.1msto be changed by
the sender, 0.1msto be read by the receiver, and the operating
system takes 0.5ms to context switch, then the datarate of the
channel is 833 bits/second.

Thethroughput of acovert channel degradesrapidly inthe
presence of noise (generally caused by inadvertent interference
by other processes, or by deliberate screening using random
noise by the operating system). A recent paper [3] analysesa
number of storage channelsin Secure Xenix [TM], including:

1. Exhaustion of available space in akernel/system table known
astheinodetable.

2. Creation of anew process and associated incrementing of a
global variable holding the processidentifier of thelast created
process.

3. A policy conflict channel inwhich the system will prevent a
processfrom removing adirectory until all filesin the directory
have been removed.

Simulation of these channelswas carried out, and the band-
widths estimated at:

Inodeexhaustion 16 bits/second
Processid channel 12 bits/second
Directoryremoval 2 bits/second

In the presence of other conflicting processes these rateswould
be reduced. These represent typical channels, although all three
would be subject to audit (but not prohibition) by Orange Book
C2 audit mechanisms.

Prevention of Covert Channels

Theimplementation of avirtual machine for each process
effectively segregates processes, and thus preventsacovert
channel from being expl oited through the use of resource
contention or exhaustion.
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Thisdoeshoweverimply:

* No user accessable global system statistics (i.e. process
counts, disk activity, active usersetc.).

* No kernel structuresto be availablein user space (i.e. file
pointers must be references to a mapping table which points
to kernel structures).

* No resource exhaustion routes (including strict per process
quotas, and the spooling of exclusively acquired resources).

* Segregated filespacesfor each compartment/classification.

* No forms of handshake information to bereturned to a
process writing datato a“higher” classification object or
stricter compartment, including no indication that awrite
may havefailed, or that afile has been successfully opened.

* Scheduling for each compartment and classification, inwhich
when all processes suspend at agiven classification a
dummy “soak” process runs so that the variation in system
load is not detected.

* Removal of known bugs.

If acovert channel cannot be removed it must be:

* AUDITED - with suitable warnings to the system security
administrator if the channel is being utilised.

* SUPPRESSED - by introduction of random fake events and
noise into the channel.

InSummary

Trojan horses can infiltrate high security environ-
mentsin the absence of integrity extensionsto the
Bell-LaPadulamodel.

Once present they can effectively compromise data by
utilising covert channel signalling methods.

Such methods cannot be eliminated easily but can be
audited and suppressed to some degree.
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FOR MANAGEMENT

Specifically...

In last month’ sVVB we highlighted just some of the difficulties
facing thedevel opersof virus-specific anti-virus software.

One of the original arguments asto why such software could
provide the best defence was that new samples of computer
viruses could be distributed quickly to the research community
and efforts coordinated in devel oping remedial software. In
truth, thereislittle coordination, if any, of individual virus
research efforts. Analysisisbeing duplicated and findings are
rarely shared. There are also divisions and rivalries between
research factions. In contrast, the commercial sector, withits
traditional rivalries, is awakening to the fact that cooperation is
increasingly necessary. Thisacknowledgement isdictated by
the enormity of the problem in terms of the numbers of new
virusesand their increasing complexity.

L ack of coordination and cooperation isan important factor
inhibiting virus-specific software. However, asdevel opments
unfurl over the coming months, the most critical factorswill
prove to be the accel erating number of computer virus samples
appearing and their increasing complexity. The Flip viruswhich
we report thismonth (Virus Dissection, pp.18-20) isdemonstra-
tive of the problem. The virusrequires disassembly and
analysisin order to develop asuitable search ‘identity’. Second-
generation viruses are adopting ever more sophisticated
camouflage techniques necessitating ever more extensiveand
time-consuming analysis. Thereisalready asignificant back-log
of work for researchers, and no signsthat the bombardment is
easing - quite the opposite

If these factors areimpeding simple scanning software, they
may well curtail the devel opment of even more specific ‘ speed
search’ and ‘ disinfection’ software. Such programsrequire
intimate knowledge of each virus- it isunlikely given the
current climate of limited manpower, fragmented effortsand
non-cooperation that any such program will ever be up-to-date
or reliable. Moreover, anew philosophy which accepts deletion
of infected files and restoring them from master copies or
backupsistaking hold. Only in exceptional circumstancesis
there aneed to disinfect a program - the infection of aunique
‘inhouse’ development program (without abackup being
available) is such ascenario. Then again, backups are now part
of every PC user’slife..

To repeat afamiliar message: vir us-specific softwareisfor
diagnosisonly and providesno generic defence

Such methods are always steps, if not strides, behind the virus
writers. Forward thinking organisations have already adopted
integrity checking methodsfor generic defence.
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FOR PROGRAMMERS

Fridrik Skulason

The Structure of VirusInfection - Part 111
Boot Sector Viruses

Asthe nameimplies, boot sector viruses can infect the boot
sectors of both diskettes and hard disks.

The boot sector contains code which isread into memory and
executed whenever the computer is “booted” after being
switched on. Normally the boot sector contains codeto load the
M S-DOS operating system, but this code may be replaced with
other code, including avirulent program.

Floppy Disks

On afloppy disk the boot sector can be found at track 0, head
0, sector 1. This“physical” location isused by INT 13H calls,
but it may also be referred to aslogical sector 0.

Hard Disks

Hard disks contain two different types of boot sectors. Thisis
necessary as one hard disk may be divided into several
partitions.

Each partition contains one boot sector like the one described
above, which isreferred to here as thePartition Boot Sector.
Itislocated at logical sector O in each partition, but the
physical address (head, track and sector) depends on the size of
the preceding partitions.

The other type of boot sector contained on hard disksisthe
Disk Boot Sector, which isawayslocated at track 0, head 0,
sector 1 of each hard disk in the system.

The Disk Boot Sector containsinformation about the partition-
ing of the disk, aswell as code to locate and |oad the boot
sector of the active partition. This applies even in the case of
small hard disks, 20 Mbytes or smaller, which usually contain
only one partition. Some boot sector viruses may not be ableto
infect hard disks at all, but those that do may infecteither the
Disk Boot Sector or the Partition Boot Sector.

Infected Sectors

Itisoften possibletoidentify infected boot sectorsby visually
examining adump of the data contained there, as the custom-
ary messages may be missing and replaced with virus code.
Thisis not always the case, however, especially not in the case
of some of the latest boot sector viruses.

In some casesthe virusis small enough to be stored entirely in
the boot sector, but in most cases the code thereis only asmall
“loader-type’’ program, whose purposeit isto load the rest of
the virusinto memory and executeit.

Memory M anipulation

M ost boot sector viruses hide at the top of available memory,
reducing the amount of memory availableto DOS by afixed
amount, usually 1 to 6 Kbytes. Thismemory is obtained by
reducing the value stored at the memory location 0040:0013,
which may for exampleresult in acomputer with 640 Kbytes
of RAM appearing to contain only 636 Kbytes. Somelegiti-
mate programs may also reduce thisvalue, so a suspiciously
low value does not necessarily indicate avirusinfection.

Onevirus, E.D.V., may hide above the 640K mark - it starts
searching for free RAM at segment address EBO0H and moves
downward, until it finds afree space to hide.

When aboot sector virus hasinstalled itself in memory, it must
intercept some interrupt function, in order to be activated later.
Most virusesuse INT 13H for this purpose, becoming active
when aprogram attemptsto do any disk 1/O operation.

After thevirus hasinstalled itself into memory, it usually
finishes by loading the original boot sector into memory and
executing it.

Relocation and Allocation of Code

M ost boot sector viruses are larger than the usual sector size of
512 bytes, and require more than one sector. The virus must
also storethe original boot sector somewhere, but where?

Thefollowing methods are used by the viruses known today:

* Track O

* Last directory sector
* A bad cluster

* Last track

* Extratrack

Track O

Most virusesinfecting theDisk Boot Sector make use of the
fact that track 0, head 0 is often unused, apart from sector 1.
Hiding the rest of the virus code in these unused locations
workswell, except on the few computerswhere thedisk is
structured in an unusual way and thisareaisalready in use.

The New Zealand (Stoned) virusisatypical case, but it infects
floppy disksin adifferent way.
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L ast Directory Sector

If the virusis small, perhaps needing only one sector in
addition to the boot sector, the last sector of the root directory
may be used. Thiswill not cause problems, unless the root
directory isalmost full, but on astandard 360K diskette for
example, the last sector isonly used if theroot directory
contains more than 96 entries. This method is used by the
Korea, New Zealand and PrintScreen viruses.

A problem may arisein the case of 3.5 inch disksor 1.2 Mbyte
disks, asthe last sector of theroot directory isstoredina
different sector, and apart of the FAT areamay be overwritten
instead.

Bad Cluster

A virusmay also hide in any free sector on the disk, marking
the corresponding cluster as “bad” in the FAT to prevent it
from being overwritten. Thisisthe method used by Disk Killer
and the Italian virus. The drawback of this method, from the
virus-writer’ sviewpoint, isasuspiciousincrease in the number
of “bad” clusters, which is easily detected by running the
DOSCHKDSK function.

Last track

Asthelast sectors of the last track are not used unless the
floppy disk isalmost full, this areais a suitable hiding place
for viruses. Thevirus code may be overwritten, but it will not
be noticed by CHKDSK. The Alameda (Y ale) viruswasthe
first to use this method, but now it is also used by the E.D.V .,
Form and Swap viruses.

ExtraTrack

Floppy disksnormally contain 40 or 80 tracks, numbered 0-39
and 0-79. It is possible to format an extratrack at the end -
numbering 40 or 80. Thistrack isnot copied by the DOS
DISKCOPY function, but makesan ideal hiding-place. The
Ohio and Den Zuk viruses were thefirst to use this method,
although they could only handle 360K disks. The method has
gained popularity recently, and some of the most recent boot
sector viruses, including V-1 (described below) useit aswell.

Disinfection

Whileitispossible - although highly inadvisable- to
disinfect programswith parasitic viruses activein memory, this
isusually not the case with boot sector viruses. Many of them
monitor any attempt to write to floppy or hard disks, and even
if an anti-virus program manages to disinfect the boot sector,
thevirusmay reinfect itimmediately.

In linewith all computer virusinfections, booting the
computer from aclean (virusfree) write-protected system
floppy disk isessential for successful recovery.

Itisusually quite simpleto remove boot sector viruses.The
disinfection program must locate the original boot sector
and writeit back toitsoriginal location Thiscan also be
donewith utility programs such as PC Toolsor The Norton
Utilities (see page 5). The virus code may be left on the disk,
asitisnow inactive, but preferably it should be erased by
positively overwriting. One group of virusesrequiresalittle
extrawork: If the virus hides by marking the clustersit
occupies as “bad” inthe FAT, the FAT should be corrected,
releasing the space.

In the case of the Swap virus, automatic recovery isnot
possible, asthevirus partially overwritestheoriginal boot
sector, but doesnot storeit in unmodified form To recover
programs and data from a Swap-infected diskette, just use
COPY or XCOPY to copy everything to aclean diskette. The
infected diskette should then be reformatted. Donot use
DISKCOPY to copy itscontents, asthe viruswould then be
copied aswell.

V-1, Flipand*‘Multi-Partite’’ Viruses

Finally, anew viruscalled V-1must be mentioned. It is
remarkable becauseit isable to spread by boot sector
infections, aswell asinfected COM files The boot sector of
infected diskettes contains code to load the rest of the virus
into memory. Therest of the virus code, located on track 40,
contains codeto infect COM fileswith the viruswhen they are
executed. Thevirus also infects the Disk Boot Sector of hard
disks, storing the rest of the virus code on track O.

Hidden within the virus, although not on a sector boundary, is
the original boot sector, so disinfecting a disketteinfected with
the V-1 virusinvolvesreading the virus codeinto memory,
locating the 512-byte block containing the boot sector and
writing it back.

Infected COM files, onceidentified, can be deleted using the
DOSDEL command and restored from write-protected master
software. A disinfection routineisalso possible, asthevirus
just overwritesthefirst 7 bytes of the COM file, storesthem,
and then appendsthe 1253-byte virus code to the end.

The other viruswhich combines boot sector and program
infection techniquesis Flip which isthe subject of thismonth’s
virusdissection, on page 18. A further virus called Anthrax is
also reported to empl oy thesetactics.

Thisability to infect multiple system and program elements
has given riseto the term‘ multi-partite’ infection.

Disinfection of the common New Zealand viruswhich infects
the Disk Boot Sector of the hard disk is described on page 5.
Standard ‘ brute force disinfection’ of both parasitic and boot
sector viruseswas described in VB, July 1990, pp 3-5.
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VIRUS DISSECTION

Richard Jacobs

Short Sharp Shock - The Baffling ‘Tiny’
Virus

The'Tiny’ virus (aka‘163’) divergesfrom the current trend
towards sophisticated ‘ second generation’ viruses. Asthe name
suggeststhisvirusisjust 163 byteslong and is one of the
shortest viruses seen so far. Sinceitsdiscovery two months ago,
afamily of ‘tiny’ viruses, ranging inlength from 158 to 198
bytes, has been reported in Bulgaria. It seemsthat achallenge
to write the shortest operating computer virusisunder way.

Tiny’scode containsjust 59 instructions. It isextremely simple
initscoding and contains no side effects, no encryption or
clever hiding mechanism - not even the ability to change drive
or directory. Thevirus' solepurposeisself-replication.

Tiny isanon-resident parastic virusinfecting COM filesonly.
Every time an infected program is executed, one new COM file
inthe current directory isinfected. Re-infection isavoided by
checking a2 byteflag stored within the virus. The virus does
not makeitself memory-resident or affect normal operation of
the computer in any way, other than infection.

Theviral codeissimplicity itself. When an infected programis
executed, control istransferred immediately to thevirus. The
virusthen searchesfor the first COM filein the current
directory; if there are none, control isreturned to the parent
program, otherwisethefileis opened for both READ and
WRITE instructions. Thefirst 3 bytes of the file are then read
into the end of the virus. Thefirst of these bytesis compared to
the IMP instruction (E9H) and if it does not match, the virus
searches for the next COM file. The second and third bytesread
in are stored to provide the address to return to the main
program after the virus hasfinished. These 2 bytes are also
used to give the address of the re-infection flag. A further 2
bytes are then read in and are compared to 0807H, if they match
thisvalue, then the virus searches for the next COM filein the
currentdirectory.

The length of the COM file is checked next, to ensure that there
is enough space for the virus, asa COM file must be less than
64 Kbyteslong. Again, if thereisnot enough space the virus
searches for the next COM file. The virus then copiesitself to
the end of the COM file, altersthe offset of the IMP instruction
at the start of the file to point to the start of the virus, closes the
fileand jumpsto the start of the original file.

Thevirusisatidy block of code that checks both for previous
infections and whether or not afile can be successfully infected,
without corruption. However, the handling of filesiscareless

and does not close files that have been opened, but not infected,
i.e. filesthat have already been infected and files that are too
large, or do not start with aJM P instruction. Thismay eventu-
ally lead to errors as no checking is performed to find out
whether or not afile has been opened succesfully; DOS only
allowsasingle process to have alimited number of files open at
any onetime.

Disinfection may be performed simply and safely by deleting all
infected files and replacing them with backup copies.

A PossibleExplanation

Itisunlikely that this virus was ever meant to be released into
thewild. It neither displays or contains any messages and does
not intefere with the normal operation of the computer. There
seem to be three possible explanationsfor thisvirus:

1) It waswritten to demonstrate or prove self-replicating code.

2) Itisaprototype (or ‘betatest’) for a more sophisticated
virus, which would have unspecified features added to its code.

3) Itisabid to be the most compact computer virus.

Thethird explanation, intriguing asit is, appears unlikely as
certain features could be removed safely (thus decreasing
program length) without disabling the program’ svirulence.

The second explanation appears to be the most likely, as
another virus, Kennedy, appeared at around the same time as
Tiny and is based on the same code. Kennedy isaconsiderably
more sophisticated virus. It does not alter the date/time stamp
or the attributes of an infected file and it triesto infect all COM
filesin the current directory. It does not infect
COMMAND.COM. TheKennedy virusisbelieved to have
originated in Denmark. The programmer of the Kennedy virus
makes reference to the San Fransi sco based anarchic rock group
The Dead Kennedys.* The Kennedy virus activates on June 6th,
November 18th and November 22nd of any year. November
22nd isthe anniversary of the assassination of John F. Kennedy,
the other dates refer to the deaths of Robert and Joseph

Kennedy.

Despite differencesin the operation of the two viruses, suffi-
cient parts of the Tiny virus can be seen throughout the
Kennedy virus, to suggest that the Kennedy virus waswritten as
adevelopment of the Tiny virus (or vice versa, Tech Ed.).

A final note, pertaining to such compact and simplistic code, is
that this particular virusisextremely easy both to disassemble
and modify thusincreasing the probability that ‘ hacked’
versions (possibly destructivein nature) will appear.

* The connection between rock music (particularly heavy metal) and
adolescent computer misuse has been observed and noted - the
attraction of these phenomena and there inter-relation would be a
suitable subject for a psychological examination. Ed.
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VIRUS DISSECTION 2

Jim Bates

FLIP - A Professional’s Handiwor k?

It has long been expected that acomposite boot sector/parasitic
viruswould appear. The FLIP virusis one of three current
viruses which operatesin thisway, the other two being Anthrax
andV-1.

The code seemsto have been written by an experienced
programmer and obviously took timeto develop. Thetrigger
routine affectsonly systemswith EGA or VGA monitorsand
produces amirror image effect in screen modes 2 and 3,
flipping the display horizontally and showing amodified font
which reverses each character.

Disturbing new trends ar e evident within the code, particu-
larly anumber of routineswhich attempt to circumvent
memory-resident monitoring softwareor pervert theactions
of a particular virusdetection program

The code appended to files has a simple encryption algorithm
but that written to the Disk Boot Sector and el sewhere on the
disk isnot encrypted and is easy to recognise. Apart from the
instance mentioned above, FLIP makesno attempt to
protect itself from detection, although the randomisation of
the position of the decryption routine does prevent the
extraction of a recognition pattern for the parasitic code
File checking programs however, will be able to recognise the
filechangesintroduced by infection.

Infection Routine

There are three paths by which this code can be executed,
infected COM typefiles, infected EXE typefilesand the Boot
code. Thevirus doesnot check file names, so renamed COM or
EXE filesarestill processed correctly according to their type.
Subsequent references hereto COM or EXE files should
therefore be considered as COM (or EXE) typefiles.

Parasitic infection isinvoked viaan interrupt handling routine
whichinterceptsthe LOAD and EXECUTE function request.
Thismeansthat fileswith other extension names (BIN, OVL
etc.) could becomeinfected although overlaysare specifically
excluded. COM typefilesare only infected if they are lessthan
62856 bytesin length, and onceinfected they take no further
part in the virus operation or replication processes.

When an infected COM fileisrun, the virus code is decrypted
and the first few instructions are executed to repair thefile
header. Processing then returns directly to the host program
regardless of whether the virus has been installed or not.

Thisinfection of COM fileswith totally ineffective code
appearsto be deliberate and may indicate an intention to
add “improvements’ at a later date

When an infected EXE fileis executed, a specia “are you
there?’ call isissued to determine whether the virus code is
resident and activein memory. If the virus code responds,
program execution istransferred to the host program and no
further virus codeis executed. Thisspecial call consists of
placing OFEO1H into the AX register andissuing an INT 21H
request. If thevirusisresident, the AX register will contain
O1EFH when the interrupt returns.

If the virusis not-resident, acheck is made to ensure that
enough memory isavailablefor the virusto beinstalled and
then the BIOS top of memory pointer ismodified beforethe
virus codeisinstalled into high memory. This method therefore
avoidsusing any of the system TSR services.

Oncethe codeisrelocated, the Disk Boot Sector of thefirst
physical fixed disk ischecked to seeif it isinfected. This check
consists of examining theword at offset 28H in the Disk Boot
Sector (Track 0, Head 0, Sector 1) for avalue of 01FEH.

If the Disk Boot Sector ishot infected, the partition tableis
searched for the first partition of type 1, 4 or 6 - these are
standard partition types and on most machinesthefirst (possi-
bly only) partition will betype 4 (DOS - 16 bit FAT). Once
found, the settings of this partition are checked to ensure that
infection is possible and then modified to allow hidden storage
of thevirus code.

Most boot sector viruses hide their additional codein available
sectors on the hard disk marked as “bad” so that DOS will not
use them. Thisvirus adopts adifferent technique.

Within the partition table there are pointersto the physical
limits of each partition. These indicate the absol ute track, head
and sector addresses of the start and end of each partition. This
virus subtracts 6 from the value of the sector address which
pointsto the end of the partition. This effectively reducesthe
size of that logical drive by 6 sectors (around 3 Kilobytes) and
leaves 6 sectors “in limbo” beyond the end of drive. The first
of these sectorsis used to contain an uninfected copy of the
Disk Boot Sector (but still with the modified partition table)
and the remaining five contain the virus code.

Theoriginal Disk Boot Sector isthen infected and written back
to the disk. Thefinal stage of this section isto hook the virus's
own INT 21H handler into the system and then processing
returnsto the host program.

A system infected by execution of an EXE filewillnot display
the trigger effect even if the appropriate video adapter is
available and the date and time areright. Thisis because an
inhibit flag is set which can only be cleared when the machine
isbooted on the correct date.
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“The amount of timewasted in
writing thisvirusis phenomenal
and the programmer displays
considerable experiencein certain
areas.”

Boot Sequence

The boot sequence on a machine with an infected hard disk
proceedsasfollows:

After thenormal initialisation of the Stack Segment and Stack
Pointer registers, the BIOS top of memory pointer ismodified
toalow 3 Kilobytes of space above available memory. The
virus codeisthen read from the disk by reference to the
partition end-address and using the BIOSINT 13H service.

Processing then transfersinto the Hi-Mem copy of the code and
continues by loading the “clean” copy of the Disk Boot Sector
into the boot areaat 7COOH.

The attached video facilities arethen checked using BIOSINT
10H and if EGA/V GA capabilitiesare found, the system dateis
checked to find the day number. If the date is the second of any
month, then the inhibit flag is cleared and a further 4 Kilobytes
of high memory are allocated. Thisareaisthen filled with abit-
reversion copy of the EGA character set and the appropriate
access pointers are prepared. If the video adapter or the date fail
the checks then these routines are not executed and the inhibit
flag is set before processing jumpsto the final installation
stage.

Thisinvolveshooking interrupt handling routinesfor INT 1CH,
INT 21H and INT 9FH.

TheINT 21H vector isuninitialised at cold boot time but the
intention isto insert the virus's handler address and collect the
existing contentsfor comparisonwithinthe INT 1CH (Clock
Tick) handler. The INT 9FH vector is a user defined interrupt
and the handler is not used by the virus code, thiswill be
discussed later.

Boot processing is then transferred to the “ clean” Disk Boot
Sector at 7CO0H. All of the boot sector virusesthat | have
examined gain processing time by hooking their own handler
into the BIOS services (usually INT 13H - disk access). This
virus hooksinto DOS services even though they do not exist at
boot time. It usesthe INT 1CH serviceto gain initial processing
time and thereafter swapsits attentions once the system INT
21H serviceis detected as having been installed.

Subversion of TSR Anti-VirusMonitors

One of the most worrying aspects of thisvirusisits use of
an interrupt “strip” mechanism which can examine the
relevant chain of vectorsand strip out all those installed
after the system hasloaded.

This stripping process makes use of the DOS single step
interrupt facility whereby execution of the routine pointed to by
the INT 01 vector isforced by the hardware afterevery program
instruction if aparticular flag (the TRAPflag) isset. Thus
throughout the chain of probably several thousand instructions
within an interrupt service, the single step handling routine can
examine the state of the processor registers (particularly the
code segment register viathe return address on the stack) on a
continuousbasis.

Thisfacility enablesthevirus code to use unmonitor ed
services thereby gaining accessto the system “underneath”
any memory-resident anti-virus software.

The extreme reduction in speed that would result from the
execution of all these extrasystem callsisavoided by having
the single step routine turn itself off once the original system
service vector has been |ocated.

Itisnot difficult to produce resident anti-virus software which
isimmune to this sort of subversion but | suspect that there are
few, if any, packages which currently do this.

Targeting of aSpecific Anti-VirusProgram

Another disturbing feature of this particular virusisits
apparent targeting of a specific anti-virus scanning pro-
gram. Unfortunately, thereisno way within the code of
knowing what the name of this programis.

During the boot infection process aflag is set and then cleared
to indicate the correct completion of thevirus-writeroutine. If
thisflag isnot cleared, the virus continues to function but
includes an extraroutine which checks the contents of the target
filefor adistinct pattern.

If this pattern isfound, at the point in the file where it occurs,
two bytes areinserted which will becomean INT 9FH instruc-
tion when the file code is executed. INT 9FH isone of the
interrupt vectors provided by DOSfor user definitionandin
this case the viruswill already have installed and activated such
aroutine. Theinsertion of these two bytesisin addition to the
subsequent execution of the normal parasitic infection routine.
TheINT 9FH routine, executed when the affected file runs,
accesses the program’ s code and data areas by looking back
along the stack.

Various changes are made including the testing of adataitem
for the value 1FH - which happensto be the filetime infection
marker used by thisvirus. Other datais modified by having the
length of the virus subtracted fromiit.
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Without accessto the original program it isimpossibleto be
certain of the exact effects of these changes but after analysing
them it isreasonabl e to assume that the program contains some
sort of checking routinewhichislooking for virussignatures
and the changeswill prevent modificationsintroduced bythis
virusfrom being discovered.

Thistargeting of an anti-virus program is extremely
specific but the target program may well bein widespread
use. Both the original search algorithm aswell asits
representation within the program are published herein
the hope that someonewill recogniseit and comeforward
with thedetails In thisway, the vendors of the protection
software can be contacted and informed of exactly how their
product isbeing modified. (SeeFigure 1).

SEARCH
aw WRDPTR[ DI ], 168BH
INE NOTFOUND
aw WRDPTR[ D + 4], 1689H
INE NOTFOUND
aw WRDPTR[D + 8], 168BH
INE NOTFOUND
aw WORDPTR[ DI + O0CH| , 1689H
INE NOTFOUND
NOTFOUND.
INC D
aw o,s
JB SEARCH
Figure 1. Search algorithm used in the Flip virusto
targeting an anti-virus program, but which one?

This search routine is started after the program has been loaded
into abuffer and with Sl containing the full length of the
program and DI containing zero.

Thispatternis consistent with aprogram listing asfollows:

Yo% DX, [ Dat 1]
MOV BX, [ BX+ Di ]
DB 2,2

Yo% DX, [ Dat 2]
MOV BX, [BX+ Di ]

wherethe memory locations Datl and Dat2 are unknown and
the two bytes noted with question marks are al so unknown.

Technical Summary and Detection
Summing up the various properties of thisvirus:

* COM typefilesareinfected but do not actually run the virus
code. If an infected COM fileisrun on aclean machineit does
not infect anything. [1]

* Running an infected EXE file will install the virusinto
memory and attempt to write the Disk Boot Sector (boot)
infection to thefirst hard disk.

* No trigger will occur even if the date and time are correct,
sincethe system dateis only checked during the infected boot
process. Thus only machines with abattery clock (aswell as
EGA/VGA facilities) will be ableto display thetrigger effect.
Theinstalled virus howeveris capable of infecting other files.

* Booting amachine with an infected fixed disk will install the
virusand will display thetrigger effect between 16:00 and
16:59 on the 2nd day of every month.

* Thevirus code installed viathe boot routine is exactly the
same as that introduced by EXE parasitic action, and the boot
infection only infectsthefirst hard drive. This meansthat
although thisvirus has composite features, it can only spread
from machineto machine viainfected EXE files.

* Theinfected Disk Boot Sector containsthefirst 66 bytes of
thevirus codein unencrypted form and the following sequence
of bytes at offset 2EH into the Disk Boot Sector will identify an
infecteddrive:

33DB 33FF 8EC3 2629 0613 04CD 12B1 0603

* Theinfective length of thisvirusis 2,343 bytesfor both EXE
and COM files and infected files are marked by having thetime
field of their directory entry set at 1FH (= 62 seconds).

Conclusions

Thisvirusisrepresentative of a new series of viruseswhich
employ radical infection methods and which target anti-
virus softwar e The ability to infect multiple system and
program elements givesrise to the term ‘multi-partite virus'.
Fortunately it isno more difficult to detect than most other
virusesand modificationsto memory-resident virusmonitoring
programs will make them immune to the “interrupt stripping”
technique which the Flip virusemploys.

The amount of time wasted in writing thisvirusis phenomenal
and the programmer displays considerable experiencein certain
areas. It would appear that some large organisation has
underworked programmers, one of which isusing company time
to write viruses. How many large organisations actual ly check
just what their programmersare up to?

[1] Runninganinfected COM fileintestshasbeenreportedto cause
infectioninsomecases. Thecausefor thisdiscrepancy isnot known but an
explanationwill bepublishedintheOctober edition of VB.
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MAC THREATS

‘Dirty Mac Brigade'
- A New MDEEF Strain and the Advent of
CDEF

A new virus and a strain of an existing virus are added this
month to thelist of M acintosh threats.

A new strain of the M DEF virus has appeared. VB reported the
original virusin July of thisyear after its discovery atCornell
University, New Y ork on May 16th. The new strain contains no
malicious code but adds M DEF resourcesto system filesand
applications. In advanced or custom mode, Symantec’' sSAM

2.0 anti-virusfor the Macintosh will alert the user to attempts
to change or add M DEF resources and thus stop the virusfrom
spreading. Please note that Symantec call the virus Garfield.

Microcom Softwar e Division, the distributor of the commercial
Virex Macintosh anti-virus program, refer to thisvirusas
MDEF 2.

Thelatest Virex release, version 2.8, combats both the new
strain of MDEF and the CDEF virusreported below.Virex 2.8
also identifies and combats avery rare virus called Frankie
which attacks Amigacomputerswhile emulating Macs.

Thefollowing virus definitions can be added to Virus Clinic to
identify and specify infection by thisvirus.

To detect this specific strain of MDEF, Symantec advise the
following definition:

VirusName Garfield

ResourceType MDEF

ResourcelD: 0

Resour ceSize 532

Search String: 2F3C4D4445464267487A (hex)
Sear ch Offset: 304

A second definition will detect both existing strains of MDEF.
(and delete any earlier MDEF definitions entered). Scanning
timeswill be marginally increased. It is probable that this
definition will be capable of identifying future M DEF strains:

VirusName Garfield

ResourceType MDEF

ResourcelD: 0

ResourceSize Any

Search String: A9A92FOCA9AA2FOCA9BO(hex)
Sear ch Offset: Any

CDEF

CDEF issimilar to the widespread WDEF virus (VB, January
90).Thisnew virus contains no destructive or malicious routines
but causes frequent system crashes. It can also infect hard
drivesimmediately upon theinsertion of aninfected diskette. It
adds CDEF resourcesto desktop filesonly. CDEF willnot
spread if SAM 2.0isrunning eveninthe Basic level. The
‘Desktop Guardian’ feature prevents code in desktop filesfrom
executing whilethe Finder isrunning.

If SAM isconfigured to standard level or higher, it will alert
the user of a CDEF infection when the desktop fileis opened. A
“Codein desktop file (CDEF)” alert will be issued.
Preempting the opening of the infected desktop file causesthe
Finder to rebuild the desktop and thus eliminates the virus. The
following virusdefinition should be added to VirusClinic:

VirusName CDEF

ResourceType CDEF

Resour cel D: 1

ResourceSize 510

Sear ch String: 454633C0001487A0046A 9AB (hex)

Sear ch Offset: 420

M acintosh Anti-VirusuUtilities

SAM, Symantec UK, NKA House, 36 King Street, M aidenhead
SL6 1ES, UK. Tel 0628 776343. Commercial . Updated
regularly.

Symantec Corp. 10201 Torre Avenue, Cupertino, CA 95014,
USA. Tel 408 253 2167.

Virex, MicrocomUK, 2D Dukes Court, Duke Street, Woking,
Surrey GU21 5EH. Tel 0483 740763. Commercial. Updated

regularly.

Microcom Virex Group, PO Box 51816, Durham, North
Carolina27717, USA. Tel 919490 1277.

Disinfectant, John Norstad, Northwestern University, 2129
Sheridan Road, Evanston, I11inois60208, USA. Shareware,
free. Availablefrom many user groupsand major bulletin
boardsincluding Genie, CompuServeand I nternet archives.
Updated regularly. A comprehensive manual to thisprogramis
available.

VirusRX, MacUser Userware, PO Box 320, London N21
2NB, UK. Shareware, free. Distributed by Apple Computer and
availablefrom Appleretailersand bulletin boards.

I nter fer on, MacUser Userware, PO Box 320, London N21
2NB, UK. Shareware, Charity Donation.

VirusDetective, Jeffrey Schulman, PO Box 50, Ridgefield, CT
06877, USA. Shareware, $25.00. Availablefrombulletin
boards. Updatedregularly.
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PRODUCT EVALUATION

Dr. Keith Jackson

VIRUSCAN
and Associated Utilities

Thisreview wasinitiated by adifferent processthanis
normally used for the productsreviewed inVB. The manufac-
turer of an anti-virus product isusually keen to provide a copy
for review purposes, but as| often use VIRUSCAN (and
mention itin comparative reviews), one manufacturer com-
plained that | had not put it through the same testing process
that his own product had been subject to. This seemed afair
point and the following review aimsto rectify thisomission.

WorldwideDistribution

McAfeeAssociate’ sVIRUSCAN programinspectsdisks, or
entire systems, and identifiesvirusinfections by searching for
virusspecific patterns. VIRUSCAN only workson standalone
PCs, other products from the same devel oper (not reviewed
here) are availablefor networks. VIRUSCAN isupdated very
frequently (every couple of weeks), and the new filesare
distributed around the world, in compressed form, viavarious
electronic conferencing systemsand bulletin boards. A validate
program isincluded so that all files can be checked to see if
they have been altered in transit. Theversion of VIRUSCAN
used for thisreview was the latest available (see Technical
Detail ssection below). For obviousreasons, VIRUSCAN is
usually referred to as SCAN.

Documentation and Sear ch Routine

Thedocumentation that accompaniesVIRUSCAN iscontained
inaREADME file. Thisisthe weak point of the whole
package. The documentation contains no table of contents, no
index, indeed very little structure at all. It does, however, have
afair description of how to use VIRUSCAN. An associated file
providestechnical detailsof all the viruses currently known to
VIRUSCAN.

Known virusesinfect the hard disk partition table, the DOS
boot sector of hard disks or floppy disks, and executablefiles.
VIRUSCAN checksall of these areas aswell asinspecting
memory for virusesalready lying in wait. The executablefiles
may be operating system programs, system devicedrivers,
COM files, EXEfiles, overlay files or any other filewhichis
loaded into memory and executed. VIRUSCAN can check the
entire system, an individual disk, asub-directory or an
individual file. If avirusisfound, the name of theinfected file
or system areaisdisplayed, along with the name of the
identified virus.

L ZEXE Scanning

VIRUSCAN will perform both an internal and an external scan
on programsthat aredynamically compressed with LZEXE
(see VB June 90). The compressed file will first be scanned in
itsraw form, then decompressed and scanned again for an
internal infection.

Speed of Execution

The documentation statesthat VIRUSCAN requires “ approxi-
mately 3 minutes of run time for each 1,000 files”. Thisfigure
can only be an order of magnitude estimate. On my test
computer VIRUSCAN tested 570 filesin 11 minutes 36
seconds, much slower than the quoted search rate. On afaster
386 computer (see Technical Details section below),
VIRUSCAN inspected 976 filesin 3 minutes 18 seconds.
Therefore the stated rate of 1,000 filesinspected in 3 minutes
isindeed attainable, but only on fast computers.

Inlast monthsreview | quoted VIRUSCAN as searching my
hard disk in 4 minutes 55 seconds. The hard disk content has
hardly changed in recent weeks, so this new version of
VIRUSCAN must be somehow different. In someways
VIRUSCAN isavictim of itsown success; it now searchesfor
far more viruses (129 unique viruses, 213 variantsin total),
and also scansall overlay files. The previous version only
searched for 86 viruses, and an unstated number of variants.
VIRUSCAN istherefore encountering theinherent limitations
of anti-virus productsthat work by searching for patterns; the
total number of virusesis expanding rapidly, and the amount of
time spent checking adisk is (and alwayswill be) in direct
proportion to the number of viruses.

Detection Rate

The completelist of virusesknown to VIRUSCAN is contained
in afilewhich accompaniesthe explanatory documentation.
Thisfile describes each virus, and states the number of known
variants of the virus. There are currently 129 unique viruses
identified in thisfile. The number of known virusesis now
very large, and expanding apace.

The standard VB set of test viruses contains 49 unique viruses,
with variants on these virusesincreasing the number of test
samplesto 101. This comprises 99 parasitic viruses, and two
boot viruses. The specific viruses used for testing are ex-
plained inthe Technical Details section below. VIRUSCAN
correctly detected 97 out of the 99 parasitic viruses, and
correctly detected both boot viruses. Given that the version of
VIRUSCAN mentioned inlast month’ sreview only detected
virusesin 86 of the 99 test files, thisisadramatic improve-
ment.

The Lehigh and Virdem viruses were the only test samples that
VIRUSCAN did not detect as being virusinfected. There were,
however, someminor problemsof misidentification (possibly

VIRUSBULLETIN ©1990 VirusBulletin Ltd, 21 The Quadrant, Abingdon Science Park, Oxon, OX14 3Y S, England. Tel (+44) 235 5551309.
/90/$0.00+2.50T hisbulletinisavailableonly toqualified subscribers. No part of thispublication may bereproduced, storedinaretrieval system, or transmitted by
any formor by any means, el ectronic, magnetic, optical or photocopying, without the prior written permission of thepublishers.



September 1990

VIRUSBULLETIN

Page 23

problems of nomenclature). Samples of thetest South African
viruswere identified as being avariation of the Icelandic virus.
This confusion has been caused theVBtest sample being
incorrectly named. Samplesof Virus-B wereidentified as
Friday the 13th. Most interestingly the file containing asample
of the 1260 viruswas thought by VIRUSCAN to beinfected by
both the 1260 virus and the V2P2 virus (their notation). Given
that both of these viruses are encrypted with arandom key, and
have no uniqueidentification string, some confusion isnot
surprising.

The excellent detection rate shown by VIRUSCAN, and its
frequent rate of update, are the main reasonswhy | usethis
program. It saysalot for VIRUSCAN that it can detect 99 out
of 101 virusesfrom athird party’ stest samples. Any scanning
program will (should) detect 100 percent of itsown test
samples, the hard part isto achieve ahigh rate of success when
virus samples are from other sources. | believethat VIRUSCAN
achievesthis.

Related Programs

Other ‘sister’ programs are available from the devel oper of
VIRUSCAN, and they areusually all updated simultaneously.
Theyinclude:

CLEAN-UP, aprogram that removes viruses, and attemptsto
repair or deleteinfected files. CLEAN-UP identifiesthevirus
which isto be removed by means of avirusID (ashort name)
provided by VIRUSCAN. ThereforeVIRUSCAN mustbe
executed first to find out which virusis present (if any).

VCOPY, areplacement for the MS-DOS COPY command that
checksfor viruses asit copiesfiles. VCOPY implementsall of
thefunctionsavailablein the MS-DOS version 3.3 COPY
command. VCOPY will also search executablefilesthat have
been compressed with LZEXE (e VB June 1990).

V SHIEL D, amemory-resident program that preventsviruses
from entering acomputer system by monitoring and scanning
programs asthey areloaded. VSHIELD claimsthat it does not
causefalsealarms. Thisclaim isimpossibleto test thoroughly. |
could not find any occasionwhenV SHIEL D erroneously stated
that afilewasinfected, but this does not prove that such events
will never occur.

Given my commentsin last month’ sreview about the lack of
technical information provided about how agiven memory-
resident program operated, | feel obliged to point out that the
problemsthat may be encountered when loading VSHIELD into
memory, the difficultiesthat can be encountered on anetwork,
the overheads added to the file loading process, and the
possible loss of datawhen cache programs are operating are all
thoroughly discussedinthedocumentation. VSHIELD requires
between 3 and 25 Kilobytes of system memory, depending on
how itisconfigured, and isincompatible with WINDOWS/386.

Conclusion

Inconclusion, | find VIRUSCAN auseful and reliabletool. It
is shareware, and many a barbed comment has been aimed at
shareware in the past, but this method of distribution greatly
facilitates the frequent update rate that is necessary for all
scanning programs. The documentation is poor, but the
technical content of the softwareisexcellent. VIRUSCAN
looksfor viruses swiftly, and detects more viruses than most
competitor programs.

Technical Details

Product: VIRUSCAN

Developer (and Vendor): McAfeeAssociates, 4423 Cheeney
Street, SantaClara, CA 95054, USA. Tel: (voice) (+1) 408 988
3832, Fax: (+1) 408 970 9727, BBS: (+1) 408 988 4004.

Availability: IBM PC/XT/AT, PS/2,or compatiblerunningM S-
DOS. Thedocumentation saysnothing about operating system
versions.

Version Evaluated: 4.5V 66-B, dated 13th August 1990. Version
65 of VIRUSCAN did not appear, asaTrojan version 65 wasfound
onafew bulletinboardsin March 1990. Thisversion of
VIRUSCAN logically followsversion 64.

Serial Number: None(Shareware)

Price: Theregistrationfees(inUSdollars) are: VIRUSCAN=$25,
CLEAN-UP=%$35,VCOPY =$15, VSHIEL D=$25. Disksarenot
normally sentwhentheregistration feeisreceived, add $9if adisk
isrequired. Sitelicencesareavailable.

HardwareUsed: ITT XTRA (aPC compatible) witha4.77MHz
8088 processor, one3.5inch (720K) floppy disk drive, two5.25
inch (360K floppy disk drives, and a30 M byteWestern Digital
hardcard, runningunder M S-DOSv3.30. AlsoaToshiba3100SX
|aptop portablewithal6MHz 80386SX processor, one3.5inch
(2.44M) floppy disk drive, and a40M byte hard disk, running under
MS-DOSv4.01.

VirusesTest Suite Thissuiteof 49 uniqueviruses(accordingto
thevirusnaming convention employed by VB), spread across 101
individual virussamples, isthestandard VB test set. It comprises
twobootviruses(Brainand Italian), and 99 parasitic viruses. There
ismorethan one exampl e of many of theviruses, rangingupto 10
different variantsinthecaseof the Cascadeand Viennaviruses. The
actual virusesusedfor testing arelisted below. Wheremorethan
onevariant of avirusisavailable, the number of examplesof each
virusisshownin brackets. For acompleteexplanation of eachvirus,
andthenomenclatureused, pleaserefer tothelist of PCviruses
publishedregularly inVirusBulletin:

1260,405(2),4K (2), AIDS, Alabama, Amstrad(2), Anarkia, Brain,
Cascade(10), Dark Avenger(2), Datacrime(3), dBA SE, December
24th, DevilsDance, Eddie(2), FuManchu(3), GhostBalls,
Hallochen, Icelandic(2), Italian, Jerusalem(6), Kennedy, L ehigh,
Macho-Soft, M1X1(2), Number of the Beast, Oropax, Perfume,
Prudents, PSQR, South African(2), Suriv(8), Sylvia, Syslock(2),
Taiwan, Traceback(4), Typo, Vacsina, Valert, Vcomm, Vienna(10),
Virdem, Virus-90, Virus-B(2), VP,W13(2), XA-1, Y ankee(5),
ZeroBug,
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END-NOTES & NEWS

The Japanese virus problem isevidently worsening. NEC Japan hasissued an official warning to users of the PC-9800 series of computersabout a
‘“Merry Christmas’’ virus. A number of machineswere delivered from thefactory infected by thevirus. If afileisdated 25 December, the screen
displays‘‘Merry Christmasto You!"'. Infected programs greater than 30,720 bytes are destroyed. |n addition to the Sharp Corporation incident
reported on page 10, Fujitsu hasrevealed that in May aviruswasfound on twenty on-site microcomputers. Official Japanese concern about these
and earlier incidents has led to the drafting of guidelines by the Ministry of International Trade (MITI) and the establishment of areporting office
inthe Information Promotion Agency (VB, July 1990) . In July, Japanese official svisited researchers and anti-virus software devel opersin Europe
and the United Statesto familiarise themselves with the technical aspects of computer viruses and the procedures and software to combat them.

Symantec areto release Norton Antivirusfor the|BM PC and compatibles on 13 September. The company ismaking bold claimsfor their
memory-resident scanning and checksum program which isdescribed as*“ the fastest and most complete virus protection utility on the market” .
Accordingto UK chairman Michael Skok, Norton Antiviruswill scan a40 Mbyte hard disk in 26 seconds. A Virus Newslineservice, including a
monthly VirusJournal arealso envisaged. UK Tel 0628 776343, USA Tel 408 253 2167.

The Sophos Ltd product V accine has been awarded UKL 1 certification from CESG, the Communications Electronics Security Group of GCHQ. It
isthefirst anti-virus product to receive UK certification. Vaccinewas al so therecommended ‘ best buy’ in the Which Computer ? survey of security
software, July 1990. Tel 0235 559933.

Microcom are offering a“two for the price of one” software deal onthe Virex (Macintosh) and Vir ex-PC anti-virus packages. The offer closesin
November 1990. The Virex-PC package, (developed by Ross Greenberg - author of Flushot +) will bethe subject of a VB technical evaluationin
October. UK Tel 0483 740763, USA Tel 919490 1277.

S SLtd, UK, isholding atwo day seminar on datarecovery (4-5 October) and a seminar on thevirusthreat (8-9 November). The company
hasalsoreleased QFV (Quick Find Virus), avirus scanning program which employsVIRTRAN (Virus Transaction L anguage) to speed search
times. Tel 0494 791900.

Information SystemsIntegrity & Security Ltd (ISIS) isanew British company specialising in countering computer virus outbreaks and enhancing
system security. Consultancy, on-sitedisinfection and programming contract work in UNIX, Macintosh and DOS security areamong the services
available. Tel 0831223 120. EMAIL :isis@cs.hw.ac.uk
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