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EDITORIAL

M ushrooms

Thismonth’ snewsof thewidespread distribution of the
Tremor virus(seep.3, ‘ TheVirusVideo? ) will no doubt
have caused oneor two rai sed eyebrowswithintheindustry.
Thevirushasbeenrelatively widespread in Germany for
several months, and the event begsthe question of how users
and manufacturerscan help prevent such accidents.

Thefirst questioniswhether the software manufacturer was
negligent - that is, were there adequate proceduresin place
toprevent such slip-upsoccurring? That may beeasily
answered when considering acompany which shipsa
Cascade-infected compiler, or adisk infected withthe Form
virus, but what about the more esoteric viruses? Unless
computer usersare happy to stick their headsin the corpo-
rate sand, thisrisk needsto be addressed. A good solutionis
not that difficult to find - if people are prepared to takethe
appropriateaction.

The problemsraised here can be addressed with three
relatively easy steps: onefor softwaredistributors, onefor
users, and onefor theanti-virusindustry.

Firstly, software manufacturersshould realisethat the best
defenceagainst shipping infected softwareisclean comput-
ing practice. Virus scannersarenever 100% reliable, and to
depend entirely onthisapproachisfoolhardy. Itisfar better
toimplement agoodin-house security policy, and ensure
that softwareisobtained from reliable sources. Likeit or not,
shareware can no longer be considered areliable source, and
should beavoided.

Secondly, usersand distributorscan obviatetherequirement
for their scanner to detectevery virusknown to man, by
usingintegrity checking software. Eventhough checksum-
mersarestill not anything like as popular asvirus scanners,
they providean unsurpassed line of defenceagainst ‘ new’
viruses. Integrity checkerswill not stop amachinefrom
being infected but do provide an early warning mechanism.

However, thereal sin of of omissioninthisparticular case
hasbeen committed by theanti-virusindustry - specifically,
the scanner manufacturers. The Tremor viruswasfirst
reported asbeing inthewildin the February edition ofVirus
Bulletin. Four monthslater, how many scannerscanreliably
detectthe Tremor virus?

A quick survey of just afew membersof theanti-virus
community reveal ed thedepressing truth: very few of the
‘names’ intheanti-virusindustry actually detectit. Asa
straw poll, thefirst threevirus scannerswhich cameto hand

weretested against thevirus. Theresult? NeitherMcAfee
SCAN v104, Sophos Sweep v2.49, nor Dr Solomon’sAVTK
v6.51 detecttheTremor virus.

Thereasonisvery simple: theanti-virusindustry iscaught
upinitsown private‘ numbersgame’. Thewholething
would be much more at homein aschool playground. ‘Y a
boo - my package detectsmorevirusesthan yours’, scream
the opposing factions. Admittedly therhetoriciscouchedin
bland, politically correct terms, but thebasic message
(including theobligatory raspberry) isthesame.

Manufacturersgo to great lengthsto makeit appear that
their productis‘topdog’. A recent survey commisioned by
S& Sfromtheso-called ‘UKCVCC' test centre, comparing
‘latest’ releases, foundDr Solomon’ sAVTK to be 99.9%
effective. Giventheantiquity of thecompetition (most of
which, apart from Dr Solomon’s, was several months out of
date) thisishardly an earth-shattering conclusion. And what
did theUKCVCC mean by ‘latest’ ?* Thelatest | had’ was
thereply. Had manufacturersbeen asked for thelatest copies
of their software?' No.’

S& Siscertainly not the only company toindulgein such
practices- itisafairly widespread and common way of
selling one’ sproduct. However, al thissimply actsto hide
thetruestate of theindustry.

The danger with playing the numbersgameisthattis
quicker to add ten simplefileinfectorsto ascanner than one
polymorphicviruslike Tremor. Giventhat almost all scanner
reviewssimply test against alarge number of viruses, a
scanner compiledinthisway will outperformitscompeti-
tors. Thismeansthat thereisatendency for some of the
more complex virusesto get swept under the carpet: review-
ersgenerally only consider total numbersdetected.

Theindustry reacted in asimilar way tothe Mutation
Engine. Thecodewascirculated amongst researchersfor
several monthswithout too much action being takento
ensure adequate detection. It wasonly whenVesselin
Bontchev started publishingtestsof products’ detection
accuracy that it becameimportant. Until then, Joe User did
not know that his scanner could not detect MtE, but once he
did, MtE detection becameapriority to vendors. All that
mattersissales. Asfor users' hard disks- who cares?

Unfortunatelythisunhappy situationisunlikely to be
brought to an end. If people want to produce scannersthen
they should place priority on keeping them upto dateThe
crux of the matter isthat usersare not aware of the short-
comingswithintheindustry - and theindustry certainly
intendsto keep them that way, lest it losesmoney. Inthe
meantime, buyersare being treated inthe exactly theway as
mushrooms: they are kept in the dark and fed manure.
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NEWS

HackersJailed

Two computer hackershavebeenjailedfor six monthsfor
breakinginto systemsbelonging to companiesandinstitu-
tionsaroundtheworld.

Mr Neil Woodsand Mr Karl Strickland were arrested along
with Paul Bedworth (seeVB, April 93, p.2), but unlike
Bedworth, they pleaded guilty to the chargesagainst them.

Passing sentence on the men, Judge Michael Harris said that
hefully accepted that their hacking activitieswerenot
designed to damage systems, to misuse theinformation
which they contained, or to make aprofit from what they
weredoing.

However, hetold them that the custodial sentencesgiven
wereappropriate‘to penaliseyou for what you havedone
and for the losses caused, and to deter otherswho might be
similarly tempted’.

Thisjudgement, brought under the 1990 Computer Misuse
Act, isawell deserved reward for all those who worked on
theoriginal case. Following theacquittal of Bedworth,
many believed that aclear signal needed to begivento
computer criminalswithinthe UK that their activitieswould
not betolerated

TheVirusVideo?

Aninfected copy of Pkunzip has been sent out to subscribers
of ‘Channel Videodat’ in Germany.Channel Videodatisrun
by the German company Videodat Medien, which usesthe
‘spare’ linesonanormal television broadcast to transmit
computer softwareto subscribers- or inthiscase, the
Tremor virus. The company claimsthat it has some 60,000
subscribersthroughout Europe, and thereforethe potential
scaleof theincidentislarge.

A user contacted theMicro-BIT VirusCentrein Germany on
May 6th, reporting aninfection of the Tremor virus, and
claimed that the software had been downloaded byChannel
Videodat. A samplewasreguested, and theinfection was
verified. Thecompany wascontacted, but they denied that
they had sent out the infected software. It was at this point
that MVC began to monitor the broadcasts.

OnFriday 14th May, at 2pm, aTremor-infected filewas
received - ironically in acopy of Pkunzip which was sent out
together withMcAfee SCAN. Two hourslater,Channel
Videodat discovered thiserror, and broadcast aclean version
of theprogram.

Virus Prevalence Table - April 1993
Viruses reported to VB during April 1993.
Virus Incidents (%) Reports
Form 14 31.1%
Spanish Telecom 8 17.8%
Tequila 5 11.1%
Tremor 4 8.9%
Helloween 3 6.7%
Cascade 2 4.4%
New Zealand 2 2 4.4%
Eddie Il 1 2.2%
Exebug 1 2.2%
Filler 1 2.2%
Halloween 1 2.2%
Italian-789 1 2.2%
Mosquito-Topo 1 2.2%
Nomenklatura 1 2.2%
Total 45 100.0%

Christoph Fischer, who hasbeen instrumental intracking
downthe source of theinfection, said that the Tremor virus
isextremely commonin Germany, and that he hasreceived
many different reportsof it ‘inthewild’. Fischer went onto
explainthat itisunlikely that any action will be taken
against Channel Videodat becausethevirusisnot detected
reliably by many scanners.

After thisfaux pas, Channel Videodat i ssued asomewhat
fatuouspressrel ease, fromwhich thefollowing short extract
istaken:

‘Withtheseevents, CHANNEL VIDEODAT has
demonstrated vividly theuniquenessof DataBroad-
casting asamedium. Only the broadcasting medium
CHANNEL VIDEODAT isinapositionto distribute
information, aswell as practical assistanceintheform
of software, instantly throughout Europe. Only CHAN-
NEL VIDEODAT is- asdescribed inthiscase-ina
positionimmediately, reliably and fully automatically
todestroy virusinfected programsand replacethem
with cleanones.’

What Channel Videodat failsto add initspressreleaseis
that it was also the only company in aposition to cause such
havocinthefirst place! O

VIRUSBULLETIN ©1993 VirusBulletin Ltd, 21 The Quadrant, Abingdon Science Park, Oxon, OX14 3Y S, England. Tel (+44) 235 555139.
/90/$0.00+2.50 T hisbulletinisavailableonly to qualified subscribers. No part of thispublication may bereproduced, storedinaretrieval system, or transmitted by
any formor by any means, el ectronic, magnetic, optical or photocopying, without the prior written permission of the publishers.



Page4 VIRUSBULLETIN June 1993

IBM PC VIRUSES (UPDATE)

Updates and amendmentsto theVirus Bulletin Table of Known IBM PC Virusesas of 24th May 1993. Each entry consists of the
virus' name, itsaliases (if any) and thevirustype. Thisisfollowed by ashort description (if avail able) and a24-byte hexadecimal
search pattern to detect the presence of the viruswith adisk utility or preferably adedicated scanner which containsauser-
updatablepatternlibrary.

KnownViruses

_125 (temporary name) - CN: A simple, 125 byte virus which does nothing but replicate.
_125 B41A CD21 1EBA 7701 B903 00B4 4ECD 2172 361F 1EBA 1E01 B302
_187 (temporary name) - CR: Thisvirusis 187 byteslong, and like several other viruses which only have atemporary name based on
their length, it does nothing but replicate.
_187 3000 4B74 1480 FCr7 7556 83C4 0858 1E57 8B36 B901 03F7 F3A4
_195 (temporary name) - CN: Another simplevirus, 195 bytesin length.
_195 B43D B022 BAEC 0103 D6CD 218B DBBO 02E8 7500 80C4 01A3 0101
_212 (temporary name) - CR: A 212 byte virus which does nothing interesting.
_212 3000 4B75 711E 0652 5751 5053 1E07 8BFA B900 01BO 2EF2 AES0

Abraxas- EN: A very primitive virus, which replacesthe first EXE fileit findswith a 1170 byte copy of itself. The only remarkable
thing about this virusisthat its author is known.

Abr axas CD21 BA3C 33C9 BASE 00CD 21B7 4093 BAOO 01B9 9204 CD21 C3B4
Arusiek - CER: An 817 bytevirus. Awaiting analysis.
Arusi ek 3DA9 4474 E450 5351 0656 5752 1E55 80FC 6C74 163D 004B 740F

Cascade.1704.H - CR: A very minor variant of the Cascade.1704 virus, where afew bytes have been changed in the payload part of
the encrypted code. Thisvariant is detected with the Cascade (1) pattern, but many anti-virus programswill not be able to distinguish it
from other variants, unlessthey actually decrypt thevirusfirst.

Chips- CN: This877 byte virusis unremarkable, but it does present some problemsto vendors - it is not possible to disinfect infected
files, asthe virus overwrites one byte in the file, without storing the original data.

Chi ps B41A CD21 B911 00BB 5202 8037 6443 E2FA B419 CD21 A24D 02B4
CPXK - CN: An 1000 byte virus. Awaiting analysis.
CPXK 5BB4 3ECD 21E9 5FFF 8B44 3287 443A 8944 328B 4434 8744 3C89

Cysta.8045 - CER: A complex virus, 8045 bytesin length. It isprobably of Polish origin, and seems designed to avoid certain anti-
virus programs. Two smaller variants, 2711 and 2954 bytes are also known, but they are probably earlier versions. All three variants are
abletoinfect SY Sfilesin addition to regular COM and EXE files.

Cysta. 2711 80FC 3Dr4 0880 FCAB 7403 EB04 90E8 0500 2EFF 2EC6 062E 8926
Cysta. 2954 80FC 3D74 0880 FCAB 7403 EB04 90E8 0500 2EFF 2EB3 062E 8926
Cyst a. 8045 80FC 3D74 0880 FCAB 7403 EB04 90E8 0500 2EFF 2EB8 072E 8926
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Experiment.416 - CN: This 416 byte virusis probably written by the same author as the other variant described in March.
Experinent. 416 B41A CD21 B447 32D2 8DB6 7F01 CCR1 B44E 8096 1Q01 33C9 (D21
Filename- CN: A 512 bytevirus. Awaiting analysis.
Fi | enane B41A CD21 B902 OOBA E802 1EOE 1FB4 4ECD 211F 3000 7403 E93E
Fisher.2420 - CER: Thisisan advanced, fully stealth virus, which has not been fully analysed, but does not appear to be designed to
do any damage. It is 2420 byteslong and containsthe text * (¢) Copyright 1991-92 by Fisher. Version 2.0’
Fi sher. 2420 7431 80FC 5674 2C80 FCA1 742A 3D02 CC74 03EB 0590 B8CC 4BCF
Hallo - CN: The name of this496 byte virusis derived from the message ‘Hallo! | have got avirusfor you!’ which it may display.

Hal | o B900 OOBA 0000 8B9C O102 B002 B442 CD21 7303 E9C3 0089 84CA
Harm - ER: A 1082 bytevirus. Awaiting analysis.
Har m 3DFE 4974 3BB9 F100 2E89 0C3D BCGAA 7430 B913 012E 894C 023D

Intrep.1092 - CEN: A 1092 bytevirus. Awaiting analysis.
I ntrep. 1092 F7F1 83FA 0074 14B9 1000 2BCA 8BE9 01AD 5E04 8395 6004 0040

Leprosy.Crawler - EN: This562 byte virus overwrites EXE files, but like other overwriting virusesit is extremely unlikely to spread.
Leprosy. Orawl er 7F09 80FA 0074 EB88 1603 01C5 06E0 0100 G506 E101 04C5 O6EA

Lyceum.1888 - CER: ThisRussian (?) virus contains along, encrypted message about an institution named MIREA (M oscow | nstitute
of Radioengineering, Electronicsand Automation)

Lyceum 1888 FB3D CDAB 74F3 2E80 3E40 O7FF 74E4 80FC 4E74 0580 FCAF 7525
Mr. G - CN: A simple, 253 byte viruswhich containsthetext ‘Mr. G’ at the end.

M. G 80A8 E901 63E2 F7BA EAD1 03D6 B44E 3309 CDR1 B905 008B D980
Mx - ER: This 335 byte virus does nothing but replicate.
MK 3000 4B75 4A50 1E52 0653 3300 8EQD 26Al 6C04 2503 003D 0300

November 17th.855.B - CER: Only slightly different from the original variant, and detected with the same pattern.

Over.4032 - EN: A primitive, overwriting virus, written in Pascal. Aswith other high level language viruses, the search pattern should
be used with care, because of therisk of false positives.

Over . 4032 9827 9A46 0298 2789 ECSD C204 0005 2A2E 6578 6503 4D6A Q055
Porridge- CN: This 1384 byte virus setsthe ‘hidden’ attribute of all the filesit infects, but has not been fully analysed. It is probably
of Russianorigin.

Porri dge 50FF 2605 0158 B43D 5ACD 21A3 2B01 5072 05B8 FFFF EB02 33Q0
Radyum - CR: Two variants of thisvirus are known, 448 and 519 bytesin length. They are encrypted, and the search patterns below
should be used with care, asthereis achance of false positives.

Radyum 448 BB?? ??B9 DBOO 8137 ???? 83C3 02E2 F790
Radyum 519 BB?? ??B9 FBOO 8137 ???? 83C3 02E2 F790

Silly Ice- CN: Three viruses, which were written by members of the ARCV group, but are listed as a separate group as they are quite
different from all the other ARCV viruses. Thethree variants have infective lengths off 159, 199 and 224 bytes. The 224 byte variant is
flawed, and disinfecting infected filesmay beimpossible.

Silly lce. 159 48E8 5900 3E89 8601 012D 0300 8945 FEB4 40B9 9F00 8D96 0001
Silly lce. 199 4848 4889 45FC 33C9 E866 00B8 023D E863 0089 45FE BA3F 8D65
Silly lce.224 33C9 E87D 00B8 023D 8D94 0402 CD21 8984 E401 87DA E890 00BA

Storm.1163 - CR: Thisvariant is 10 bytes longer than the variant reported earlier, but very similar and detected with the same pattern.
Timid.431 - CEN: Yet another ‘buggy’ member of the Timid family. It is detected with the Timid.306 pattern.

Tver - CR: A 308 byte virus which does nothing but replicate. As Tver usesinstructions which only exist on’ 286 machines and above,
infected programs may crash on X Tsand other 8088 and 8086 systems.

Tver 601E 0616 9C3D 004B 7403 E981 00B4 3DBO 02CD 2173 03EB 7790
V-160 - CR: This East European virus is among the smaller resident viruses, and as should be expected, it does nothing but replicate.
V- 160 80FC 4B75 54FE (074 ELFE C875 4060 1EBS 023D CDE7 7241 8BD8

VCL .384 - CN: Detected with the generic VCL-1 or VCL-2 patterns.
VCL.394 - CN: A simpleoverwriting virus. This pattern should be used with care, asit will detect most unencrypted VCL variants.
VCL. 394 B41A 8D56 80CD 21B4 4EB9 2700 5ACD 2172 09E8 1400 7304 BA44F
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INSIGHT

DoingIT the Digital Way

Computer security isat theforefront of most large
corporates’ minds- ascomputer hacking becomesincreas-
ingly common, and with moreand moreconfidential data
being stored on company machines, they cannot afford any
other attitude. Tony Pittisamember of theteam responsible
for computer security withinDigital, and hasrecently been
involvedinthePaul Bedworth hackingtrial.

Pitt’ sentranceinto theworld of computer security was
purely by coincidence. ‘| gotintoit by accidentreally’, he
laughed, ‘| happened to be around when asecurity problem
with VM Swasreported. | wasthe person to take the next
call and worked on it at length with a colleague. | made
somecontactswithinDigital, and when the next security
problem camein, they had my name, so | was given that
call. Fromthenon, | wasthe person doing security!’

TheBedworth Case

Pitt wasrecently in the public eye asawitness at thetrial of
Paul Bedworth at Southwark Crown Court. How did he get
involved?‘Basically, | started handling reportsfrom our
customerson Bedworth’ sactivitiesinthe UK around Easter
1989. Gradually from then onwards| got moreinvolved both
with the Police andBritish Telecomastheinvestigations
concentrated onthethreeindividuals. Some of thosevictims
had simply found someone knocking at the door - and the
systemrefused tolet themin. Those arethe good ones. The
bad oneswere situationswhere systems had been hacked.’

‘Therewas one case where | went in and advised the
company onwhat to do. They didalmost everything that |
said, and afew monthslater they ' phoned me up and said
“We' ve been hacked again”. They showed methelist and
therewereafew vital steps missing. We had to do thewhole
thingagain. It' stragic.’

Bad M anagement

Itisdifficult tounderstand how threeyoung hackerscould
gain accessto so many different computer systems. Are
mainframesinherently that insecure?‘ Notreally. Inevery
case, they got their initial access astheresult of bad pass-
words. Back in’ 89 therewerestill lots of cases of usernames
and passwords like “ System Manager” or “Field Service”.
Those haveall gone now, but still password managementis
poor. Thefacilitieswithin VM Sarebetter now than they
were- that helps. But it isstill down to the usersto choose
good passwords. Actually I’ venever liked theword pass-

Pitt: ‘ Thebiggest defenceagai nst computer virusesisclean
computingpractices

word. Perhapsif they had called it a“ passphrase” people
would have picked better passphrasesfrom the start, rather
than simpledictionary words, which are easy to crack.’

‘On oneparticular systemthat | looked at, they were
concerned about the security of their passwords. In amatter
of afew hours, on amachine back in the office, | had
cracked 75% of their passwords- including the | T Direc-
tor’s. | don’t think we ever told him that!’

‘Oncethey had got past theinitial entry into the machine,
they just poked around until they found away of gaining
privilege. Sometimesthrough cracking thepasswordson
other accounts, in other casesthrough poor system manage-
ment. Generally, they simply set themselvesup so that they
could usethat system as ajumping off point to make callsto
other systems. The principal damagein many caseswas
telecom bills. Wehave seenincidences of telecom bills of
tens of thousands of poundsrun up in the space of afew
weeks. Nobody likesthosewhenthey arrive.’

Not Guilty

Pitt was present when thejury returned itsnot guilty verdict
on Bedworth. Washesurprised?‘ Y es. | don’t think anybody
was confident that he was going to befound guilty onall
charges, and nobody had any good ideas asto what hewould
be sentenced to asaresult. | think everybody was surprised
that hewas acquitted of everything - therewasno argument
about thematerial evidence. Hisbarrister admitted the
unauthorised access, admitted the use of other people’s
telecom accounts and so on, and so we areleft to guess asto
why hewasactually acquitted. | havemy theory...” What is
Pitt’ stheory?Pitt smiles, but refusesto elaborate.

Many of the computer law punditsobserving the case
heralded the result asthe demise of the Computer Misuse
Act. Pitt disagrees. ‘ My own feelingswerethat the charges
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brought wereinappropriate, and asstraight CMA charges
under section 1 and 3 there would have been no problem.
ThePoliceand the Crown Prosecution Servicewill haveto
be much more careful about the charges next time. Thething
which seemsto be called into questionisthe use of a
conspiracy chargein order to deal with agroup of individu-
als- andthat iswhere| believe that the casefell down.’

The Computer Misuse Act doesnot contain anything to
cover recklessactionsagainst acomputer. Isthisashortfall?
‘Thereisno doubt that what all three defendantsdidin
several caseswas extremely reckless- they did not know the
extent of their actions. The most quoted casewasfor the
European Organisation for the Research and Treatment of
Cancer, wherethe surgeonstreating cancer patientswere
unableto accessvital information - that was asadirect result
of thehackers’ activities. It wasn’t their intention to do that,
but they wererecklessin their actions- and they can’t be
chargedforthat specificaly.’

Pitt believesthat because of theway computersaffect
everyone'slife, usershavearesponsibility not to misuse
them."Maybe computers should be covered by such aclause
becauseeverybody’ ssafety dependsonit all thetime. Take
theexampleof flight. | don’t know if those hackerswent
anywherenear systemsinvolvedinair-traffic control - they
probably don’t know if they did! Inthosecircumstancesit
probably makes senseto includethistype of clause.’

TheHuman Factor

Hackerslike Bedworth seemto beabletogetintoawide
variety of systems. Canit bethat difficult tolock them out?
‘Security in all areasis much morethan just technology - |
wouldtendto say that it istwenty per cent technol ogy and
eighty per cent management. Thetechnol ogy providessome
of thefeaturesto control what isgoing on, but alot of the
restismanagement of the users- how they choose pass-
wordsfor example- and what proceduresthere are about
how they use computers. That balanceis probably morein
favour of management when youtalk about PCs.’

HasPitt’ srole been affected by therising numbers of
computer viruses?' Y es, inthe past | have been very much
involvedin hackingissues, but PCsare getting more
important. Morereportsof virusesarecomingin, and | have
tofollow those up and do whatever isnecessary. | much
prefer to getinvolved beforethey start causing actual
problems- to get people doing theright thingsto start with.
In effect, to stop them at the door.’

‘Thebiggest defence against computer viruseshasgot to be
clean computing practice- not transferring floppiesaround,
not running software of unknown origin. Anyonewho avoids
thosetwo thingscompletely doesn’t need virus scannersor

anything likethat. In practice, of course, most of usareina
positionwherewehaveto exchangematerial between
machines, and under those circumstances, scannersprovide
thetechnology aspart of that completesolution.’

How doesDigital try to prevent introducing virusesintoits
system?‘ | wouldn’t want to go into thedetailsof policy,
becauseit’ spolicy not to. Basically though, werely onwhat
wehavejust described: not running unknown software and
not exchanging diskettesunlessreally necessary.’

Which viruseshas Pitt come across? The standard ones.
Probably moreinteresting iswherewehave comeacross
them. We appeared to have acase of aviruson adistribution
kit, whichwasvery strange, since thekit had been produced
from ascanned master from adisk copying machine. That
wasafalsepositivereport. Much more seriously, anumber
of PCshired from athird party were brought in. Asis
standard, they were scanned before use, and werefoundto
beinfected. Thethird party - whose businesswasto hire PCs
- had no anti-virus proceduresin place.” Surely thismust
have happened along time ago?‘Not aslong ago asit ought
to have been! That waswithinthelast two years. On
guerying thistheir attitudewasa most * Sowhat? '’

Thebiggest problemsarisefor Pitt when scannersproduce
falsealarms. ‘1 think that we' ve still got afight on with
userswho view a PC much likethey view aterminal ontheir
desk. They switchit oninthe morning, do their work, and
switchif off at night. Why do they haveto do scanning for
viruses? When those users come up with fal se positives, we
then havethe even bigger job of explaining why the scanner
toldalie. Why do they haveto bother with thiseffort if they
can’ttrust theresult anyway? That’ savery difficult problem.
| don't think that thereisan answer to it at the moment.’

Predictions

What about the future? ‘1 don’t know. | think itistoo
dangeroustolook into thefuture. | supposewe haveto hope
for the day when we make abreakthrough somewherethat
puts paid to viruses being introduced asthey are at the
moment. One positive step in that directioniswhenwin-
dows NT comesalong. At |east those users have away of
adding system security inaway whichisn’t available under
MSDOS. That will makeit very much moredifficult for
virusesto spread. However, becausethe security isoptional
thenitisn’t clear whether they will useit.’

‘Clearly asthe number of viruses goesup, thetimetaken to
analyse them and add them to scanners goes up, and
eventually wewill reach apoint whereit simply isn’t
reasonableto scan for viruses aswe do at the moment. |
supposewe could hopethat theindividualswho write
viruseswill go away, but | don’t seethat happening.’

VIRUSBULLETIN ©1993 VirusBulletin Ltd, 21 The Quadrant, Abingdon Science Park, Oxon, OX14 3Y S, England. Tel (+44) 235 555139.
/90/$0.00+2.50 T hisbulletinisavailableonly to qualified subscribers. No part of thispublication may bereproduced, storedinaretrieval system, or transmitted by
any formor by any means, el ectronic, magnetic, optical or photocopying, without the prior written permission of the publishers.



Page 8 VIRUSBULLETIN

June 1993

VIRUS ANALYSIS 1

EugeneKaspersky

Cruncher - TheFirst Beneficial Virus?

Thefirsttimel ever heard about the dispute over whether
there could ever be such athing asauseful viruswas many
yearsago, when | wasanalysing thefirst virus| had ever
seen. One of the articleswhich | read at the time was about
thedefinition of acomputer virusand the philosophical
aspects of viruses. Thearticlewent on to discusswhat the
future might hold, and whether or not one could ever havea
useful virus.

Atthetime, | was not ready to take afirm standing point on
thisissue-infact, I'mstill not ready to decide. For
example, awell-written boot sector viruswhichlooked for
lost clusterscould arguably be useful. Onceyou beginto
consider the beneficial thingsaviruscould do, thelistis
rather long. Thereisamultitude of small * housekeeping’
taskswhich aviruscould perform, all of which could be
insertedintothevirus' algorithm.

I hopethat this does not appear to be propagandafor the
legitimacy of viruswriting. Computer virusesbringimmense
problemswiththem, and seriously compromisethesecurity
of machines. However, lifebringsalot of surprises, andto
becomefixed with one particular viewpointisalwaysabad
idea- one of these surprises wasthat the Earth is not flat, but
round asaball. In the 15th Century, who would have
thoughtit!

However, regardlessof all of theabove, the questionremains
- canwe have auseful virus? If we can, then the Cruncher
viruscould well beit.

TheVirusWhich SavesYour Disk Space

Thisvirustakesitsnamefrom aninternal text string
‘Cruncher V1.0 whichisinsertedinto the end of thevirus
body. Thisword hasaspecial meaning intheworld of file
compression - ‘crunching’ isthe name of one of thefile-
packing methodsused by most popul ar datacompressors.

Onthefaceof it, Cruncher lookslikean ordinary memory-
resident parasitic COM-fileinfector. It hooksInt 21hwhenit
isexecuted and then altersthe Memory Control Block list,
leavingitself neatly installedin highmemory.

When Cruncher ismemory-resident, itinfectsonthe DOS
L oad and Executefunction. During theinfection process, the
virusinterceptsint 24h (the DOS Critical Error Handler) to

ensurethat spuriouserror messagesare not displayed. The
virusdoes not alter thetime and date stamp of infected files,
nor their attributes.

Sofar, Cruncher appearsto be almost an AN SI-standard file
infector virus, but unfortunately thingsarenot nearly as
simpleasthisfirst analysiswould show. Theadditional code
inthevirusmakes up acomplete datacompression routine.
The Cruncher viruscompressesthe body of thehost file
whenitinfectsit - so ahard disk thoroughly infected by this
viruswill have more spaceonit than beforetheinfection -
with noresulting loss of datal

TheOrigin

Theviruscontainsthetext string ‘[ MK / Trident]’. This
messageispresent in several of the more complex hacker
products, including thefour versionsof the TPE - the Trident
Polymorphic Engine, whichisrather likethe MtE.

Thismeansthat viruswriters can append that OBJmodule
totheir virusesto makethem polymorphic and difficult to
detect. About six TPE-based virusesare known at thistime,
including the Girafevirusand thelast version of the
Coffeeshopand Civil War viruses.

The*MK’ label ispresent in several other viruseswhich are
comparatively advanced - thesearethe MtE-based version of
the Coffeeshop virusand WinVir-1.4, whichis capabl e of
infectingWindowsexecutables.

Resident Operation

Whenthevirusismemory-resident, itinterceptsthemain
DOSinterrupt Int 21h and checksfunction 4B00h (L oad and
Execute) and function 33EOh whichisused by thevirusas
an‘Areyouthere? call.

When al oad and Execute (AX=4B00h) functionistrapped,
theviruschecksthefile’ snameand extension. Version one
of thevirusonly infects COM files, although it excludesany
fileswhich havethefirst letters CO. Version two of the
Cruncher virusinfectsboth COM and EXE files, but
excludesfileswhich beginwith thelettersSC, CL, VS, NE,
HT,TB, VI, Fl, GI, RA, FE, MT, BR, or IM.

Thevirusopensthefileand examinesfive bytesof itsheader
toensurethat thefileisnot already infected. If thetarget file
lengthislessthan 256 bytes or above 61440 bytes, thevirus
will notinfectit.

SlimmingDown

If thefileisdeemed suitablefor infection, thevirusreadsthe
wholefilecontentsinto oneof twotemporary segments
(128K) of system memory. Thevirustheninfectsthefilen
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memory, by appending the virus code and adding ajump
instruction at the start of the host file.

Uptothispoint, thevirushasacted like any other file
infector - however, thevirusnow startsto pack theinfected
memory image of thefile using the same algorithm asthe
DIET utility. Thiscompressionisused over theentirefile,
i.e. thehost andthevirusbody.

Theinfection routine ends here, and the compressedfileis
copied back to disk. Thevirusclosesthefile, restoresthefile
attributesand time/datastamp and rel easesthe temporarily
allocated segment of system memory whichwasused during
infection. Theresult of thisisthat theviruscodeisnow
stored withinthefile compression - and therefore not
immediately visible. Thecompressedfileiscompletely
DIET-compatibletotheextent that it ispossibleto usethe
DIET utility todecompresstheexecutabl e!

Unpackingand I nstallation

When aninfected fileisexecuted, thefile beginsto unpack
itself, using the DIET algorithm. When the unpacking
routineiscomplete, thevirusinstallation codeisexecuted.
Thischecksthe system memory to seewhether thevirusis
already resident by using an‘ Areyouthere? call. If itisnot,
theinterrupt handlersarehooked into placeand thevirus
becomesmemory-resident.

Detection Problems

Reliabledetection of the Cruncher virusisavery difficult
task because the actual virus codeis hidden within the
compressed file. Inthiscaseit isnot acceptableto search for
thedecompressionroutine(effectively, thedecryption
routine) becausethat code hasaperfectly legitimaterolein
other programs. It isalso not possibleto useaHex pattern
search (even with wildcards) asthe contents of the com-
pressed filewill depend onthe contentsof the host file.

When afileiscompressed using DIET, an algorithm
developed by Lempel and Ziv isused. Thecompressionis
based on creating adictionary of ‘words’ which make up the
majority of thefile. Compression of thistypeisknown as
“adapted word compression’, which can be thought of as
creating ‘ abbreviations' for longer expressions- just asone
abbreviates Terminate Stay Residentto TSR.

For example, by using thismethod the string
111122231111 will becompressedto ‘11 [repeat 2 bytes
from offset 0] 2223 [repeat 4 bytesfrom offset 0] .

Thecontentsof afilearetherefore packed asthe sequence of
new words and pointersto wordswhich have already
occurredinthat file.

Thismeansthat the byte sequences contained in the com-
pressed filewill depend not only on the contents of thevirus
code but also onthe contents of the host file. Thereforethe
contentsof thecompressedinfectedfilewill differ vastly for
differenthostfiles.

Thispresentsrather seriousproblemswhen considering how
to detect the Cruncher virus. | can see no way of detecting
every singleinfection of thevirusunlesstheentirefileis
unDIETed [Fattened? Ed.], and then scanned. However, this
processisboth time and resource consuming - if thetarget
disk contained anumber of legitimate DIETedfiles, the scan
timefor the disk could be unacceptably high.

Itisprobably possibleto search for thestrings‘[ MK /
Trident]’ and‘ Cruncher V1.0 . Althoughtheseare
nominally compressed, thebrief experimentswhich | have
conducted show that infected filesare detected in 75% of
cases - which isenough to raisethe alarm, but not nearly
enoughforreliabledetection.

CRUNCHER
Aliases: Cruncher-2092, Cruncher-4000
Type: Memory-Resident, Appending Para-

sitic, Polymorphic

Infection: COM files only (Cruncher-2092)

COM and EXE files (Cruncher-4000)

Self-Recognition:

Files Checks contents of first five bytes
Memory ‘Are you there?’ call using INT 21h with
AX=33EOh.

Hex Pattern: No simple search pattern is possible.
Many infected files contain ‘corrupted’
incidences of the following strings
Cruncher-2092:

[ MK/ Trident 1] Quncher V1.0

Cruncher-4000:
**% CRUNCHER V2. 0*** Aut onati c
file conpression utility

Trigger: None

Removal: File disinfection is possible but
difficult. Under clean system condi-

tions identify and replace infected files.

VIRUSBULLETIN ©1993 VirusBulletin Ltd, 21 The Quadrant, Abingdon Science Park, Oxon, OX14 3Y S, England. Tel (+44) 235 555139.
/90/$0.00+2.50 T hisbulletinisavailableonly to qualified subscribers. No part of thispublication may bereproduced, storedinaretrieval system, or transmitted by
any formor by any means, el ectronic, magnetic, optical or photocopying, without the prior written permission of the publishers.



Page 10

VIRUSBULLETIN

June 1993

VIRUS ANALYSIS 2

Jim Bates

FormIl - StirringUp Trouble

A major problemin anti-virusresearch ishighlighted by the
continuing activitiesof anirresponsibleand malicious
minority who haveaslight knowledge of computersand
decideto exercisetheir mindsby modifying anexistingvirus
intoanew variation. Thisisparticularly reprehensiblewhen
thepeopleconcerned arecurrently undergoing someform of
computer traininginauniversity or college.

It seems self-evident to methat anyonewho doesthishas
demonstrated hiscompletelack of concernfor other compu-
ter usersand thereby disqualified himself from any further
involvement in computing. Thefact that somecompaniesare
prepared to employ knownviruswriterssimply indicates
their own unscrupul ous attitudesand compoundsthe
problem. Such companies shoul d be denounced and ostra-
cised until they are prepared to recogniseand assist in
controllingthismenace.

Onesuch ‘' new’ virusvariation hasrecently been reported at
largeinaUK university and whileitisnot yet clear whether
thisiswherethevirusoriginated, the police have been
informed and investigationsarewell under way.

Description

Thenew variation hasbeen called Stir by itsauthor (inserted
at the end of the code) but sinceitisaclose equivalent to the
Formvirus, abetter nameisprobably Form 1. Themodifica-
tionsintroduced totheoriginal virusconsist of simple
juxtaposition of somecodeinstructionsand theaddition of a
differenttrigger routine. Thegeneral functionality of the
virus has not been changed and this meansthat the risk of
datadestruction remainssimilar to that with Form.

Just likethe original Form virus, Form Ilisaboot sector
viruswhichinfectsthe DOS boot sector of fixed disksand
theboot sector of floppy disks. Theoriginal (i.e. uninfected)
boot sector isstored inthefinal sectorsof fixed disksand
thisisoneof thefeatureswhichwill irreparably destroy any
datastoredthere.

Installation

Form Il is 1024 byteslong and becomesresident and active
when an attempt ismadeto boot from aninfected floppy

disk. The common method used by most boot sector viruses
of installing code at thetop of memory isexploited hereand

thevirusthen hooksthedisk servicesinterrupt vialnt 13h.
The system dateisthen checked for animpossiblevalue -
thismay be deliberate butismorelikely to be amistake on
the part of theviruswriter.

However, asthe codeiswritten, the check failsand thevirus
then hooksthe DOS Ciritical Error handling serviceInt 24h.
Thisisthe servicethat produces such messagesas‘ Abort,
Retry, Ignoreor Fail? when an error occurswhich requires
user intervention.Oncethishook isinstalled, the code
continueswiththenormal boot processleaving thevirus
coderesident and active at thetop of memory.

Operation

Theresident activity of thisviruscentresaround theintercep-
tion of thent 13hinterrupt vector. Apart from the swapping
of someinstructionsintheprimary section of thisintercept,
thiscodeisidentical to that in the Form virus. Thusit
interceptsonly requeststo read the boot track of afloppy
disk and holdstherequest while thetarget floppy ischecked
andinfected, beforecallingtheoriginal Int 13h handler.

I nfection

Fixed disk infectionoccursduringtheoriginal installation
codeexecution (i.e. when attempting to boot from an
infected floppy). Thisconsistsof collectingtheactive
Partition Boot Record and checkingit for infection by
examining whether theword at offset 3FhisO1FEh.

“the police have been informed
[ about the virus] and
Investigations are well under way”’

A check isalso madeto ensurethat the disk isconfigured
with 512 byte sectors(infection abortsfor disksconfigured
differently). If thedisk isnot already infected, the contentsof
theoriginal DOS boot sector arewritten to the last sector on
the disk (asreported by apreviouscall to obtain the global
disk parameters). Then the second sector of theviruscodeis
written to the penultimate sector of thedisk. No check is
made prior to these writesto seewhether thetarget sectors
contain data. Thusit isquite possiblefor thisvirusto destroy
dataon the partition which usesthese sectorseven though
that might appear asadifferent driveto DOS.

For example, adrivewith two partitionswould containthe
first sector of theviruscode onthe PBS of thefirst partition
and theremainder of thevirustogether with the original
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PBS, onthe second partition. Inthiscase any destroyed data
would beondriveD.

It should al so be noted that the virus makes no attempt to
protect the sectorsthat it uses; if the sectorswere
unallocated, DOSwouldeventually overwritethemwith
data. If they wereallocated then they might eventually be
modified by the parent program. In either case, theresults
would be unpredictableand possibly disastrousasthe
machinewould attempt to boot using garbage code.

When infecting floppy disks, thevirusisalittlemore
considerate. TheFileAllocation Tableissearched for
unallocated spaceand if any isfound it isused by thevirus
and marked asbad inthe FAT. It isinteresting to notethat if
thereisno space avail able on thetarget disk thenthevirus
doesnot infectit.

Trigger

Thisiswherethevirusdiffersfromitsoriginal ancestor. In
theoriginal Form virus, aroutinewashooked whenever the
system date was set to the 18th of the month and caused
keyboard clicks. Inthisvariant, theroutineisnot date-
dependent (seethereferenceto datecheckinginthelnstalla-
tion section) and isactivewhenever thevirusismemory-
resident.

Thetrigger routineishooked asan intercept of the DOS
Critical Error handling serviceandisinvoked whenever such
an error occurs. It begins by scanning the screen and
counting how many charactersaredisplayed. If thereare
fewer than 768 characterson the screen, the routine exits
without taking any action.

If thetrigger conditionsare met, asimplelooping routineis
invoked which hasthe effect of making each characterin
turn (starting at the top left of the screen) fall downtothe
bottom and disappear. Any character at row one, columnone
isignored.

Theprocessisextremely primitiveand will take several
minutesto complete, during which the machine cannot be
used. Onceall the characters on the screen have been cleared
inthisway, control is passed back to the system.

Under certain circumstancesthe screen may then reappear as
it wasbeforethevirustriggered and processing can continue
normally. However, thereareoccasionswhenthescreenis
not rebuilt correctly and theresulting confusionfor the
operator could causeinadvertent datadamage.

Thisvirushasno encryption code and no stealth capability
and shouldthereforebeeasily detectableby existing generic
anti-virussoftwareand by scannerslookingfor specific
virusesoncethey havebeen updated.

Conclusions

Themain pointworthy of consideration whenvirusesare
‘manufactured’ inthisway isexactly the sameasfor any
computer viruses:. theblatant disregard for other people’s
property. Doubly galling isthat the virusauthor does not
havetheability to understand fully what heisresponsiblefor
destroying, andiscarrying out his‘ computer vandalism’ ina
‘second hand’ way.

When such activity emanatesfrom within aplaceof training
and education (which may well bethe casein thisinstance),
itisdoubly disturbing and the authoritiesinvolved havea
duty toidentify and expel the personresponsibleor risk their
organisation being branded asasource of unethical, irre-
sponsibleand potentially criminal behaviour.

FORM Il
Aliases: STIR
Type: Memory-resident, DOS boot sector.
Infection: DOS boot sector of fixed disks and

boot sector of floppy disks.

Self-Recognition:

Disks Checks whether the word at offset 3Fh
in the DOS boot sector is 01FEh.

Memaory None

Hex Pattern: The following pattern will be found in
the DOS Boot Sector

E82F OOE8 4100 BF46 03BE 4100
BB4AC 00OE8 00C7 B404 CD1A 80FA

Intercepts:  Int 13h for infection of floppy disks.

Int 24h for Trigger routine.

Trigger: Clears a text screen by
removing one character at a time

Damage: Any data stored in the last two physical
sectors of a fixed disk will be overwrit-
ten. If this area is subsequently
modified it may become impossible to

boot the machine properly.

Removal: Specific and generic disinfection is
possible. Use command SYS [drive
name] to remove from systems

running DOS 3.x and above
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Dr Luca Remotti
ISTEV

Theltalian Job

Themajor challengewhen attempting to study computer
crimescientifically isthecollection of statistics. Many
organisationsareunwillingto comment on computer crime,
andthisisparticularly trueinltaly.

TheltalianMinistry of Justice, investigating revision of the
criminal codetoincludelegislation on computer crime
commisioned| STEV (Istituto per lo Sudiodella

vulner abilita della Societa Tecnol ogicamente Evol uté¥) to
carry out astudy of information system abuse.

Theresearch was based on asurvey aimed at bodieswith
structural or organisational featureswhich particularly
exposethem toinformation systemsabuse. The panel was
made up of 80 subjectsfrom different areas, including
banking, high-technology industry, telecommunications, and
publicadministration.

Theobjectiveof thesurvey wasto obtainan overview of:

0 IT risk awareness of the main organisationsproducing
goodsand servicesand of the bodies of public adminis-
tration.

0 Theorganisational,logical and physical protection
methodswhichhavebeenimplemented.

0 Theregistered casesof systemsabuse, the damage
suffered and thecountermeasuresimplemented.

0 Themeansof verification of the software adopted and the
casesof virusinfection.

0 Theperception of insidersof theneed toregulatethe
subject through arevision of theltalian penal code.

The Structureof the Survey Panel

Theinformationandtheeval uationsprovided by surveyed
subjectscoveredinthemost representativeway those sectors
particularly exposedto Information Systemsabuse. The
survey bodieswere: 32.5% M anufacturing Industry, 20%
ServicesProvisions, 35% Banking, Financeand I nsurance,
and 12.5% Public Administration.

W nstitute for the Sudy of vulnerabilities of Technically
Developed Societies

The panel was made of medium and large companiesand
organisations, and wasclassified according to their number
of employees: 25% of the organi sationshave morethan 200
employees, and 65% over 1000 employees.

73% of theinterviewed partiesdeclared ahigh degree of
dependenceand 21% amedium degree of independence of
theorganisationon I nformation Systems.

Thedependenceof operationsoninformation systemsis
determined by thelevel of automation of thecore

business and the possibility of activating backup procedures
immediately.

The Awareness of the Risk

Nearly all subjects (97.5%) agreed on the existence of arisk
of Information Systemsabuse. Over 60% of the subjects
thought therisk to be tangible aswell asintangible.

Furthermore, 71% of thoseinterviewed indicated that the
continuity of their operationswasthemost critical factor,
and over 50% were aware of thefact that the organisation’s
image could be damaged; threatsto data, information and
goodswerelower inranking.

TheM eansof Protection

Over 65% of the participantsin the survey felt that the
Information Systemsprotectionlevel of theorganisations
was adeguate. 30% found it wanting, and 4% that it was
totally insufficient.

Themain meansof protectionimplemented werethe
physical protection of the site and access control to dataand
software - thesewere used in approximately 80% of the
organisations. Neither distribution of critical functionsnor
encryptionseemtobewidely used.

Only 50% of the organisationsclaimed to have set up an
independent unit managing Information Systemssecurity.
Thisfact showshow the awareness of risk to Information
Systemsdoesnot necessarily involvetheimplementation of
ameansof organisational protection.

L essthan 50% of the organisationsinvestigated areinsured
against | nformation Systemsabuse: of these, nearly 80%
haveinsured the hardware, 59% the software and only 22%
thecontinuity of operations.

Incidenceof Abuse

Of the organi sationssurveyed, 20% declared to have
sufferedfrom I nformation Systemssecurity breaches,
revealing some 41 cases of abuse.
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Theabusesindicated were:

e Computer Fraud 45%
e ATM Fraud 17.5%
e Computer Deception 10%
e Damageto Dataor Software 10%
e Computer Espionage 7.5%
o Unauthorised SoftwareCopying 5%
e Unauthorised Accessto Computers 2.5%
e Unauthorised useof Information Systems 2.5%

In all casesbut oneit had been possibleto reconstruct all the
phases of the criminal action and about onethird of the
perpetratorshavebeenidentified. It wasspecified that in
some casesit has not been possibleto prosecute theidenti-
fied offender because of lack of legislation.

The objectsof theabuse have been, in order of frequency:
data, CPU time, software, thetelecommunicationssystem
andterminals.

Different sanctionswereapplied agai nst themal efactor:
in one casethe person wasreplaced, in seven casesthe
person was dismissed, and adamage claim submitted. In
twenty-one casestheoffenderswere prosecuted under
Italian law.

Six of the organisationsdid not apply any sanction because
of thedifficulty of thecollection of evidenceand thelack of
any relevant criminal legislation.

“The survey pointed out that most
tests are made on mainframe
software - what happens on PCs
seemsto be generally neglected”

In 50% of the cases of abusethe organisations suffered from
damageinvolving: infour caseslossof goods, in seven,
unauthorised access of dataor software and in three cases
unauthorised manipulation of softwareor data.

Thecountermeasuresimplementedinvol ved purchasing new
hardware and software means of control and reviews of
organisational control procedures.

Viruses

65% of the organi sationshaveimplemented softwaretesting,
and 70% of thesefound infected PCsor networks. Remark-
ably, thevirusphenomenonisconsidered separately fromthe

casesof information system abuse. Thesurvey pointed out
that most tests are made on mainframe software - what
happens on PCs seemsto be generally neglected. No tests
are done on softwareinstalled by users, or modified by users,
areperformed. Thisisthe cause of the high occurrence of
viruseson PCs. Inmost cases of infection, theinfection
ocurred through diskscominginto thesystem.

Inaddition, no organisation pointed out the direct or indirect
costsof virusdetection, datalossand recovery and opera-
tionsinterruption. Theviewsonviruseswerecontradictory:
70% of the organi sationsinterviewed indicated that interrup-
tionsof operationswasacritical Information Systemsrisk,
yet the same organi sations did not seem to takeinto account
interruptionsduetovirusinfectionandrecovery.

Anywhere, effectivefighting of virusinfectionscannot be
based on technical means (anti-virussoftware) but must rely
onan Information Systems Security Culture, which must be
spread among usersto raise awareness of the operational and
economicneedfor Information Systemsand dataintegrity.

Theltalian Legislation

Nearly 80% of the organisationsfelt that the Italian criminal
andcivil legislation on Information system abusewas
inadequate. A ccording to 70% of thoseinterviewed, unau-
thorised dataor softwaremodification should beconsidered
acriminal offence; 60% wished damage and unauthorised
accessto datato beincluded in the penal code. 50% of those
interviewed wanted unauthorised use of dataand of comput-
ing timeto be considered acriminal offence.

Furthermore, 80% of the organisationswerein favour of an
institution which could act asan observer inthefield,
monitoringtechnical, economic, organisational andjudicial
aspectsof the phenomenonin order todeliver real-time
informationto usersabout the current threat to computer
systems. The organisationswhichwerein favour of sucha
body cited therequirement that it should providereliable
informationthroughtrusted bodies.

Conclusions

Theanalysissummarised aboveleadsto the conclusion that
theincidence of Information System abuseinltaly is
growing, just asitisthroughout theindustrialised countries.
Itisestimated that there are about 4,300 cases of computer
crimeinltaly every year.

The awareness of insiders on the matter ishigh, but thereis
alack of overall comprehension of the problem and afailure
toimplement adequate meansof protection. Thecontradic-
tory viewsconcerning computer viruseswasworrying, andit
ishoped that education will help the situation.
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L1 LETTERS

Dear Sir,

| refer toyour editorial intheMarchissueentitled ‘ Law and
Disorder’.

Whileadifferent outcome of thetrial in question might have
beendesirable, your editorial putsforward somerather
disturbing viewsinageneral context. It drawsan analogy
between housebreaking and hacking. Thereisindeed the
offenceof ‘ breakingand entering’, butif youleaveyour door
open, someone cannot be prosecuted for entering your house.
Touseyour ownwords, why should acomputer system be
any different?

Therearecloseparallelshetween |eaving doorsopen (or the
keysin them) and using default passwords (or other such
sloppy practices). Y our suggestion that itisnot asystem
manager’ sfault if the systemishackedisactually aludi-
crousnotion. If you entrusted your money to abank which
left thekeysinits safe door and the money was stolen, | am
sureyou would expect them to bear thelossrather thanyou;
in other wordsyou would hold them responsible. If you
habitually left your keysin the house door, or madeit out of
papier mache, | doubt your insurance company would stand
for many (if any) claimsunder your theft policy; they expect
youtotakedue precautions.

Thisreflectscurrent society asawhole. Normal citizens
accept the need for crime prevention, and we spend alot of
money and public energy onit; similarly, motor manufactur-
ersareinvesting like never beforein making carsharder to
steal. Why should IT managersnot live up to the samefacts
of life?

Giventhevolume of advicethat hasbeen offered by thelikes
of your goodsel vesfor solong, anyonefaoolish enoughto
leave default passwordsin place showsadegree of negli-
gencewhich should bejudged ashighly culpable. If personal
datawereinvolved, | would hopethat such folly could be
considered asabreach of the Data Protection Act.

Theview you put forward encouragesthenegligent I T
manager to hopethat the state will protect him by martyring
hackerswith far greater penaltiesthanit exactsfrom
transgressorsof other laws.

Y ou also attach much importanceto the value of the dam-
age, but thelaw isasmuch, if not more, concerned about the
intent of thetransgressor. Apart from that, few ‘ normal’
offencesseemto berewarded by penaltieswhichare
commensurate with damage caused, even whenthereis

intent. Computer systemsarefar morecomplicated, for
examplebecausevaluesare hardto prove, and ‘ contributory
negligence’ must beaminefield.

Peopleinthel T industry who expect to be afforded much
more‘ special treatment’, and to get alot of sympathy,
should think again. The public at large does not have much
sympathy with computer systems, and canwerealistically
expectthemto?Can I T professionalsexpect tobegiven
priority when society isstruggling with enough other
problems, and when they have so many of theanswersin
their own hands?

Don't get mewrong; | wouldlovetoliveinaworldinwhich
we could leave our doorson thelatch, and did not haveto
invest heavily in protecting every aspect of our daily lives. |
am however arealist, and an erstwhile I T manager and
‘consultant’ who thinksthat I T managers should taketheir
responsibilitiesfar more seriously than many do. Indeeditis
they who dolittlefor theimage of theindustry; if the public
cannot havefaithinIT systemsand those who manage them,
wewill al bethelosers.

Y ourssincerely,

AF Leader
Consultant.

[Mr Leader iswell justified in hisview that System Manag-
ersshould be held responsible for security breaches. The
point | intended to make wasthat thisisimmaterial when
considering the magnitude of the accused’ s crimes. Asfor
Mr Leader’ sthoughts on penalties commensurate with the
damage caused, | firmly believe that the recently

granted custodial sentencesare apt rewardsfor the
hackers' efforts. Ed.]

Dear Richard,

Thefeatureinthe April 1993 issueofVirusBulletin, ‘ Using
Security M odelling to Combat viruses' by MrWinn
Schwartau, isone of themore nonsensical articles| have
ever read inyour excellent magazine. Not that Mr Schwartau
doesnot understand hisbusiness. Anybody in computer
security will confirm that thetechniquesheadvocatesdo
indeed perform most of what he claims. In our company,
Computer Security EngineersLtd, wehave 12 criteria
instead of Mr Schwartau’ s seven, but we adhereto the same
basic philosophies.

Fromthe contentsof hisarticle, itisthusmy conclusion that
Mr Schwartau isjust not in the anti-virus business, because
he commitstwo seriousand fundamental errorsin his
reasoning when it comesto dealing with vira, making his
conclusionscompletely false.
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Thefirst oneisbelieving that hisreference monitor will
report the truth to him and in actual fact be animpartial
mediator. Mr Schwartau believesintheintegrity of his
softwaremethods. Anybody intheanti-virusindustry will
tell himthat thisisold fashioned naivety. Mr Schwartau’ s
method will not protect against maliciousintent, althoughiit
will protect against common accidents. Thus, froma
technical point of view, thismethod does not do away with
widespread useof specificanti-virussoftware.

Theother basic misconceptionin Mr Schwartau’ sarticleis
that even if an organisation would in fact need only asingle
copy of thesystem manager’ sfavouriteanti-viruspackage,
industry would save money: not so. Thevirusresearch work
would haveto bedoneanyway. Thiswork iscurrently
undertaken by under 100 seriousresearchers, who sharealot
of their results despite the fact that most of them are paid by
private companies. | know of nobody who hasbecome
extremely wealthy by writing and selling anti-virussoftware,
although afew peopleintheindustry have been doing rather
nicely, soitismy conclusion that thetotal cost to industry
will not decreasesignificantly, evenif usersshrink thesize
of their sitelicences. Theeconomic correl ation assumed by
Mr Schwartau simply doesnot exist.

Apartfromtheconclusionsregardingvirusprotectionthis
wasagood article, and | hopethisisasign ofVirus Bulletin
departing somewhat from the rather narrow niche of compu-
ter viraand moving into somewider computer security

aspects.

Sincerely yours,

Niels-Jorgen Bjergstrom, M.Sc (Eng), MBA
Computer Security EngineersLtd.

[WinnSchwartaureplies:

I’mpleased as punch that someone has the wherewithal to
respond to my admittedly controversial, albeit correct,
position on using security methodsto replace anti-virus
software. However, | am somewhat at a lossasto how ‘a
good article’ can simultaneously be‘ nonsensical’!

The reference monitor isatried and proven method of
reporting thetruth. Although it would be possibleto subvert
the Reference Monitor on a DOSplatform, it isstill
possible to assign a specific level of trust. Asfor people
getting rich on anti-virus software, get real! McAfee has
mademillions!

If these are Mr Bjergstrom’'s only objectionsto my premise,
then | suggest he actually supports my position and would
do well to enter a market wherethereis a wealth of money
to be made. Niels, thanks for your thoughts, and perhaps
you can see that wereally do agree]

Dear Richard,

I would liketo takethis opportunity to comment on the
review of Microsoft Anti-Virusby Dr Keith Jackson, inlast
month’sVirusBulletin (May 1993, pp. 17-19).

Thevery fact that the softwareis supplied with DOS makes
itlikely that it will become one of the most widely used anti-
virus packagesin the world and thede facto standard,
regardlessof itsquality. Precisely for thisreasonit will be
targeted by theviruswriters- if there are any weaknessesin
the softwarethey will beruthlessly exploited. Partly for this
reason, and partly becausemany reviewersof anti-virus
products seem to belargely unaware of weaknessesdueto
security holes, much greater emphasisshould beplaced on
suchloopholesintheevaluation of MSAV.

Thereview published inVirusBulletinfailed to mention the
great majority of theten security problems| havediscovered
within MSAV. Asan exampl e of some of the problemsinthe
AV software, consider thefollowing: all onehastodois
load certain valuesinto variousregistersand call any one of
threeinterrupts, and V Safe either hasall itsfeatures disa-
bled, oriscompletely unloaded from memory.

| do not wish to givetheimpression thatMicrosoft’ s(and
Central Point’ s) istheonly anti-virussoftwarewith security
holes. Nevertheless, thefact isthat these holes could have
been blocked had the softwaremanufacturersgiven suffi-
cient thought to the matter.

Jackson’ sreview seemed rather optimistic, giventhesecurity
loophol e outlined above and thefact that theM SAV scanner
scores|ower than most scannerswhen testing either accu-
racy or speed. Will the software be modified to correct these
problems?Minor bugsprobably yes. However, blocking
some of the security holeswouldinvolveafundamental re-
write of the package, which seemsunlikely to happen. Itis
thereforeimperativethat usersbegiven aclear ideaof
exactly what they arepurchasing if they decideto usethe
new MSAV software.

Sincerely,

Yisrael Radai
Hebrew University of Jerusalem

Yisrael Radai’ s paper discussing the problemsinMSAV in
detail has been made available to subscribers of VB. Any
readerswho would like acopy of this paper can contact
VictoriaLammer (Fax. +44 235 559935) for a printed
copy of thereport. Alternatively, readers can Email
Yisrael Radai (Email: RADAI@VMS.HUJI.AC.IL)fora
copy of the paper asaPostscript file or an ordinary ASCI|
file (please specify which).
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PRODUCT REVIEW 1

Dr Keith Jackson

PC Immunisell - Son of PC Ilmmunise

PC Immuniseisoneof thelongest standing anti-virus
programs. Indeed it was only the second product that | ever
reviewed for VB (August 1989) - doesn’ t timefly!

The stated objective of PC Immunisell isto ‘ detect and flag
unsolicited amendmentsto the system very soon after they
happen’. What thisactually meansisthat the software
attemptsto spot changesto the system by detecting the
creation, amendment, or del etion of filesand subdirectories,
by verifying that checksumscal culated acrossafile's
contentsareunchanged.

Thereview copy of PC Immunisell wasprovided on both
3.5inch (720 Kbyte) and 5.25 inch (360 K byte) floppy disks,
both of which arrivedinwrite-protected form. Thelatest file
creation date of any of thePC Immunisell fileswas 9th
September 1992, but asthe product isan integrity checker
thisisnot necessarily acausefor concern.

Documentation

Themanual provided withPC Immunise |l wasunfortu-
nately rather old (dated September 1990), and variousinserts
have been added to correct thetext wherethe program has
advanced. At just 55 pages of ringbound A5, it doesrather
spoil theappearance of aproduct if the devel oper cannot
keep such asmall amount of documentation up to date.

Themanual doesnot contain anindex. As| have stated
before about other products, thelack of anindex makesa
manual closeto uselesswhen searching for specific piecesof
information. Evengiventheabovecriticisms, thereisno
doubt that the manual hasimproved.

Themanual containsalegal disclaimer which statesthat SA
Softwaredoes not warrant that the operation of the program
will beuninterrupted error free’ . Make of that what you will,
but onethingisfor certain: itisnot aclausethat isroutinely
inserted by other program devel opers. | am very suspicious
of thistype of clause, and react badly toitsinsertion - it
hardly inspires confidencein aproduct. Still, thisisan
improvement onthe 1989 version, whichdisclaimed ‘ any
fitnessfor any particular purpose’.

Installation of PC Immunisell issimple: just copy all of the
filesintoany desired subdirectory, andtypeIMMUNI SE.
Themenu-driven shell program then appearsand offers

- __________________________________________|
Universal Anti-Virus PC Security

PC Immunise II

Initial Menu

. Display PC Immunise HELP Screens

. Produce a System Checkpoint for Drive C:
. Perform a System Check for Drive C:

. Initilisation & Setup for Drive C:

. PC Immunise Housekeeping Utilities

. Select a different Disk

. Select Monochrome Option

NOUT A WN

Please Select Option

PC Immunise II U1.6 (C) Copyright 1988-1992 S A SOFTWARE, London, England.
uritten by S.Ajina, S A Softuare, September 1992
Press ESCAPE key to Exit

PCImmunisell now offersusersamenu-drivenfrontend. Theon-
linehelpfacilitiesprovided arevery good, and helpmakeupfor the
problemswiththemanual

variouschoices, oneof whichisto installPC Immunisel|
onto aspecificdrive, inaspecific manner. Anon-linehelp
systemisprovided whichisvery thorough, splitsreadily into
varioussectionsand iseasy to use.

VariableL evelsof Pr otection

Themanual containsagood discussion of recommended
detectionlevelsand, giventhecomplexity provided by the
myriad options, thisisdefinitely necessary. By way of a
short explanation, auser of PC Immunise || must decide
whether hewishesto usePC Immunisell ata‘Low’,
‘Medium’ or ‘High’ level of detection.

‘Low’ just detectschangesto the system softwareand the
operating system. ‘Medium’ doesall the checks prescribed
for ‘Low’, and also looksfor new hidden filesand changes
toexisting hiddenfiles. ‘High’ doesall the checksprescribed
for ‘Medium’, and alsoidentifieschangesto thefilesand/or
subdirectories.

Just to confuse matterseven more, the Medium’ and ‘ High'
levelsareeach further subdividedinto‘Normal’ and
‘Extended’ modes, where* Extended’ checksafile sentire
contents, and‘Normal’ only looksat thefile' ssize, date/time
stamp, and attributes. After all this has been decided, when
Extended level ischosen, the user must decideif thisshould
apply for all executablefiles, all executable/system/overlay
files, al filescontaining one of aset of extensionsspecified
by the user, or al files. Up to 4 subdirectories can be omitted
from thesetests, and thistoo must be specified by the user.

| have goneinto thisin some detail to make the point that
thisisnot a product which can be used without much
thought (as most scannersare used). Quitealot of planning
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must gointo itsuse, especially when timetakento executeis
arelevant factor (see below). When new or amended filesare
detected by PC Immunisell, the user can view, search and
deletethesefiles. In common withmost ‘ change of setup’
functions, such optionsare password-protected.

New L ook

PC Immuniseused to be solely acommand line-driven
program, with various command line parametersused to
initiatethe setup process, recal cul atethe checksums, and/or
verify that the checksumsarecorrect. Thismethod of
operationisstill available, but ashell program isnow
provided which allows parametersto be set by making a
selectionfromamenu.

However this‘ shell’ programinsistson returning tothe
operating system prompt after every execution of acompo-
nent of PC Immunisell, rather than staying within the menu-
driven shell to allow more program usage. Thisisfrustrating
tosay theleast.

Variousdate/timetest utilitiesare also provided which can
either be used from the menu-driven ‘ shell’ program or as
stand-alonedutilities. They return error level sand can be used
to construct complicated batch filesasan aid to automating
the process of checking whether adisk hasbeen corrupted.

ScrambleAnd Scatter

Atitshigher levels,PC Immunisell usesachecksumming
processto detect changesto afile, and can detect changesno
matter how they are caused (by avirusor otherwise). When
it first examinesadisk,PC Immunisell creates a database of
two hidden datafilesin theroot directory of thedisk. | have
noideawhy two separate filesare created. Thedatain these
filesisstoredinencrypted form, thoughthe documentation
hardly inspiresconfidencewhenit statesthat ‘ Theinforma-
tion held by PC Immunisell isstored using proprietary
Scrambleand Scatter techniques'. Technically, thisisa
content-freestatement.

ThePC Immunisell datafilesarecalled IM UNISE.DAT,
and IM UNISE.2DT (notethe space between thelettersM
and U inthe middle of each file name). This space makesit
impossibleto enter thefilenamein aDOS command, evenif
wild-card charactersare used, and coupled with thefiles
Read-only, Hiddenand System attributes, accidental
alteration of either of thesefileswould seemtobevery
unlikely - auseful feature.

Details of the algorithm used byPC Immunise |l to calcul ate
itschecksumsare not disclosed by thedevel oper, which
preventsany comment onthecryptographic strength of the
algorithm. Toprevent reverseengineering, achecksum

algorithm should havereasonabl ecryptographic merit, but
thedocumentation provided withPC Immunisell merely
statesthat ‘ checksumsare obtained using an internal
proprietary PC Immunisell algorithm. Thechecksumsare
not simplesumsof all bytes'. Thefact that the devel opers
even thought that thelast sentence was necessary makesme
rather concerned about the cryptographic strength of the
checksumalgorithm.

Asl do not know what the algorithm is, and cannot readily
deduceit fromPC Immuniseoperation, | cannot comment on
itsstrength. Neither can anyone else - the user is at the
mercy of thedeveloper’ sexpertiseonthispoint.

When PC Immunise Il isfirst used on abootable hard disk,
it requiresthat an original master floppy disk for the particu-
lar operating system versioninuseisavailable, asit con-
firmsthat the operating system fileson the hard disk have
not been corrupted in any way. Although thisseemstobea
drudge, it enhancesthe security provided byPC Immunisell,
and the devel opers should be applauded for bothering to
includeit (most other checksummersdo not bother).

Afterinstallation | testedPC Immunisell against variousfile
alterationsand it proved capabl e of detecting every singlebit
changeto afile, the creation of anew file and deletion of an
existingfile: excellent.

Speed Tests

Thetimetaken by PC Immunisell to executewhileusing
variousdetectionmodesprovedrather illuminating. Unless
mentioned otherwise, all timing figuresweremeasured on
my Toshiba 3100SX |aptop (see Technical Detail ssection)
with ahard disk containing 27.1 Mbytesin 724 files (298 of

Universal Anti-Uirus PC Security

PC Immunise I1
Display PC Immunise Details for Drive C:

Type of PC Immunise file..
Logical Drive Identifier..
Monochrome Option...... +veiNo
Detection Level :...

PC Immunise internal checksumMing........oovvirviiervirininrnennnnes Ves
Disk Boot Sector checksuMMIng. .......ovverviviriviienisrriisiiensrnes Ves
Hard Disk Partition Table checksumMing........voovevviviniininiines Ves
System 10 File checksuMMing.......oovvivvuiiiiniiiieniiiiniinennines Ves
System DOS File checksumMing.......ovvvvverrionnirnserioeniinnsenns VYes
DOS Shell/COMMAND.COM System File checksumming...........covvvuuiins Ves

PC Immunise I1 U1,6 (C) Copyright 1988-1992 S A SOFTWARE, London, England.
uritten by S.Ajina, S A Software, September 1992

Press ENTER key to Continue or ESCAPE key to Quit

PCImmunisell isaflexibleintegrity checker, but without
publishingthealgorithm, itisimpossibleto assessitssecurity.

VIRUSBULLETIN ©1993 VirusBulletin Ltd, 21 The Quadrant, Abingdon Science Park, Oxon, OX14 3Y S, England. Tel (+44) 235 555139.
/90/$0.00+2.50 T hisbulletinisavailableonly to qualified subscribers. No part of thispublication may bereproduced, storedinaretrieval system, or transmitted by
any formor by any means, el ectronic, magnetic, optical or photocopying, without the prior written permission of the publishers.



Page 18

VIRUSBULLETIN

June 1993

thefilesare executablefiles, occupying 12.8 Mbytes) ona
drivecompressed using theDoublespaceutility provided
withv6.0 of MSDOS Notethat although | referred earlier to
thefact that thePC Immunise |l program has not been
updated since September 1992, it coped withMSDOSVE.0,
including theDoublespacecompression.

Atthe‘Low’ level of detection, all checkshappened so
quickly that the actual timetaken wasjust a couple of
seconds. Thiswas not worth measuring compared with what
iscoming below! WhenPC Immunise | wasused at the
‘Medium’ level, 3 minutes 59 secondswasrequired to verify
that the disk remained unaltered, no matter whether afull
system check wassel ected or simply identified amended
files. When used at the‘High’ level, thetimetaken for either
a‘Normal High' test, or an‘ Extended High’ test, was 4
minutes 1 secondin either case. Notethat effectively all 4
casestake the sametimeto execute.

| tried the abovetest whenPC Immunise || was executed
under Windowsv3.1, and the time to do a system check of
executablefilesonly roseto 4 minutes4 seconds, avery
small increase over thebare DOS performance. Remember
that thesetimes arereported on amachinethat is not
unreasonably slow (a16 MHz 386), withonly afairly small
hard disk (just under 13 Mbytesof executablefiles). The
timingswould scalelinearly with disk size, thereforeany
disk which containsafew hundred M egabytesof filesis
going to take along timeto check usingPC Immunisell.

For comparison purposes, | ran thesame‘High' level test on
anold XT computer. Thistook 10 minutes 15 secondswhen
only executablefileswereincluded, and when | extended the
scope of thetest toincludeall fileson the hard disk,PC
Immunisell took 34 minutes 20 secondsto completeits
check. I would contend that either of thesefiguresprevents
PC Immunisell from being used seriously on aslow PC at
anything otherthana‘Low’ level of detection. Remember
that the‘Low’ level of detection only checksthe operating
system’ sfileswhichisprobably good enough for most users.

Implications

Thetiming problemswithPC Immunisell actually point out
amore subtle problem than the program’ sslow execution
speed. | reported abovethat the time taken to check adisk
wasamost identical at the'Medium’ level and the‘High’
level of detection.

Asl understand it, the basic difference between thesetwo
levelsof detectionisthat theHigh' level includesverifica-
tion of achecksum calcul ated acrossthe entire content of a
file. Thereforethe claimsthat asecure checksum algorithm
isbeing used arealmost certainly not true - otherwisethe
timetakeninthetwo caseswould be markedly different. In

my humble opinion, the checksum algorithm cannot be
doing very muchif it takeshardly any timeto performits
actionwhen appliedto every singlebyteinafile.

Of course, | cannot provethisconjectureunlessthedevelop-
erspublish details of their checksum algorithm, and prospec-
tive purchasersshould draw their own conclusionsfromthe
resultsreported above.

Believeit or not, | actually have aproblem with thisprod-
uct’sname. Inthe anti-virusfield, theword ‘immunise’ has
cometo mean adding codeto afile so that when executed a
program canitself detect any alterationtoitscontentsPC
Immunisewaswritten beforethisusage, soitisnotreally
thedeveloper’ sfault. Nevertheless, it may not bewhat a
prospectivepurchaser anticipated.Caveat emptor.

Conclusions

My conclusionsonPC Immunisell havenot really changed
too muchin4years. It doesdetect changesto filesand/or the
operating system, but the user must pay quiteatime

penalty whenPC Immunisell isused at any of itsnon-

trivial levels. Thechecksum processitselfisstill cloudedin
mystery asno detailsarerel eased by the devel oper, which
makesitimpossibletojudgeitssecurity. However, given
the almostidentical timesfor variousdifferent modesof
operation, | somehow doubt that the checksum algorithmis
doing very much.

PC Immunise |l isamore mature product than the version
that wasreviewed 4 yearsago, it hasimproved alot interms
of how thethree basic modes of detection arecontrolled. In
my view PC Immunisell really istoo slow for routine use at
itsmore securelevelsof operation - but that’ sasubjective
judgment which the user must makefor himself by trying the
product on hisown hardware.

Technical Details

Product: PCImmunisell

Developer and Vendor : SA Software, 28 Denbigh Road, London
W13 8NH, UK, Tel: +(81) 998-9918 or +(81) 998 2351.

Availability: PC, XT, AT, PS/2 or compatibleusing DOS 2.0 or
higher. 420K bytesof RAM isrequired. PC-DOS,MS-DOS, DR
DOSand UNISY SDOSareall supported. PC Immunisell will
executeunder Microsoft Windowsv3.0or |ater.

Version evaluated: 1.6

Serial number: 91368B

Price: £34 per PCfor singlecopy. Sitelicencesavailable.
Hardwar eused:

a) Toshiba 3100SX, a16MHz 386 laptop, with 5 Mbytesof RAM,
one3.5inch (1.44M) floppy disk drive, and 2120 M byte hard disk,
running under MS-DOSV6.0. (b) 4.77MHz 8088, with one 3.5inch
(720K) floppy disk drive, two 5.25inch (360K) floppy disk drives,
and a32 Mbyte hard card, running under MS-DOSV3.30.

VIRUSBULLETIN ©1993 VirusBulletin Ltd, 21 The Quadrant, Abingdon Science Park, Oxon, OX14 3Y S, England. Tel (+44) 235 555139.
/90/$0.00+2.50 Thisbulletinisavailableonly toqualified subscribers. No part of thispublication may bereproduced, storedinaretrieval system, or transmitted by
any formor by any means, el ectronic, magnetic, optical or photocopying, without the prior written permission of thepublishers.



June 1993

VIRUSBULLETIN

Page 19

PRODUCT REVIEW 2

L aunch Thel nterceptor!

Thismonth’ sreview examinesaproduct whichissomewhat
different fromtheusual array of scannersand integrity
checkers. TheInterceptor has clearly had to battle against
thepreconceptionsof reviewers, asthecoveringletter
explainscarefully that the product isnot ascanner, thus
making it harder to test - no running it against the standard
battery of virusesthistime!

The Interceptor claimsthat it offersanew way to combat
virusesand that ‘ the need for constant, continuousand
regular updatesisdrastically reduced’ . Moreover, that ‘inthe
magjority of cases, The Interceptor will handle new attack
strategieswithout faltering’ . Usershave heard claimslike
thismany timesover - canThe Interceptor live up to them?

Multi-partiteManual

Thelnterceptor product consistsof an A5 comb-bound
manual and asingle 720 Kbyte 3.5inch floppy disk.
Althoughthedisk arrived write-protected, thewrite-protect
tabwasstill in place. Far better would have been a perma-
nently write-protected master disk - itisall too easy for
someoneto slipthetab acrossinadvertently.

Themanual beginswith abrief overview of thedesign and
aims of The Interceptor. The manual ishonest and does not
attempt to glossover the problemswhich anti-virusvendors
face. Indeed, thefirst page of the manual explainsthat ‘No
knowledgeabl eanti-virusresearcher would claimthat this,
or any defencecannot bedefeated’ .

Themanual then goesonto explainin detail how toinstall,
run and removethe product from the machine. The most
useful sectionisoneof the appendiceswhich explainsthat
the best defenceagainst computer virusesisbetter hygiene
ruleson the part of the user.

Theindex iscomplete, but badly organised: do usersreally
want thirty ninereferencesto Product I nstallation? A more
detailed index with fewer entrieswould befar moreuse: the
current offering lookslike something produced after doinga
text-searchthroughthemanual.

Theother complaint about itisitslack of robustness. After
only two days use, the manual had split itself up number of
component parts- thiswas dueto the holesfor the binder
being too closeto the edge of the page. One dreadsto think
how it would fare over six monthsin abusy working
environment. Thiscouldeasily beimproved.

Installation

Theinstallationinstructionsarerelatively clear and easy to
follow. Theuser isfirst advised toinstall the product from a
copy of theoriginal, and to ensurethat the disksarealways
write-protected. Oneisthen required to copy the contentsof
thefloppy disk ontothehard drive.

The next step of the processisto create abootabl e system
disk, using Thelnterceptor’ sMAKEINST program. The
programistheninstalled fromthisnewly created system
disk. Thewhole processisabit confusing - surely this
process could be automated to ahigher degree?

Oncethe machineisrebooted from thisinstallation disk he
user ispresented with asimple menu system, which allows
himto select aninstallation identity and choosewherethe
software should beinstalled to onthe hard drive.

ThePC isthen rebooted normally from the hard drivelnthe
test, the machine booted and then attempted to load
Smartdrivefrom AUTOEXEC.BAT... atwhichpointit
hung. A quick look through the manual showed that thiswas
dueto ‘ an unauthorised program attempting to become a
TSR’. Themachine had to berebooted from theinstallation
floppy, and the attributesfor thisfilewerereset (seebelow).

Boot Sector Protection

Thelnterceptor isbasically acombined behaviour blocker
andintegrity checker. Theideaisthat onceitisinstalled ona
hard drive, programswhichdisplay virus-likebehaviour are
not allowed to execute. Thismeansthat programswhich
becomememory-resident, or attempttomodify certain
sectionsof thehard drivewill not function correctly.

C:\DOS

4701.CPI DEBUG. EXE DOSHELP, HLP
4788.CPI DEVICE. 360 DOSKEY. COM
5282.CPI DEVICE. COM DOSSHELL, COM
ANSI. SYS DISCHRGE. COM DOSSHELL, EXE
APPEND, EXE DISKCOMP, CoM DOSSHELL, GRB
APPNOTES, TXT DISKCOPY, COM DOSSHELL, HLP
ASSIGN, COM DISPLAY, ACL DOSSHELL, INI
ATTRIB. EXE DISPLAY,ALT DOSSHELL, VID
BACKUP, EXE DISPLAY. ANB DOSSUAP, EXE
CHKDSK, EXE DISPLAY.C5K DRIVER. SYS
COMMAND, COM DISPLAY.MEJ EDIT. COM
COMP, EXE DISPLAY. SYS EDIT,HLP
COUNTRY, SYS DOSETUP, EXE EDLIN. EXE

DEL (exit directory) QCuit) CChange drive) ESC (undo) U(iew) SCort)
t, 4,7, +,PAGEUP, PAGEDOWN, HOME, END - select file MCark) UCnmark)
CTRL+M(ark all) CTRL+U(nmark all) CTRL/ALT (set/clear attribute below)
Protected TSR_enabled Readonly Hidden System Archive

TheFILER utility providesaquick and easy way to alter the
attributesof filesstoredonthedisk.
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Thefirst point to noteisthat theinstallation disk also
doublesasarescue disk. OnceThe Interceptor isinstalled,
the hard disk isno longer accessiblewhen the machineis
booted from an ordinary DOS System disk. Thereforemost
DOS Boot sector viruseswill not be abletoinfect the boot
sector, asthe partition boot tableisnot accessible. M ost
Master Boot Sector virusesdo not takethe partitiontable
into account, and will infect thedisk anyway.

The Interceptor claimsto be aware of this, and is capable of
disinfectingthehard driveif any changesarefound. The
techniqueit usesto avoid being ‘ stealthed’ by thevirusesis
not made clear in the documentation. Whichever way itis
done, it certainly appearsto beeffective:Thelnterceptor
successfully detected and removed all thecommon boot
sector viruses, including Form, Spanish Telecom, New
Zedland 2, Nolnt and Italian.

Theway the product handled the EXEBUG viruseswas
particularly impressive: not only were both variantsof the
virusremoved, but the contents of the CMOSwerereset to
their original value- aresult far better than many virus
scannerscouldachievel

My only complaint with the handling of the boot sector
infectionsisthat the user isnever informed that aviruswas
encountered. When the machinebootsup,The I nterceptor
indicatesthat it isattempting to repair the disk by displaying
asingle-character rotating bar on the screen. It thenforcesa
reboot. Thereisalwayssomething moreinterestingto do
than watch asomnolent PC boot up first thing inthe
morning, and thistell-tale sign could easily be missed.

Thereiscertainly acasefor the user to beinformed that the
boot sector of the hard drive had been changed - after all,
nobody wantsan infected disk loose around the office- even
if themachinesareall nominally protected!VB isassured
that thiswill be added in the next release.

Filelnfectors

Thelnterceptor claimsto provideprotection against file
infectorsaswell asboot sector viruses. Protected filescannot
berenamed, deleted or havetheir size changed. Limited
cover isallowedfor unprotectedfiles.

It was here that some of the limitations of The Interceptor
became apparent. One of the standard tests of packages of
thistypeishow they deal with self-modifying code (such as
the SETVER program, whichispart of MSDOS). The
manual statesthat such softwareisincompatiblewithThe
Interceptor, and tests certainly showed thisto bethe case:
using SETVER caused DOSto display abox containing the
message ' A seriousdisk error had occurred’, and offersan
abort or retry option.

INTERCEPTOR VIRUS PREVENTION SYSTEM V1.8 - MAKE SCAN FLOPPY

disk in drive A: already used as an INTERCEPTOR scanner disl

press any key to continue

Themenuinterfaceused by Thelnterceptor isstark but functional .
However, inday-to-day running theuser should never evenneedto
know aboutit!

Thelnterceptor performedwell against memory-resident
viruses, asit successfully stopped DIR I1, 4K, Cascade,
Tremor, Eddieand Eddiell beforethey had infected any-
thing. Infact only onevirusout of thethirty-something
memory-resident virusestested (SV C 6.0) managed to get
aroundtheprotection.

Unfortunately, non-resident viruseshad amuch easier time.
Every ‘single-shot’ infector wassuccessfully replicated (eg
the Aidsvirus, Tpworm etc) even thoughThe Interceptor
wasnominally protecting thedisk. However, nofiles
specifically markedfor protectionweresuccessfully infected.

Filer

Theway The Interceptor protectsthefilesonthe hard drive
can beconfigured using autility named FILER. This
program allowsthe attributes of filesto be altered and set.

Using FILER isvery easy asitsinterfaceisvery similar to
disk management programslikeXtree Gold. Theuser can
navigate around the package using the cursor keysto select
filesfor alteration. In addition, thereisakey totag all filesin
aparticular directory for the sametreatment.

No problemswere discovered when using FILER, and in all
casesmarking TSR filesas‘ TSR enabled’ allowed thefileto
beused normally. Unfortunately thereisno optionto exempt
certainfiles(suchasSETVER) from protection, and they
will not co-exist happily with thisproduct.

Scan Disks

Theauthorsof The Interceptor areclearly well aware of the
need to clean boot amachineif ascanner isto berun. Once
The Interceptor isbooted from avanillaDOS disk, any
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scanner which examinesthedisk will be unableto operate
correctly. For thisreason an option to create abootabl e scan
disk’ isincluded.

Theuser isinstructed to format abootable system disk, and
then executeaprogram called MAKESCAN, which creates
aboot disk whichiscapable of reading drives protected by
The Interceptor. All thisworked fine, and after waiting for
about aminute, The I nterceptor produced an ‘I nter ceptor
aware’ bootabledisk, as promised.

In an attempt to counter stealth viruses, some scannerswill
attempt totunnel the*original’ Int 21hand Int 13h vectors,
and make system callsdirectly to the ROM. Jim Bateshasa
program which attemptsto gain accessto Int 13hin one of
several different ways. Using thisprogram it waspossibleto
striptheoriginal Int 13h call back intothe ROM. Therefore
any scanner which usesthistechnique may be unableto
accessthe datastored on the hard drive.

Disk Problems

Thebiggest dangersof using any softwarewhich meddies
with the hard disk at alow level isthat in the event of
something going wrong, users can find themselvesinbig
trouble. Unfortunately, thisisexactly what happened.

One of thevirusesused for test purposeswas SV C6.0. This
isamulti-partite viruswhichiscapabl e of infecting the
Master Boot Sector of thehard drive. When aninfectedfile
wasrun, themachine appeared to function normally, and the
virusbecamememory-resident.

Thingsbecameworsewhen themachinewasrebooted. The
contents of the CM OS had been corrupted, and the machine
would get half way through itsboot processand then hang.
Themanual advised meto boot the machinefrom

The Interceptor rescuedisk and usethe‘ Check/Repair
Installation” menu. WhenTheInterceptor searched for an
Installation I D none could befound, and the package asked
for anidentity fromwhichit would attempt to recreatethe
disk. Thisfailed.

The Inter ceptor was not capable of repairing thedrive or the
damaged CM OS, and the normal disk recovery toolswhich
one could use (such asNorton Disk Doctor) were confused
by thecorrupted partitioninformation stored withinthe
MBS. After an hour of fiddling about, it became apparent
that quickest option wasto reformat thedrive and re-install
DOS - thank goodnessthiswas atest machine!

System L oad

Obviously the checkswhichThe Inter ceptor makesonthe
system must |oad the system. BeforeinstallingThe I nter cep-
tor on thetest machine, the system speed was evaluated

using Norton’ s SystemInformationutility (v4.50). This
returned aDisk Index value of 2.3 whenThe I nterceptor was
active, and 5.9 onthe plain DOS system - asizeabl e differ-
ence (thisisover a60% drop!).

How thismattersisan open question - on disk intensive
operations such aswhen runningWindows, thismay
become significant. Inaddition, theresult obtained by
Norton can be slightly misleading and no delay was notice-
ableon thetest machine.

Conclusions

Thelnterceptor isarather puzzling product. It certainly
containssome highly innovativeand clever code, andisgood
at detecting programswhich become memory-resident, but it
doesnot provideadequate protection agai nst non-resi dent
viruses, unlessunlessevery executablefileisearmarked for
special attention.

Thebiggest problemsarose when attemptingto recover a
disk - Thelnterceptor would not recognisethe hard drive,
and did not provide adequatefunctionality inthesecircum-
stances - thisneedsto beimproved.

Theautomatic removal of boot sector infectionsisauseful
feature, which may maketheproduct extremely useful on
stand-alone machinesin acomputer room, but other than
that, | am at alossto seethetarget market.

Overall, The Interceptor wasvery good at dealing with the
more common virusesand itshandling of boot sector viruses
wasexcellent - somemanufacturerscould learnalot from
this. In addition, the manufacturer has assuredvB that it will
address many of the criticismsraised. If thisisthe casethen
The Interceptor will certainly beworth another ook in
futureincarnations. However, the problemswiththehard
drive, coupled with thefact that certain virusescan circum-
vent its protection mean that userswould bewell advised to
consider carefully the prosand consof their choice.

Technical Details
Product: Thelnterceptor

Developer: The Alpha-Omega Group, PO Box 6079, Dunedin,
New Zealand. Tel. Not Supplied. Fax. (+643) 473 7295.

Availability: Not explicitly stated
Version Evaluated: Version1.00
Serial Number: 10014

Price: $100 per PC.

Hardwar eUsed: 25M hz 80386SX Opus Technol ogies desktop
machine, with4MB RAM, one3.5-inch (1.44M) floppy disk drive,
one5.25-inch (1.2M B) floppy disk drive, anda100 M B hard drive,
running DOS5.0.
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Mark Hamilton

HaveM odem, Will Travel

Several yearsago, it would have been unthinkableto dial a
Bulletin Board in order to obtaininformation about computer
security and computer viruses. Thevery thought of it would
send ashiver down theback of any self-respecting corporate.
Even now, Bulletin Board Systems (BB Ss) are moreor less
off-limitsfor employees, asmanagersareconcerned that by
allowing unrestricted accessto BBSs, staff will becomeless
productiveasthey find interesting topicsin other areasand,
far worse, might introduce some* nasty’ or other intothe
company’ scomputer system.

Even though both of these argumentsare not without merit,
thelarger BBSsdo provide essential servicesto some. Help
iscertainly out there - if only you know whereto [ook!

Technical Support

| remember discussing thisvery topicin January, witha
senior computer consultant workingintheoil industry in

L ondon. Hiscompany hasmadethedecision, for better or for
worse, to standardise onMicrosoft products. If you, asboth
heand | have done on many occasions, have ever tried to
obtainan answer from that company’ stechnical support
department, youwill understand hissense of frustration.

First you need atouch-tone phone. Next, you pressan
endless stream of digitsasyou are prompted by the pre-
recorded voice and then you wait in aqueue. It could be
several minutesbeforeyou actually get to speak to ahuman
being and then, the chances are, your problem will not be
immediately resolved. Y outoowill soon seek analternative
meansof getting information, assistance and support. Inthis
situation BBSscan providetheanswer.

Inthe United Kingdom, anumber of the anti-viruscompa-
niesruntheir own Bulletin Board Systems- including BM,
Total Control, Central Point and Sophos- but these prima-
rily exist for solving problemsrelating to their own products.
If youwant information of amore general nature, to assist
withformulating your company’ santi-virusstrategy for
example, you haveto look to eitherCompuServe, Compulink
(CIX) or theInternet to satisfy your needs. Our American
cousins are somewhat morefortunate - aswell as
CompuServeand Internet, thereisalsoAmerica OnLine,
BIX(BYTE Magazine' sBBS), Prodigy and their various
associatedinformationproviders.
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Oneof themost popular virusforumsavailableonCompuServeis
theVirusforumrunby Aryeh Goretsky and Spencer Clark.
However, bewarned - itisvery easy torunup largebills!

One of the benefits of using BBSsisthat thereisagood
chancethat someone el se (who may not even work for the
softwarecompany) will have comeacrossyour problem and
can post areply for you very quickly indeed. Itisnot
uncommon to post aquestion beforelunch and to havea
number of repliesby that evening.

CompuServe

CompuServeisprobably theworld’ slargest BBSandis
accessiblefrommost countrieseither directly throughalocal
nodeor over aPSS network. England currently hasthree
CompuServe-owned nodes, in London, Reading and Bristol,
and, in addition, there are alarge number of local PSS
Dialplusnumbersavailable.

CompuServeitself hasitsheadquartersin Columbus, Ohio
wherethere are alarge number of custom-built DEC 10 and
DEC 20 mainframes which act asthe host machines
(although there are al so host machinesin other UScities)
andthey areall interconnected in ahigh bandwidth network.

Inthemain, CompuServe sforumsarerunindependently of
CompuServe' sdirect control by vendorsand other interested
partieswho receive ashare of therevenue generated.

Several of theprincipal USanti-virusvendorsmaintain
forums, includingCentral Point and Symantec, but by far
the most popular seemsto be that run byMcAfee Associates.
Part of itsforum isrun by theNCSA and it addresses both
virusand non-virusrelated security issues. Aryeh Goretsky
and Spencer Clark, the twoMcAfee Sysops (System Opera-
tors) manageto field both general questionsonvirusesas
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well asthoserelating specifically toMcAfee’ svariousanti-
virusofferings. Sincethiscompany’ sproductsare Share-
ware, thelatest versionsarealwaysavailablefor
downloading.

Inthe past, | have been afrequent visitor and participant in
thisforum and can vouch for thefact that the quality of the
informationisgenerally good. However - and thisappliesto
all formsof communication - you only get out of asystem
what you put in. In other words, the more you contribute, the
moreyou learn. Thismaximisespecially true of
CompuServeand all other BBS systems.

McAfee' sforum, becauseitiscalled VIRUSFORUM, does
attract usersof rival productsand its Sysopsfound that they
wereexpected to answer technical questionsrelatingtoits
competitors' products. For thisreason, they display a
messageto direct Central Point and Norton/Symantec users
totherelevantforums.

Y ou can accessCompuSer veinteractively usinganormal
comms program such asProcommor Telix, though thisis
not recommended. Thereisaninteractive program called
CIM (CompuServelnformation Manager) for DOSWinCIM
(aWindows 3.x equivalent) andMacCIM. Theseusea
special Host-Micro Interface (HMI) whichmeansthat you
can read messageswhiledownloading afileor participating
inan on-line conference, or talk session, with other users.
ThevariousCIM productsaretheonly onesthat allow you to
do all thesethingsconcurrently, but asyou are connected on-
lineall thetime, it can get quite expensive.

A more usual way to do the messaging and file downloadsis
using oneof thevariousnavigator programs. Thesedown-
load the messagesinto adatabase, allow you to read and
reply tothem off-lineand then upload thereplies. Thereare
several, mainly Shareware, availableincludingTapCis,
0zCIS(my personal favourite) andTeePee.

CIX

Compulink (CIX) ishosted on large Unix microsand usesa
version of CoSY - the same conferencing softwarethaiByte
Magazine' sBI X uses. Thevirusconferenceisusually quite
lively though, and questionsare usually answered quickly.

ClXisan extremely useful meeting placefor usersof any of
S& S sproducts, asthey havetheir own support forum there,
from which users may download bug fixesand additional
patternsfor Dr Solomon’ sAVTK.

Asaninformation source,Cl Xisapoor cousinto
CompuServe- it simply does not have the same user-base.
However, initsfavour, CIXismuch easier to use and does
not need anavigator program, thoughitiseasier to usewith

one. | frequently log-on toClX using the Sharewarecomms
program Telix. Thereare navigatorsavail able - thetwo most
popular areMatrix and the CI X version of TeePee, but
neither are up to the standard of theirCompuServe counter-
partsbecause of the morerestrictive hosting software.

Thelnternet

For usersseeking thetruly independent word, neitherCI X
nor CompuServe can providethe solution, whichisagreat
pity. Asasource of independent and unbiased information,
thelnternet seemsthe obviouschoice, but unlessyou’ re
fortunateto be associated with aUniversity and can accessit
through JANET (the Joint Academic Network), theninthis
isgoing to cost you money (ratesstart at around £10 a
month). In the USthere are anumber of companieswho can
providedial-infacilitiestothelnternet at highly competitive
rates - and it paysto shop about.

Thelnternetisenormous- and almost anything which can
be stored on computer isavailable here- if you canfindit.
M ost of the shareware virus scanners can be downloaded by
FTPfromvariousinternet archivesites, and many vendors
have Email addresses, allowing questionsto be put directly.

However, the best source of informationonvirusesisthe
Internet Newsgroup comp.virus. Thisprovidesanindepend-
ent source of information - if you want to know about the
Form virus, than all you haveto doisask. Theonly draw-
back isthat theinformation you may receiveisnot always
completely accurate.

Inthemgjority of casesthough, thelnternet providesan
excellent way to share problemsand solutionswith awide
crosssection of people- including various expertsand
namesfromthefield. Itisnot uncommon to haveyour query
personally answered by V esselin Bontchev, Fridrik Skulason
or someother ‘name’ fromtheindustry.

Conclusions

Thereisagreat deal of help availableto the curious- al one
needsisamodem and ahandful of useful telephone num-
bers. For the less experienced user, the best placed to start is
CompuServe- itswiderange of vendorsand active confer-
encesprovide anideal placetolearn how to get the best out
of BulletinBoard systems. However, if you havelnternet
access, theNewsgroup comp.virusisactive enough to satisfy
most minds, and isonly thetip of aniceberg when consider-
ing thewealth of information stored on variousarchivesites.

Thebasicruleisthat thereisplenty of information available
out there - often supplied by some of the best known names
of theanti-viruscommunity. If you havefreelnternet access
then it does not cost you apenny, so why not get involved?
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END-NOTES AND NEWS

3rdInternational VirusBulletin Conference 9th-10th September 1993, Amsterdam, The Netherlands. Contact PetraDuffield. Tel. +44 235531889.

It hasbeen abusy month for theNovell Certification test 1abs. Thismonth, both SophosLtd and Central Point have announced that their productshave
achievedtheheady statusof Novell ‘ Tested and Approved’ products. Not to be confused withthelesser badgeswhich announce'Y es, it runswithNetWare',
thecertification meansthat thereisabetter than average chancethey will not crash your fileserver. For further information contactSophosLtd. Tel. +44 235
559933 and Central Point. Tel +44 81 848 1414.

Thecertification of theCentral Point product coincideswiththecompany dr oppingthepriceof theNLM from £699for asingleserver withuptofive
connectedworkstationsto £699for asingleserver with unlimited workstations. Thismeansthat the saving of fered to atypical small businesssitewithfifteen
workstationsoperating from oneserver would beapproximately £750. Tel. +4481 848 1414.

JuneSthisto becomethefirst ever American ‘National VirusAwarenessDay’ . Theeventisjointly sponsored by theNCSA and 3M. Accordingto Virginia
Hockett, Information Technology manager,3M Memory TechnologiesGroup, * Reputablecomputing requiresthat usersbeawareof the simplemeansof
protectionat their disposal. Thisal someansthat mediamanufacturers- and, for that matter, all major playersinthecomputer industry - havearesponsibility to
adopt, enforceand advocate safecomputing practices.” For furtherinformation Tel. +1(717) 258 1816.

Visionsofthasannounced ther eleaseof anew packagingdeal called * Security Blitz' which containsfiveof Visionsoft’ smost successful productsinone
package, including accesscontrol, backup softwareand anti-virussoftware, for £147. Tel. +44 274 610503.

Sk Slnternational hasannounced that itintendstoextend its‘ competitiveupgrade’ policy toincludeusersof MS-DOSV6. Thisallows purchasersof thenew
version of DOSto buy acopy of Dr Solomon’sAVTK for only £49.95 - lessthan the upgrade pricefor MSAV. Tel +44 442 877877

Whatever next. A computer intheUnited Stateshasbeen found in contempt of court after it repeatedly sent ‘ no balance due’ noticesin error. Judge Cristol
issued acontempt citation against theoffending | BM microcomputer, fining it 60M bytesof memory! No model wasspecifiedin JudgeCristol’ sorder, and so
thefinewassettled by having ahard disk and ninemicrochipsdeliveredto Judge Cristol’ scourtroom. Thepossibilitiesof applying thisruling to computer
virusesareendless...

STOP PRESS: For somemonthsnow, VirusBulletin hasbeenaware of aVirusExchange Bulletin Board being run onamachineowned by theUS
Department of the Treasury. However, the BBShasnot been mentioned, asit wasfelt that attracting uneccessary publicity for it would becounterproductive.
Dueto pressurefromwithintheindustry the BB S system hasnow been closed down, although the SysOp hasstated that hewill attempt tofurther theactivities
of theboard through other channels.
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